[ACN Assignment: 2 – Snoop]

This file belongs to “Ramakrishnan Venkitaraman” (rxv024000@utdallas.edu)

1) How many total packets are in the trace file?   

There are 65 packets in the trace.

2) What protocols (at each layer of the Internet stack) are seen at least once somewhere in the trace?

DataLink Layer: Ethernet, 

Network Layer: IP,

Transport Layer: TCP,

Application Layer FTP, HTTP

3) What are the contents and function of each packet (I do realize that this is a tedious work to do but it is quite a valuable experience for understanding all the details, especially for TCP. In this part, you need to provide information for application layer and transport layer protocol interactions when applicable. As an example, if you see a TCP connection, I need you to clearly indicate the packets used in 3-way handshake, clearly indicate which packets are ACKs for which packets, packets used in connection teardown clearly indicating which packet is a connection close request and which one is the response, etc.)

Please refer to the enclosed file Analysis.txt for the details. I have used the –V option of snoop and have given the explanation of the individual packets inline below the individual packets in the file

4) What Link/MAC layer addresses are seen in the trace? Who these MAC addresses belong to (clearly indicate the owner's identity)

The following Ethernet addresses are seen

0:3:ba:1:b0:e6 -> MAC address of grant

0:0:c:7:ac:1, Manufacturer/Cisco -> MAC address of out going router from grant

0:6:d7:eb:8:82 -> MAC address of the incoming router @ grant

5) What IP addresses are seen in the trace?

“129.110.49.28”, “198.108.1.48”,”129.115.29.8”

6) What host names are seen in the trace?

grant.utdallas.edu, nic.merit.edu, csweb.cs.utsa.edu

7) What transport-layer port numbers do you see? Are any of them reserved? Which ones and what services are they reserved for? How are the others chosen, explain briefly?

The port #s that are seen in the trace include

21, 45202, 45203, 20, 80, 45204, 80, 45205

Port numbers 1-1023 are normally reserved for privileged processes. These ports cannot be assigned to a local end of an TCP/IP connection by a normal process. Port numbers 1024-4999 are used as so called ephemeral port numbers. These port numbers are assigned automatically by TCP and UDP if no specific port number was requested.

20: FTP Data connection, 21: FTP Control connection, 80: http server

8) What different IP `next protocol' values can be seen what does each mean?

The next protocol field in the IP header carried the value 6 and it means TCP

9) Does IP fragmentation ever occur?

Fragmentation never occurs

10) Why would some packets have the ``Don't fragment" bit set?  Your answer should be specific to this trace, if applicable.

I see all the packets in the trace to be having the Dont fragment bit to be set. I think that in Solaris the default implementation is in such that the system always sends it with set and think that solaris has a great implementation for finding MTU!!!

In general: MTU discovery, the receiver will not be able to defragement.

11) What are the ranges of sequence numbers in each TCP flow? Clearly indicate them and the TCP flows they correspond to.
	Flow Number
	Client IP/Port
	Start Client Sequence Number
	End Client Sequence Number
	Server IP/Port
	Start Server Sequence Number
	End Client Sequence Number

	1
	129.110.49.28, grant.utdallas.edu,

45202
	875401197
	875401291
	198.108.1.48, nic.merit.edu, 21
	674185963
	674186790

	2
	129.110.49.28, grant.utdallas.edu,

45203
	879462933
	879462934
	198.108.1.48, nic.merit.edu,

20
	676845208
	676846580

	3
	129.110.49.28, grant.utdallas.edu,

45204
	884224527
	884225060
	129.110.49.28, grant.utdallas.edu,

80
	4175916251
	4175916797

	4
	129.110.49.28, grant.utdallas.edu,

45205
	884688729
	884689263
	129.110.49.28, grant.utdallas.edu,

80
	4176351346
	4176356035


12) What are the ranges of acknowledgment numbers in each TCP flow? Clearly indicate them and the TCP flows they correspond to.

	Flow Number
	Client IP/Port
	Start Client Ack Number Sent
	End Client Ack Number Sent
	Server IP/Port
	Start Server Ack Number

Sent
	End Client Ack Number

Sent

	1
	129.110.49.28, grant.utdallas.edu,

45202
	0
	674186790
	198.108.1.48, nic.merit.edu, 21
	875401198
	875401292

	2
	129.110.49.28, grant.utdallas.edu,

45203
	676845209
	676846580
	198.108.1.48, nic.merit.edu,

20
	0
	879462935

	3
	129.110.49.28, grant.utdallas.edu,

45204
	0
	4175916797
	129.110.49.28, grant.utdallas.edu,

80
	884224528
	884225061

	4
	129.110.49.28, grant.utdallas.edu,

45205
	0
	4176356035
	129.110.49.28, grant.utdallas.edu,

80
	884688730
	884689264


13) In any of the TCP connections, what is the window size? Does it ever change between connections? How is it chosen?

Yes the window size changes.

you can find the window size doubling to Win=2920 from its value in pkt#2 and this is due to the reception of the packet#3 as the ack. 

The window sizees are different for the data and control connections and also in HTTP we can see a changes/variations and this may be due to the filling up of the buffers and the subsequent reading of the same from the buffers by the application program.

14) After answering the above questions and understanding what is going on in the trace, create a description of the session, what it does, what commands were probably executed by the target host during the trace. Using this set of commands, create a timeline about the order of execution and then fill in details about what happened in the trace and when.

The initial part of the trace corresponds to a FTP connection and there occurs a file transfer between the nodes. Details can be seen in the Analysis.txt file. The file transfer takes place successfully and then the connection is terminated. The commands that were probably used were

$ftp

$o 198.108.1.48

$user name : anonymous

$password : ksarac@utdallas.edu

$get index.html

$close/bye

The next part of the connection corresponds to a HTTP session and the transfer first requests for a URL and gets a message from the server saying that the URL has been moved. The reason is a missing "/" at the end. 

The second request has the proper URL and the connection gets properly established and the http session terminates after the termination of the index.html file.

$ lynx http://www.cs.utsa.edu/~korkmaz 

$ Then lynx gets a 301 error code and redirects the URL to http://www.cs.utsa.edu/~korkmaz/

