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Application of Fuzzy Logic in Resistive Fault
Modeling and Simulation

Mehrdad NouraniMember, IEEEAmMIr R. Attarha, and Caro Lucas

Abstract—Real defects (e.g., resistive stuck at or bridging faults) vdd
in the very large-scale integration (VLSI) circuits cause interme-
diate voltages which cannot be modeled as ideal shorts. In this
paper, we first show that the traditional zero-resistance model is
not sufficient for fault simulation. Then, we present a resistive fault
model for real defects and use fuzzy logic techniques for fault simu- “b ¢ DJ
lation and test pattern generation at the gate level. Our method uses 3.3 0.0/3.12
Takagi—Sugeno (TS) fuzzy system to accurately model digital VLSI
circuits and produces much more realistic fault coverage compared @
to the conventional methods. The experimental results include the vdd
fault coverage and test-pattern statistics for the ISCAS85 bench-
marks.
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Fig. 1. Fault-free/faulty voltage values for stuck at-1 at peinia) R = 100
MOS fabrication of digital integrated circuits includes de. (b)) R = 4 K Q.
fects that cannot be represented using conventional ideal-
istic stuck at or bridging fault models. Unfortunately, such de- a |
fects represent a significant fraction of faults in complex digital 332
circuits [1], [2]; thus, it is vital to investigate their presence, ef-
fects, and detectability.

Index Terms—Bridging faults, fault simulation, fuzzy logic,
Mamdani model, resistive faults, stuck at faults, Takagi—Sugeno
(TS) model, test-pattern generation.

. INTRODUCTION

3.3/0.13

A fault occurs when two nodes are unintentionally connected 0 :_ 0.0/0.33
together. We call faults (e.qg., stuck at or bridge) with zero resis- 33
tancedealfaults. In reality, parasitic resistanck), capacitance (@)
(C), and inductancel() are always associated with the defects a
in the very large-scale integration (VLSI) chips [3], [4]. The re- g: b |

sistance value (specific or a statistical range), which is the most

noticeable one, highly depends on the logic style, technology,

and the fabrication process. The faults with their associated re- o

sistances are calledal faults in this paper. 3.3
Real stuck at or bridging faults produce resistive paths be- (b)

tween power supply and ground leading to intermediate Vol—lg 2. Fault -free/faulty voltage values for a bridging fault. &)= 100 2.

ages in the circuit nodes. The actual voltage values depend@©mr = 5 K ©.

the resistances of the networks that connect the signal to the

power supply and ground. The interpretation and propagatlﬂn

of the intermediate voltages depend on many factors including

the threshold voltages of the driver and driven gates, the nonACCU"J"fe modeling of real faults in the VLSI chips requires

linear behavior of transistors, and even asymmetry of the logignsidering the parasiti&, C', andL associated with the faults

gates. 6]. In this paper, we consider only the resistance value which
is the most influential one among the three in terms of affecting
the node voltages and, thus, the fault detection.
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Threshold voltage NMOS: 0.6566

Power Supply : 3.3V
Process: CMOS 0.5 pm
Threshold voltage PMOS: -0.9213

(@) (b)

Fig. 3. The effect of gate internal asymmetry. (a) Orientation NfwD. (b) Orientation 2 fONAND.

fault-free and faulty voltage values anare logically opposite cate reliability issues, e.g., migration of metal to the surrounding
and thus the fault is detected. Howeveriif= 4 K 2 it cannot areas over time and shortening the lifetime of the chip [2].

be detected as shown in Fig. 1(b). In actual testing, a test equip-

ment that uses the same pattern to test the circuit, dependinggorRelated Works

the value offt may or may not catch it. Most methods tried to improve the accuracy of their fault

2) Example 2: Bridging Fault: The bridging fault is a model . ; L
o modeling by using an approximation method at the gate level
to represent fabrication defects that erroneously connect t\:’svl?ch as a voting model [11], [12]. Although these methods are
points, none of which is necessarlly; or Gnd [7], [8]. Fig. 2 9 ' ; 9

shows SPICE simulation [5] results for areal (resistive) bridgin\éiry fast, their accuracies are not acceptable, because they_only
. i o . alyze the bridge output voltages without carefully consid-
fault using the same cell library. Similar to the previous ex-

ample, patterrabed = 1101 can detect resistive fault when®'n9 how the faults propagate [13]. The performance_of the
e - switch-level tools such as SWITEST [14] or the analog simula-
R = 100 2 but will fail if # = 5 K £ as shown in Fig. 2(a) : S0
and (b), respectively tors Ilke_ SF_‘ICE [5] are not always acceptable_, espeC|aIIy_|f large
’ i VLSI circuits have to be analyzed [15]. A different family of

3) Example 3: The Effect of Gate Internal Asym- : ) . . . )
- ) . methods using mixed level or multilevel simulation techniques
metry: Fig. 3 shows internal transistors of a#aND gate

(NAND followed by anoT) and the results of SPICE simulationhave been proposed in [16], [17]. These methods switch from

[5] for a small circuit. In Fig. 3(a), the inputs A and B are driVer1;unctional logic simulation to transistor level simulation when-
by & 2-INPUIAND gaté andgr;\ 2-in,pu1>R ggte respectively. The ever an unconventional fault is encountered. These methods are

bridging fault, R, which occurs between the outputs of i rglatwely aqcurate, b.Ut for large circuits, they do not run effi-
ciently as discussed in [13].

and theor gates, produces two intermediate voltages at its two_l_he above shortcomings motivated us to employ the fuzzy

ends. Based on SPICE simulation these intermediate volta%eslc theory to model and simulate real faults. In [18], we pre-
force output of thenoT gate to 0.38 V, that is logic “0.” On 9 y ) ' b

the other hand, if the inputs of thewp gate are swapped, assented an approach to model logic gates with limited simulation

shown in Fig. 3(b), then, the output of circuit becomes 3.01 \c/apab|l|ty. FL.JZZy logic with the ability to m_odel any n_on_lmear
. LSS system provides a powerful tool to deal with uncertainties and
that is logic “1.” Because of the asymmetry of tkenD gate,

) o . ; . . complexities inherent in a practical problem [19]. It further en-
with respect to its internal transistors, different orientation o . )
. . : . ables us to utilize human experience in formaaf hocrules
for a gate leads to different interpretations for the same inpu : . . -
: - IN'the design or analysis process, which eliminates the need to

voltages after passing only two level of primitive gates.

These three exam . idﬁntify complicated mathematical representations. Such rules
ples clearly show that the conventional fau L . o

. S N . . can be usually optimized using empirical data [20].

simulation is not sufficient and the fault simulation of real faults

requires accurate voltage analysis. Using a transistor level sim- o o

ulator such as SPICE is not practical for large circuits. Moréz: Contribution and Paper Organization

over, these simulators often generate other information (e.g.Our fault model assigns a nonzero resistance, randomly se-

timing behavior) which are not used in fault simulation. Thigected in a predefined rand®&,,,in, Emax], to the stuck at and

motivates us to propose a fault simulator with high accuracy fbridging faults in general. Ideal (zero resistance) faults are a spe-

voltage computation. Our simulator considers the resistive maal case in our modeling, whef,;;, = Ry.x = 0. We first

ture of faults and generates only the voltage levels for circuitodel logic components as fuzzy blocks by extracting the in-

nodes that are crucial in fault simulation process. formation of nonembedded logic gates from results reported by
We acknowledge that some of the real defects (e.g., a v&8RICE. This feature makes our method fully adaptable when

large resistive stuck at fault) may not harm the functionality afew libraries, logic styles and technologies are used. Then, we

a circuit. However, there are various reasons why detecting suwde fuzzy logic to develop an accurate (for voltage calculation)

faults is stillimportant. They may create signal skew [9] or caugeult simulator to analyze real faults in digital circuits at the gate

excessive power consumption [10]. Moreover, they may indevel for the purpose of fault grading. Our fault simulator reports
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true fault coverage by considering the real faults and thus im-
proves the yield factor when chips are actually tested by a test Aij—?f‘ vi
equipment.

The rest of this paper is organized as follows. Our fault model '
is explained in Section II. Section Il reviews the steps for de- vi_ ... —_—
veloping a fuzzy system using two well-known models, i.e., % Rbridge
Mamdani and Takagi—Sugeno (TS) fuzzy models. Section IV Rbridge
describes how an individual (nonembedded) logic gate is mod- ..
eled accurately as a fuzzy block. Section V explains the fault va T “‘iﬁ
simulation algorithm. In Section VI, we comment on how our | v2
simulator can be used to generate test patterns for real faults.
The experimental results are discussed in Section VII. Finally, ——
the concluding remarks are presented in Section VIII.

?Rpullup

Il. FAULT MODEL wes ———— Vi

Our basic fault model assumes a single resistive bridging fault
(Ryriage) €Xists in a circuit as shown in Fig. 4. A stuck at fault %Rb o
is a bridging fault, occurred between a specific node Bpdor riee
Gnd, associated with a resistance. This resistance is 0 for ideal
and has nonzero value range for real faults.

Feltham and Maly [21] demonstrated that many defects in e T V2
modern CMOS technologies cause changes in the circuit de-
scription that result in electrical shorts and implied that many Rpulidown
failures can be modeled by bridging faults. What differentiates
our model from [21], or similar approaches such as [22] and
[13], is in: 1) considering a predefined range of resistances afigl 4. A resistive path for a bridging fault.
2) accurate voltage analysis and propagation of their effects in
the circuit using fuzzy logic. .

In CMOS, each node is driven by a resistive path from th%' Voltage Propagation
power supply or ground. To analyze the behavior of bridging The second factor that determines the accuracy of a real fault
faults in the circuit, the voltages of the two nodes of the bridgaodel is the propagation of the voltages at the two nodes of
must be determined first. These voltages, then, should be prtipe fault (i.e., generalized as a bridge). In this step, the volt-
agated accurately across the circuit. These two issues are agks are propagated accurately through the circuit, considering
dressed next. different threshold voltages of logic gates and their asymmetry.
We have developed a fuzzy fault simulator, with SPICE preci-
sion for voltage propagation, to carry out this step. The fuzzy
fault simulator is discussed extensively in the next section. Here,

As presented by [23], [2], and [1] the resistance of thge just point out that to achieve a reasonable run time we can
bridging faults may vary between several ohms to several kilke advantage of logic voltage margins inherentin digital gates.
ohms depending strongly on the layout details, technology aggecifically, in CMOS technology, any voltage B, 0.3V
fabrication process. However, the resistance of 0.5-2 K Pli@mge is recognized as LOW, [0.7Vyq, Viq] range is recog-
vided satisfactory results in test of digital circuits [23]. In oupized as HIGH and between these two is considered MEDIUM
work, we allow the user to define a range (€[@umin, Fmax]) (abnormal) as shown in Fig. 5 [24].
and the simulator will select a random resistance, Fg,idge Note that these margins at 013, and 0.7V,,; are not crisp
within this range. and may slightly differ for each technology, cell library or even

Connection of two nodes via a bridging defect makes a resjggic gate. Also, these margins may change based on the factors
tive path between power supply and ground as shown in Fig.tHat can influence threshold voltage such as temperature. This
Typical pullup and pulldown resistors of the driving gates argagueness is an important indication why a fuzzy system can be

often given in data sheets of cell libraries [3], and therefore, twed to approximate the behavior of logic gates [19].
nodes of the bridging fault are analyzed by voltage division

L4

A. Voltage Calculation

[ll. DEVELOPING A FUZzY SYSTEM

vV, = Ruriage + Rpulidown Vi Modelingis one of the most popular applications of fuzzy
Rpuitup + Rhridge T Bpulldown Q) systems and has been studied in various practical issues, such
v Ryulldown v as fuzzy control in consumer products, industrial process con-
2 = * dd -

Rputtup + Rbridge + Rpulldown trol, etc. In this work, we intend to model logic gates as fuzzy



464 IEEE TRANSACTIONS ON FUZZY SYSTEMS, VOL. 10, NO. 4, AUGUST 2002

s _ | developed different fuzzy applications using Mamdani and TS
gt models to show which class of applications can be suitable
=RV for each. For example, the authors in [31] demonstrated that
MEDILM the minimal configuration of typical Mamdani and TS fuzzy
(ABNORMAL) systems strongly depends on the number and the location of the
i extrema of the function to be approximated.
LowW

B. Lookp Table-Based Systems

Fig. 5. Typical noise margins of CMOS gates. When the analytical model of a system is unknown and only
limited pairs of input and outputs are provided, a LUT mech-

. . ._anism can be used [25]. The LUT-based mechanism, widely
b.IOCkS t9 _explc_Jlt a_dvantages of fuzzy s_ystems in fault SImulﬁ'sed in many research areas, is an efficient representation that
tion of digital circuits. In general, selection of the fuzzy sySterg, |, ces storage requirement versus data access time. Specifi-
configuration is a very early decision in the system modelirlgi”y, for fuzzy systems, a LUT-based approach can be imple-
and significantly affects the system performance and accuragyented by performing the following four steps. 1) Analyze suf-
Consequently, the accuracy and efficiency of the model cani@fent pairs of input—outputs and assign membership functions

be predicted at early stages. to the input—output pairs. The number and form of member-
. . _ ship functions are generally selectedihocbased on designer’s
A. Modeling Choices and Practical Issues experience and available data. 2) Determine the membership

Depending on the available information, different approach¥alues in the input and output spaces based on each input—output
can be employed for designing fuzzy systems. When the ndiir- For instance, consider a system with two input ports, one
linear function of a system s fully known, a mathematical mod@utput port and three membership functions assigned to each
can be used instead of a fuzzy model to express its behavRfit- For each input-output pair, the corresponding values of
On the other hand, if the nonlinear function of the system raembership functions are calculated. 3) Generate one rule from
unknown but for any input the corresponding output can (ACh input-output pair and resolve the conflicts. The number of
determined, thelassic fuzzy modelinmethod is often used. INput-output pairs is usua!ly large anq it is highly likely that
This method requires two steps. In the first step, we definet ere are conflicting rules, i.e., rules with the salfagarts but

: . ) . different THEN parts. To resolve the conflicts,degreeis as-
desired number of fuzzy sets which are:nbrmal (thereisa . .
; ) ; . ) signed to each generated rule and thereby one rule with the max-
point that its membership value is equal to one)@)sisten{a

imum degree is opted from the conflicting group. There is no
unique way to define the degree. In general, the degree has to
: . "TEflect the value of a rule corresponding to a data pair. For ex-
bership value). Then, in the second step, we construct the fuzzy e the degree can be defined as the product of the values
IF-THEN rules and extragf(a:) from the rules considering an membership functions corresponding to an input—output pair
appropriate inference engine, fuzzifier and defuzzifier. Due tof its input—output rule counterpart. In this step, the fuzzy rule
wide range of applications and the artistic nature of modelingase s obtained that to large extent represents the main behavior
most activities within these two steps are don@dhhocway. - of the system. 4) Select appropriate fuzzifier, defuzzifier, and
This includes Optimization methods to achieve certain Optimﬂference engine to construct the fuzzy system_ When chosen
aspects of fuzzy systems [25]. properly based on the limited number of input—output pairs the
In what follows, we review three well-known fuzzy systems UT method leads to an efficient fuzzy system [33].
based on: 1) lookup table (LUT); 2) Mamdani; and 3) TS In our application of modeling logic gates, all possible
models. We start by discussing the practical pros and cdnput—output pairs are available, e.g., from SPICE simulation.
of approximating the input—output characteristics of the logi€ high accuracy is desired, the gate analysis provides huge
gates using the LUT model. Then, in the two subsections thaimber of input and output pairs and their corresponding mem-
follow, we use the Mamdani and TS fuzzy system types taership functions. Generating one rule for each input—output
model a singleNoT gate as a test bench for evaluating thpair will lead to impractical number of rules. Assigning degrees
efficiency of these fuzzy system types for our applicatiori¢ the rules reduces the number of rules but overall it remains
We keep the requirements of two systems (i.e., the numberkd@ enough to significantly slow down the simulation. Creating
fuzzy sets and fuzzy rules) close together, to be able to hav@mintelligent LUT-based model for logic gates to accurately
reasonable comparison criteria. approximate the input—output characteristics is certainly
More specifically, the Mamdani [26] and TS [27], [28] arePossible. However, due to the nature of logic gates and our
two fuzzy system types recognized as successful strategiesdgfinition of fixed membership functions, we found the classic
modeling sophisticated behaviors. They are known as univerf&2y modeling method more straightforward for tuning and
approximators, since they are able to approximate almost émpmlzatlon and less demanding for memory and simulation
continuous function with a desired level of accuracy [29], [30fMe-
This hypothesis has been proved using the Stone—Weierstrass
theorem [19]. However, depending upon data complexitg,' M
system behavior, and the desired accuracy one of these twé&uzzy knowledge is expressed by the concept of fuzzy sets
types can be more efficient. In [31] and [32], the authors hawamd linguistic variables that are often defined as membership

amdani Fuzzy System
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Fig. 6. Membership functions foreoT gate.

functions. Additionally, a fuzzy rule base is also necessary ftogic levels in CMOS technology. A membership function is
representing fuzzy knowledge. The fuzzy rule base compriséafined for each region. The membership functions can be

the rules defined in general as obtained empirically or by an optimization technique based on
0 o o . the behavior of theloT gate in the different regions.
Rule”: IF (z1isA;)& -+ &(znis4,)  THEN(yisB'). Examining the analog behavior bt gate shows that dif-

_ ) () ferential changes of the output with respect to the input depends
In (3),n is the number of inputs of the fuzzy system atfdand  op, the region where input changes. When the input is in the
B! are fuzzy setsz; andy are the input and output variablesyEDIUM region, any incremental changes in the input results
of the fuzzy system which taking their values in the universg significant changes in the output. Therefore, the membership
of discourseX andY’, respectively. We denote the membershignction needs to be sharp. In contrast to the MEDIUM region,
functions of fuzzy setst{ and B’ asyiy: andyu:, respectively, the LOW and HIGH regions can be described in terms of static

where output for a given input. The membership functions of tog
pa: X — [0, 1] gate in the input and the output, shown in Fig. 6, are experi-
' mentally obtained. Using the interpretability of fuzzy system,
ppe: Y — [0, 1] (3) each membership function is dedicated to a suitable linguistic
1=1,2,...,n variable, which can be tuned by changing the membership func-
1=1,2,..., M. tion parameters considering the interpretation of the desired be-
havior.

In (3), » is the number of inputs of the fuzzy system and The ryle set that configures the fuzzy system fora gate
M is the number of IF-THEN rules. To complete the Mamy 55 follows:

dani fuzzy system, the minimum fuzzy inference engine

is used in this work. The main advantage of this inference ( Rule®: IF theinput is LOW
engine is in its computational simplicity. For a given input THEN the output is HIGH
x* = (a1, 25, ..., z%) € X, the output of fuzzy inference

Rulé?: IF the input is MEDIUM
THEN the output is MEDIUM

() = RUIED): IF the input is HIGH
max |min {qul (x7), fral (3)y -y b (@), ppe(y)} L THEN the output is LOW.

1<ISM | yeY
yey

engine L5 (y)) is defined as follows:

(4) Fig. 7 illustrates the method. We use the above rules and mem-
bership functions to find the output of OT gate y* when
where themin operator selects the minimum value among thie input isz7. Themin operator selects the minimum values
values of membership functions in the IF proposition of a giveamong the membership functions. This selection is shown using
inputz* and the membership function of the THEN propositiothick solid lines [corresponding t@g: (), 152 () andi gz (y)]
of the universe of discourse of the outfat For obtaining the in Fig. 7.
final output of the fuzzy system, a defuzzifier is needed. The de-Themax operator is used to aggregate the output of the fuzzy
fuzzifier specifies a point in the universe of discourse of outputjodel. In our example, this is done by selecting the maximum
which best represents the fuzzy set at the output of the fuzamong three curves [i.eus: (v), pp2(y) and ugs(y)] in a
system. We have used the mean of maxima (MoM) method [18cewise fashion. The result will be a curve made of line pieces
as defuzzifier in our Mamdani system. similar to what obtained in Fig. 7. Finally, the MoM method is
Modeling aNOT Gate: To model aNOT gate as a fuzzy used as defuzzifier to provide the final output of fuzzy model of
system, three linguistic variables LOW, MEDIUM, and HIGHNOT as a voltage value. Graphically, this is the center of the hor-
are considered corresponding to the input space partitionsizintal piece corresponding to the maximumg: (y) as shown
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W Low Mian
11— 1
Hygx1) T
Rule (1): B
33 33
input(Voit) output(Voit)
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33 33 v ;
input(Volt) output(Volt) output(volt
Hnon K iow
1 1
M)
Rule (3): ll* $
: 8
) 33 33
1 input(Volt) output(Volt)
Fig. 7. Graphical representation of Mamdani’'s methodvor gate.
8 ' ‘ ' ' B ' D. TS Fuzzy System
) SPICE - ] The output of the TS model is a linear function of input

Mamdani

- variables, therefore, the TS fuzzy system can be viewed as a
] somewhat piecewise linear function, where the change from one
piece to another is smooth rather than abrupt [20]. According
to this model, the fuzzy systefi( X), X = [z1, %2, ..., Z4]

is of the following form:

cutput {Volt)

S

[ZY(X) - WH(X)]
S (5)
> WH(X)

fx)="

0.5]

e whereM is the number of IF-THEN rules ang (X) (output
Fig. 8. Comparing output of Mamdani model and SPICENor gate. of the Ith rule) andW(X) (excitation weight of théth rule)

are defined as follows:

also in Fig. 7. Fig. 8 shows the output of Mamdani model in ZYX) = Zkixz +c
comparison with SPICE output fornoT gate. P

In general, the Mamdani fuzzy system is a modeling strategy n N 2
that can be designed by formulating a qualitative knowledge WH{X) = H exp <_ i _1“7>
about the system behavior. Due to the incompleteness of knowl- im1 7
edge, the rules and its predicates need to be revised seveii@ére the superscriptrefers to thdth rule,n is the number of
times in order to tune and optimize the system. Consideriigputs,;; ando; denote average and standard deviation of the
these requirements, tuning the Mamdani fuzzy system to mo@eémbership functions, respectively. Finallyande; represent
a NoOT gate was difficult and inaccurate as shown in Fig. & factor and a constant of the polynomial defined in the first-
More importantly, the main relations representing the Manprder TS model, respectively. Note that o; , andk; are free
dani model is neither continuous nor differentiable (due to thgirameters, which need to be optimized (tuned) to complete the
presence of MAX or MIN operator). Therefore, most efficientuzzy systems.
optimization techniques that use derivatives, e.g., gradient deEach rule comprises IF-THEN condition and has the fol-
scent method, cannot be applied. Some researchers used thelgvng form:
ItlrJ]nonary optimization _technlques for optimization. However, RUED: IF (21 is AD& - - - &y is AL)

ey are much more time consuming compared to the deriva- "
tive-based methods [20]. This makes the Mamdani model less THEN (Z/(X) = Z Kl + )

=1

appealing for our fault simulation application.
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35 —= ' " " SPICE —— B. Design and Optimization of Fuzzy Gates

37 N Takagi-Sugeno -~ | There are basically two approaches to construct fuzzy sys-

- 257 tems from input—output pairs of data [19]. In the first approach,

E 27 fuzzy IF-THEN rules are first generated from input—output
1 L5 ¢ pairs and the fuzzy system is constructed from these rules
§' 1} according to certain choices of a fuzzy inference engine, a
05 fuzzifier, and a defuzzifier. In the second approach, the structure
ol of the fuzzy system is predesigned with some free parameters.
05 , , , , ‘ , Then, these free parameters are optimized according to the
0 05 1 15 2 25 3 35 input—output pairs. In this work, we adopt the second approach.

Input [Volt] We select the first-order TS model [19] as the basic structure
of the fuzzy blocks. A nonlinear least square method is utilized
Fig. 9. Comparing SPICE and the TS fuzzy model ofcr gate after initial -~ to optimize the free parameters. This method plays a prominent
setting. role in the framework of soft computing and the sum of squared
errors is frequently chosen as the objective function to be min-
whereAls are fuzzy sets in the antecedent @i(lX) is a crisp imized [20]. This method is commonly used in data fitting and
first-order polynomial function in the consequent [19]. regression involving nonlinear models [20] and is briefly de-
Modeling anoT Gate: To initialize the system, we must first scribed in the following.
determine initial rules and initial values @f ando;. These  Consider am-input, single-output model withn. free pa-
initial parameters are determined empirically using linear appmetersy = f(X, ©) wherey is the model’'s scalar output,
proximation. Similar to Mamdani system, we partition the inpuk' = [z, ..., z,] is the input vector of sizex, and® =
universe of discourse to the three spaces, i.e., LOW, MEDIUM, 6., ..., 6,,]* is the parameter vector of size. In de-
and HIGH. They refer to three Gaussian membership functiosigining the fuzzy system, we focus on minimizing the error
with initial [o;, u;] values of LOW= [0.35, 0.60], MEDIUM function E(®), that is the sum of squared error. Finding a pa-

= [0.8, 1.8], and HIGH= [0.75, 2.8], respectively. rameter vecto®* that minimizes£(©) is of primary concern:
Fig. 9 shows the SPICE output and fuzzy output fupagate m m m

after these initial settings, where the output behaves imprecisgly ©) = Z (tp — yp)? :Z (t, — f(X,, ©))? :Z ()2

in some ranges. However, comparing to Fig. 8, we conclude that p=1 p=1 p=1

the behavior oNOT gate is obtained more accurately using TS~ —;T(@) . r(©)

fuzzy system type, with the similar system requirements such ]

as the number of rules and membership functions for Mamdaii€ret, andy, are the desired output (e.g., SPICE results) and

and TS model. the approximation result (e.g., by the fuzzy simulator) for the
Although thenoT gate modeled by TS is more accurate tha$@Me iNPUtY,,, respectively, and(©) = [r1(6), ..., rm(6)].

Mamdani’s model, we need to model the logical gates more ac-SiNce£(®) is nonlinear, to minimize it we use the iterative

curately to address fault simulator precision. Therefore, we ébe_scend method [19], in which the next pof. is deter-

plied one optimization technique to determine the free paranf@ined by a step down from the current pai.., in a direction
ters, i.e.qu;, o, andk;, more precisely. This is explained in the’€ctorg(©)

next section. Orext = Onow +7(0) - 9(O)

¢(©) is the straight downhill direction ang(©) is a positive

step size regulating to what extent to proceed in that direc-
For each logic gate in the target library a fuzzy block is daion. In this work, we utilized the nonlinear least square Lev-

signed, which approximates the desired behavior in responseierg—Marquart method [20] to determig(@) andn(©).

different level of voltages. This approximation should be accu-

rate enough to reflect the behavior of real resistive faults a@d Fuzzy Logic Versus SPICE

their effects when propagated through the circuit. We constructi, o formulation,© = [u;, oy, k:] is the parameter vector.

such a database for all logic gates used in the circuit througle, optimizing © the fuzzy model fonoT gate shows very

the following three steps that are quite standard in developing]@h accuracy compared to the SPICE, as shown in Fig. 10.
fuzzy system [19]. The cell is selected from a library usifgs:m technology and
Vaa = 3.3 V.
Fig. 10(a) and (b) show the outputs of SPICE versus fuzzy
We simulate all logic components in the library by SPICEimulation and absolute error for each of the 200 input patterns
with desired accuracy (e.g., 0.01 V). Note that SPICE simuléroltages) in range df), 3.3]. Fig. 11(a) and (b) show the result
tion is done once and the input—output data obtained is usedfduzzy simulator and absolute error for a two inpaib gate,
construct the fuzzy block corresponding to each logic comprespectively. The behavior of theiD gate is approximated very
nent. To build a database for our fuzzy blocks the whole rangeaxcurately, such that the maximum error for all input combina-
input voltages (the universe of discourse in fuzzy terminologyipns is less than 0.03 V as shown in Fig. 11(b) and mean square
has to be covered. error is less than 0.04.

IV. M ODELING LoGIC COMPONENTS ASFUzzy BLOCKS

A. Find the Input—Output Behavior
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Number of input patterns Fig. 12. Comparing SPICE and fuzzy simulators for a multilevel circuit.
(b)
Fig. 10.  Comparing SPICE and fuzzy simulators forar gate. The whole practical point about our fuzzy simulator is that
a real (resistive stuck at or bridging) fault that causes abnormal
Cutput [Volt]

level of voltages in the circuit can be traced carefully toward the
output(s). This is a fundamental necessity for real fault detec-

35

3 .
23 tion.

13 It is worth mentioning that once we model all logic gates as
o3 fuzzy blocks the fuzzy simulator runs quite fast. For example,
0.5

simulating 350 patterns for the circuit shown in Fig. 12 is much

5 22 faster than SPICE, i.e., 0.12 s compared to 2.70 s CPU time
5y _4l~6li:w:2[Vom in a SPARC Ultra 1 for this circuit. Fig. 12 is a small circuit
[Volt] Tyt " showing the proof of concept. Our experimentation on large cir-
' cuits, to be discussed in Section VII, shows that the fuzzy sim-
ulator is very time-efficient in handling large circuits. This is
Error [Volt} due to the fact that in our application, there is no need to per-
form all fuzzy computations [e.g., (5)] at every point in the cir-
cuit. Only if the input of a gate is within the abnormal range,
(5) needs to be evaluated. Otherwise, the regular logic opera-
tion is performed. This makes the fuzzy simulator much faster
than SPICE for resistive fault simulation. Note also that accurate
simulators such as SPICE use sophisticated transistor models
and matrix calculations to provide accurate waveform (timing,
; voltage) information at every point. Such detailed information
®) is not needed for fault simulation. Our simulator works at the
gate level and invokes the fuzzy engine only when abnormal
voltages are confronted. In Section VII, we will show empirical

. o i evidence that our fuzzy fault simulator runs quite efficiently on
In modeling a logic circuit using fuzzy logic, the small erroqarge (160-3500 gates) ISCAS85 benchmarks
observed in the intermediate levels (e.g., 0.03 V in the previous '

example) is not accumulated in the process and thus could be
ignored, because the intermediate voltages readfhtor Gnd

after few levels anyway. To show this, we compared SPICE and
fuzzy simulator for a multilevel circuit shown in Fig. 12(a) for Having all the logic gates as fuzzy blocks, we can carry out
350 set of random input voltages. The output of fuzzy simulatoircuit simulation with high accuracy in terms of computing
is still very close to the actual level reported by SPICE and tlweltages in various nodes. Such pseudoanalog simulation
error is negligible. working at the gate level is the most important feature in our

13
Input 1

Fig. 11. Comparing SPICE and fuzzy simulators for a 2-input gate.

V. Fuzzy FAULT SIMULATION
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Test Vector v Fault f of detecting all faults. As shown in Fig. 13(a), the circuit under
testis evaluated under “fault-free” and “single-fafiltassump-
tion. If the two evaluations are different, the failts tagged as

Fuzzy engine detected. Otherwise, vectorcannot detect faulf.

Fig. 13(b) details the fuzzy engine evaluator shaded in
Fig. 13(a). The resistance of the real fault (stuck at or bridge)
is selected randomly from the range predefined by user. In
practice, such range is generated by empirical and statistical
data and varies for different styles, technologies and even

OUTff __ OUuTf fabrication plants [34], [2]. The voltage of two sides of the

resistive fault is calculated using (1). If the voltage is within
normal range, i.e., LOW or HIGH; the simulator just propagates

no @’ yes the effect of those faults through the circuits as logic “0” or
“1.” However, if the voltages are within the abnormal range,
i.e., MED, there are two cases.

Evaluate the
fault-free circuit
using logic simulation

fault  is detected fault f is not detected « Case 1): The abnormal voltage is changed to normal by the
by test vector v by test vector v “controlling input” (e.g., 0 foraND and 1 foror). Obvi-
() ously, such controlling input masks the effect of abnormal
Faul voltage and, thus, we continue normal functional simula-
Test vector v ault 1 . . .
tion as if no abnormality happened.
Po—— ¢ Case 2): The abnormal voltage is not masked by ot_her in-
Rmin<R < Rmax puts. We, therefore, employ the fuzzy block behavior for
1 those gates that see abnormality and trace the effect care-
fully through that level. This process is repeated until we
Determine voltages
created by { reach the output or the voltage gets to the normal ranges
ViV (LOW or HIGH). This mechanism allows us to optimize
the running time of the fuzzy simulator. The fuzzy block
evaluation is invoked only when an abnormality is identi-
no Cause "o yee fied. This is especially important since depending on the
evel 17 abnormal voltages, after a few levels (usually 2, 3, or 4)
the voltages enter normal range and we can continue sim-
Propagate the effects Propagate sbnormality ulatiqn with higher speed by not entering the fuzzy com-
of fault f as 0/ using fuzzy blocks putations.
VI. TESTPATTERN GENERATION FORREAL FAULTS
outpats >0 vy AIthough test-pat_tern generation is not the focus Qf this paper,
Lt we would like to briefly comment on the key question of how
ves test patterns can be generated for real resistive faults. We believe
O'w;':"m;w our fuzzy engine can be also used to generate patterns, which
- overall have a better chance to detect real faults and so the fault
(®) coverage can be enhanced. Accordingly, our basic strategy is to
Fig. 13. Fault simulation process. first use a conventional test-pattern generation algorithm (e.qg.,

PODEM [35]) to generate test vectors and then ask the fuzzy
approach as it presents high precision (even comparable to $ivaulator to evaluate different choices, when they exist, for their
SPICE) to catch real faults. potential in detecting a real fault with a resistatein a given

Our fuzzy fault simulator operates at the gate level, and @nge. By doing so, our pattern selection mechanism is geared
present, is limited to the combinational circuits. The simulatdéoward detecting the real faults. However, we may select more
works similar to a traditional single-fault propagation schemeatterns to cover a wider range of resistances associated with
First, the fault-free circuit is simulated for an input vector. Themeal faults.
the fault is inserted and the faulty circuit is analyzed and the re-The general scheme to generate patterns for real faults is sum-
sultis compared to the corresponding fault-free value. The comarized in Fig. 14. When we deal with the real stuck at faults,
putation of faulty values starts at the site of the fault and come just ask PODEM to generate the patterns (line 7). For the
tinues until all faulty values become identical to the fault-frebridging faults we limit ourselves to the faults between two in-
values or the fault is detected [4]. puts of a gate. For such faults, an appropriate test pattern forces

Fig. 13(a) shows the core of our fuzzy simulator. The contwo nodes of the bridge to opposite logic values (0 and 1), to
plete fuzzy simulation environment employs this core in an iexcite the fault. Fig. 15 shows that by a simple trick we can use
erative process to apply all test vectors to check the possibilRYDDEM to generate the test pattern. We insert a two-input XOR
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FTPG ()
Input: gate level circuit and a fault list.
Output: test pattern(s) if exist.

Ol:repeat {
02: select a fault f from the fault list.
03: if f is a bridging fault {

04: replace the fault with an XOR
05: redefine f as s-a-0 at the XOR output
06:

}
07: run PODEM to find test vector(s) for f
08: if (found) {

09: run fuzzy simulator to verify and select patterns to detect Ry € [Rmin, Rmas)
10: return (test vector(s))

11:  }

12:  else

13: return (not-found)

14:} until (all faults are checked)

Fig. 14. Pseudocode of the fuzzy-based test-pattern generation (FTPG) procedure.

TABLE |
al BENCHMARK CIRCUITS USED FOREXPERIMENTS
a2 g .
a3 3: L K .Input e 2 Clircuits || Number of Number of Number of
. ogic Gate gates stuck-at faults | bridging faults
ak _* C432 162 602 311
C880 449 1435 325
C1355 562 1934 588
(@ C1908 781 2207 634
C2670 1078 3397 1045
al—— ' C3540 1773 4819 1655
a2 — s-a-0 C5315 2338 7060 2452
)D_ (K-1)-Input C7552 3499 9861 2787
a3 . Logic Gate z
ak _*
assumed only among the inputs of the gates. Tables Il and Il

(b) show the fault simulation results by convention&l;( = 0)
i o N and fuzzy @y € [Ruin, Bmax|) simulators, for stuck at
Z?Alffér x)é%Rr;%ﬁ’;iceﬁinor bridging faults. (a) Original gate and afault. oy pridaing faults, respectively. Subscrigts 1 refers to
the patterns obtained by PODEM whitet_2 is the set of
ENp/1atterns produced by our FTPG algorithi,; 1 and Nge;_o

gate in the location of the bridging fault (line 4) and ask POD Gre the number of patternssat_1 andset_2, respectively. The

to generate a pattern to detect stuck at-zero at the output of X SBiresponding fault coverage values are listed urfder
To activate the fault, PODEM forces output of XOR to be on . et-1
. ) . dF'C,t 2 in these tables.
which means it selects pattern(s) to create 01 or 10 in the X . . . .
. . . .~ A conventional fault simulator considers only ideal faults
inputs. That is exactly what fuzzy simulator wants to see (i.€. ; . .
; Ry = 0) and its report on fault coverage (third column in
two different voltages at two nodes of the fault) to proceed. No. o N . L
. : ables Il and 111) is simply too optimistic. Such idealistic anal-
carefully that appropriate (noncontrolling) values for propaga- . . . : .
. . sis by fault simulators fails to predict the true statistics when
tion for other gate inputs before and after XOR replacement re- . . :
main unchanged automatic test equipment (ATE) actually test the real chips. One
After finding some candidates, the fuzzy simulator Venﬁe%(jvantage of our approach is in its realistic view during fault

if the test vector(s) generated by PODEM actually detects t %nulatlon. Our fuzzy simulator reports lower fault coverage
. ! S e fourth column) for the same set of patterns because it
real fault in the original circuit (line 9). Currently, our proce-

. onsiders the real resistive faults and predicts accurately the
dure takes a conservative strategy and selects more patterns 9n[

nan . . : . ;
PODEM to catch a wide range of resistive faults. SitUation that ATE will experience in actual testing.

Additionally, by using our fuzzy test pattern generation pro-
cedure (FTPG) detecting real faults is improved with the cost of
more patterns, and thus more testtime, to apply. This is reflected

We implemented our method in C running on SPARG the fifth and sixth columns in Tables Il and Ill. The last two
ULTRA 1 workstations. The running time of the fuzzy simu<columns in these two tables show the percentage of increase in
lator for the ISCAS85 benchmarks varies from 0.6 to 39.9 the number of patterns [i.eAN = (Neet_o— Neet_1)/(Neet_1)]
wall-clock time. Table | summarizes the specifications of thand fault coverageXL'C = (FCset_2 — F'Cet_1)/(F Cset_1)),
benchmarks considered in this work. The bridging faults arespectively.

VII. EXPERIMENTAL RESULTS
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TABLE I
TEST RESULTS FORSTUCK-AT FAULTS
Circuits || Conventional Approaches Fuzzy Logic Approach
(Rf =0) (Ry € [0.5k, 2k])
Nset-l chet_l % chet_l % Nset.2 FCset_Z %_ AN% AFC 90
C432 77 99.4 78.3 108 85.7 +40.3 +8.5
C880 103 100 87.3 112 94.3 +8.7 +8.0
C1355 102 100 82.9 143 91.7 +40.2 +10.6
C1908 149 100 89.1 201 100 +34.9 +12.2
C2670 153 98.8 77.5 178 94.5 +16.3 { +21.9
C3540 278 98.4 88.3 329 96.3 +18.3 +8.0
C5315 248 99.5 89.6 302 100 +21.8 [ +11.6
C7552 348 98.7 84.1 417 93.9 +19.8 | +11.6
TABLE Il
TEST RESULTS FORBRIDGING FAULT
Clircuits || Conventional Approaches Fuzzy Logic Approach
(Ry =0) (R; € [0.5k, 2k]
Nset_l FCset_l % FCset_l % Nset_Z chet_Z % AN% AFC %
C432 121 879 67.3 169 73.2 +39.7 +8.8
C880 149 99.3 75.1 287 87.9 +92.6 +17.0
C1355 217 95.3 65.5 293 71.9 +35.0 +9.8
C1908 193 96.4 78.3 281 89.5 +45.6 +14.3
C2670 183 88.6 74.9 401 83.1 +119.1 +10.9
C3540 292 93.3 73.7 483 81.2 +65.4 +10.2
C5315 312 98.9 79.9 378 87.2 +21.1 +9.1
C7552 373 914 72.7 545 79.8 +46.1 +9.8

For stuck at faults (Table II), our test pattern generatiosociated with those defects. We proposed a fuzzy system en-
strategy uses up to 40% more patterns to be able to detedir@e based on TS model to accurately compute and propagate
wide range [LK—-1.5K]) of resistive faults. By applying more the voltage values through a gate level circuit for stuck at and
patterns, the fault coverage has improved 8—-22%. For bridgibgdging faults. The fault coverage reported by our fuzzy sim-
faults (Table III), our approach uses 21%-120% more pattemisitor is realistic, often lower than the optimistic coverage re-
but achieves 8.8%-17% more fault coverage. Obviousfyorted by a conventional fault simulator, for the same set of test
applying more patterns prolongs the test time. However, fropatterns. The realistic view of the fuzzy engine can be used to
practical point of view this is well justified since we achievesearch for a more complete set of test patterns that have a better
high testability and avoid sending faulty chips to the market. chance to detect real faults.

The results of the fault grading heavily depends on the na-
ture of the circuits and it is impossible to draw a conclusion as REFERENCES
to when our method Q?nerates IQS§ pgttern overhead or morﬁ] F. Hawkins, J. Soden, A. Righter, and F. Ferguson, “Defect classes—An
fault coverage. Combining all statistics in Tables Il and 11l we overdue paradigm for CMOS IC testing,” Rroc. Int. Test Conf.Oct.
conclude that for these eight benchmarks our method on the av- é99A4£ka- §F1_3a,425a fects with fault models.” Aroc. Int. Test Conf
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P icallv. the statistical lvsis of fabricati ft. [4] M. Abramovici, M. Breuer, and A. Friedmamigital Systems Testing
F ractically, the statistical analysis of fabrication process often™™ 4 Testable Design New York: IEEE Press, 1990,
limits the fault resistance range [2] and therefore for methods[5] Texas Instrument, IncTl SPICE3 user’s and reference manu994.
such as ours there will be modest test time increase. To showfl S- Shen, W. Maly, and F. Ferguson, "Inductive fault analysis of MOS

. . L . integrated circuits,TEEE Design Test Computol. 2, pp. 13-26, Dec.
the effect, in another set of experiments we limited the resistance  ;gg5
range td1K-1.5K]. We observed that the average overhead for [7] P. Maxwell and R. Aitken, “Biased voting: A method for simulating
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