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Abstract—We present a novel key predistribution scheme that uses deployment

knowledge to divide deployment regions into overlapping clusters, each of which

has its own distinct key space. Through careful construction of these clusters,

network resilience is improved, without compromising connectivity or

communications overhead. Experimental results show significant improvement in

performance over existing schemes based on deployment knowledge.
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1 INTRODUCTION

WIRELESS sensor networks typically consist of a large collection of
small, low-cost, battery-powered devices; each sensor node is
equipped with integrated sensors, limited data processing capabil-
ities, and a short-range radio. Distributed over an area of interest,
they are responsible for collecting and reporting sensor data (e.g.,
temperature and humidity) [1], [2]. After deployment, communica-
tion channels between sensor nodes must be protected against both
eavesdropping and tampering. Furthermore, the channels in the
network should possess some degree of robustness against the
capture of one or more nodes.

Eschenauer and Gligor proposed a key predistribution scheme

[3] that assigns a random subset of keys selected from a key pool to

each sensor node prior to deployment. After deployment, if two

sensor nodes are within communication range of each other, they

can establish a secure channel between them if they share at least

one key. Otherwise, they must exchange keys using secure links

between intermediary nodes.
Schemes extending Eschenauer and Gligor’s basic approach

have been proposed [4], [5]. Chan et al. [4] extend Eschenauer and

Gligor’s basic approach by proposing a q-composite scheme in

which two neighboring sensor nodes have to share at least q keys,

where q � 1, in order to establish a secure channel. Schemes that

distribute keys in a deterministic manner have also been proposed

[6], [7], [8]. For a given amount of key storage space and overlap

probability, deterministic schemes tend to have better resilience

than random schemes because they are able to use a larger key pool

when selecting and assigning keys. Du et al. [9] and Liu et al. [10]

independently proposed key predistribution schemes in which

all channels are completely secure as long as the number of

compromised sensor nodes does not exceed a threshold value. This

property is achieved by using a pool of matrices [9], [11] or a pool

of polynomials [10], [12] instead of a pool of keys. Two neighboring

nodes can establish a secure channel between them if they carry

information about a common matrix or a common polynomial.

Several proposed schemes improve the resilience of wireless
sensor networks by taking advantage of deployment knowledge
during key assignment. In region-based deployment knowledge
[13], [14], [15], the deployment area is divided into a set of
deployment regions, and individual sensor nodes are assigned
keys based upon the deployment region to which they are
assigned. In group-based deployment knowledge [16], [17], the
set of sensor nodes is partitioned into a set of groups such that
sensor nodes belonging to the same group are expected to be
deployed together. However, knowledge regarding relative deploy-
ment of groups (i.e., which groups of sensor nodes are expected to
reside close to each other after deployment) is not available.

In this paper, we propose a novel key predistribution scheme
that makes use of region-based deployment knowledge. Our
scheme constructs a set of clusters such that each cluster contains a
small number of deployment regions, all of which are neighbors of
each other. Furthermore, every pair of neighboring deployment
regions belongs to at least one cluster. Each cluster has its own
distinct key space, and it is from these cluster key spaces that nodes
are assigned their keys. In this manner, we guarantee that nodes in
neighboring regions share a key with a given overlap probability,
while nodes in nonneighboring regions do not share any keys. We
make use of the result developed in [18], which states that under
certain conditions, maximizing the key pool size used by the
scheme also maximizes its resilience. Our clustering scheme is
designed to maximize the overall key pool size, which results in
greatly improved network resilience without compromising net-
work connectivity or communications overhead. Our experimental
results indicate that our scheme has significantly higher resilience
than existing schemes using region-based deployment knowledge
(e.g., [14], [15]), even in the presence of deployment error. We also
compare the performance of our scheme with one that uses group-
based deployment knowledge to provide perfect resilience to node
compromise [17]. Experimental results show that our scheme
provides substantially better performance in terms of connectivity
and communications overhead, especially when the deployed
sensor network is sparse or key ring space is small.

The rest of the paper is organized as follows: in Section 2, we
present our basic predistribution scheme. We discuss enhancements
to our basic key scheme to improve its performance in Section 3.
Theoretical analysis of the scheme is presented in Section 4 and
experimental results are described in Section 5. We present our
conclusion and directions for future research in Section 6.

2 A NOVEL KEY PREDISTRIBUTION SCHEME USING

DEPLOYMENT KNOWLEDGE

Our scheme follows the three-phase model (key predistribution,
shared-key discovery, and path-key establishment) proposed by
Eschenauer and Gligor [3]. We describe only the key predistribu-
tion phase, as the other two phases are unchanged.

Our model for deployment knowledge is similar to the one
used by Du et al. [15], Liu and Ning [14], and Huang et al. [13].
The deployment area (or field) is partitioned into a grid of
�� � rectangular regions. Each region in the deployment
area Ri;j, where 1 � i � � and 1 � j � �, is associated with a
group of sensor nodes Si;j such that the nodes in the subset Si;j
are expected to reside in region Ri;j after deployment.

Neighboring regions are combined into clusters (regions may
belong to more than one cluster), and each cluster has an
associated key space. This key space provides key overlap between
the regions within the cluster. The key pool in our scheme is thus
composed of the mutually exclusive key spaces of all the clusters. If p
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denotes some overlap probability, our scheme ensures that a sensor

node shares a key with a sensor node in a neighboring region with a

probability of at least p. Further, sensor nodes belonging to nonneighbor-

ing regions do not share any keys.

2.1 Cluster Types

Our scheme uses five types of clusters, described below. We

assume that both � and � are even numbers greater than or equal

to 4. We believe that this assumption is not too restrictive and can

easily be ensured in practice.

2.1.1 Clusters of Type I

Each cluster of type I consists of four regions, and there are
�
2 �

�
2 clusters of this type. The ði; jÞth cluster of type I, where

1 � i � �
2 and 1 � j � �

2 , consists of the regions shown in Fig. 1a.

2.1.2 Clusters of Type II

Each cluster of type II consists of four regions, and there are
��2

2 �
��2

2 clusters of this type. The ði; jÞth cluster of type II, where

1 � i � ��2
2 and 1 � j � ��2

2 , consists of the regions in Fig. 1b.

2.1.3 Clusters of Type III

Each cluster of type III consists of two diagonal regions, and

there are �ð��2Þ
2 clusters of this type. The clusters of type III can

be further divided into two subtypes, namely type III-A and

type III-B. When 1 � i � �
2 and 1 � j � ��2

2 , the ði; jÞth cluster of

type III-A consists of the regions shown in Fig. 1c, and the

ði; jÞth cluster of type III-B consists of the regions shown in

Fig. 1d.

2.1.4 Clusters of Type IV

Each cluster of type IV consists of two diagonal regions, and there

are ð��2Þ�
2 clusters of this type. The clusters of type IV can be further

divided into two subtypes, namely, type IV-A and type IV-B.

When 1 � i � ��2
2 and 1 � j � �

2 , the ði; jÞth cluster of type IV-A

consists of the regions shown in Fig. 1e, and the ði; jÞth cluster of

type IV-B consists of the regions shown in Fig. 1f.

2.1.5 Clusters of Type V

Each cluster of type V consists of two noncorner boundary regions,

and there are �þ � � 4 clusters of this type. The clusters of type V

can be further divided into four subtypes depending on the

boundary regions contained in the cluster, namely type V-A,

type V-B, type V-C, and type V-D. When 1 � i � ��2
2 , the ith cluster

of type V-A consists of the two top boundary regions shown in

Fig. 1g, and the ith cluster of type V-B consists of the two bottom

boundary regions shown in Fig. 1h. When 1 � i � ��2
2 , the

ith cluster of type V-C consists of the two left boundary regions

shown in Fig. 1i, and the ith cluster of type V-D consists of the two

right boundary regions shown in Fig. 1j.

2.2 Cluster Construction

It can be shown using induction on � and � that the set of clusters

we construct is complete and nonredundant in the sense that if

regions R and S are neighbors of each other, then there is exactly

one cluster C that provides key overlap among sensor nodes

belonging to regions R and S; that is, fR;Sg � C. The clustering

scheme is designed to ensure uniform key distribution (i.e., each

key has an equal probability of being assigned to a node) and to

maximize the size of the key pool that is generated, which is given

by the sum of the size of all key spaces. The results from [18] show

that when key distribution is uniform, maximizing the key pool

size will maximize network resilience.
It can be verified that each region belongs to at most two

clusters that span four regions and at most two clusters that span

two regions. Specifically, each corner region belongs to one

cluster of type I. Each noncorner boundary region belongs to

three clusters: one of type I, one of type III (top and bottom

boundary regions) or type IV (left and right boundary regions),

and one of type V. Finally, an interior (nonboundary) region

belongs to four clusters: one of type I, one of type II, one of type

III, and one of type IV. For example, a corner region R1;1 belongs

to the cluster fR1;1; R1;2; R2;1; R2;2g (type I). A top boundary

region R1;2 belongs to three clusters: fR1;1; R1;2; R2;1; R2;2g (type I),

fR1;2; R2;3g (type III-A), and fR1;2; R1;3g (type V-A). An interior

region R2;2 belongs to four clusters: fR1;1; R1;2; R2;1; R2;2g (type I),

fR2;2; R2;3; R3;2; R3;3g (type II), fR1;3; R2;2g (type III-B), and

fR2;2; R3;1g (type IV-B). Fig. 2 depicts the clusters to which

region R2;2 belongs.
Cluster construction has a large impact on scheme performance.

Simulation results using a naive clustering scheme (the sole cluster

type is a 2� 2 block of regions) show that our scheme has

24.2 percent fewer compromised channels when clocal ¼ 0:25 and

1,000 out of 10,000 nodes are captured.

2.3 Assigning Key Rings to Sensor Nodes

We use Lee and Stinson’s scheme [6] to generate the key space and

corresponding collection of key sets for each cluster. A key space

can be thought of as the key pool for a particular cluster; the

overall key pool of the scheme is then composed of the union of all

key spaces. Lee and Stinson’s scheme was chosen because the

results from [18] show that it is near-optimal in terms of key pool

size, and therefore, near-optimal in terms of network resilience. We

use the term “key set” to describe the set of keys selected from a

key space and assigned to a particular node. A node’s key ring is

the set of all keys assigned to that node; it is composed of the union
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of key sets drawn from the key spaces of the clusters in which the

node’s region is a member.
For a region Ri;j, let CSi;j denote the set of clusters to which

Ri;j belongs. Each sensor node belonging to the region Ri;j is

assigned one key set from the key space of each cluster in CSi;j.

The key set is selected uniformly at random from the set of all key

sets of a key space.
Before we can construct the key space for a cluster, we need to

determine the size of a key set of the key space, i.e., the number of

keys a node is assigned from the key space. An obvious initial

approach is to size each key set equally. With this approach,

however, keys in the key spaces for larger clusters are assigned to

more nodes as compared to those for smaller clusters. Intuitively,

we desire a uniform distribution of keys across nodes to avoid the

creation of “high-value targets”—keys which occur much more

frequently have a greater adverse effect on resilience should they

be compromised.
Let Kx, for x 2 f2; 4g, denote the size of the key space of a

cluster containing x regions. Let sx, for x 2 f2; 4g, denote the size of

a key set of a key space of size Kx. Since Lee and Stinson’s

approach is close to optimal, we can use results from [18] to obtain

Kx � s2
x

p for x 2 f2; 4g. A sensor node in an interior region gets four

key sets, two of size s2 and two of size s4. Since a sensor node can

store at most s keys, we have 2s2 þ 2s4 � s.
A key space for a cluster containing four regions (type I or II)

provides key overlap among twice as many sensor nodes as a key

space for a cluster containing only two regions (type III, IV, or V).

Each region contains approximately N
�� sensor nodes. To ensure

uniform key distribution, the number of secure channels per key

for a key space of size K4 should be the same as the number of

secure channels per key for a key space of size K2. We have:

4N
��

�
4N
�� � 1

�
p

K4
�

2N
��

�
2N
�� � 1

�
p

K2
:

Assuming that N is sufficiently large such that ð2N�� � 1Þ � 2N
�� ,

we obtain K4

K2
� 4. Using the results above, we obtain K4

K2
� 4,

and use it, in turn, to obtain that s2 � s
6 and s4 � s

3 .
It can be verified that a sensor node belonging to 1) a corner

region stores approximately s
3 keys, 2) a noncorner boundary

region stores approximately s
3þ 2�s

6 ¼ 2s
3 keys, and 3) an interior

region stores approximately 2�s
3 þ 2�s

6 ¼ s keys. Note that sensor

nodes belonging to boundary regions do not fully utilize their

space for storing keys. This is because a boundary region has

fewer neighboring regions (at most five) than an interior region

(exactly eight).

3 ENHANCEMENTS TO THE BASIC SCHEME

3.1 Controlling Intraregion Overlap Probability

One of the parameters in our basic key predistribution scheme, p,

primarily determines the overlap probability between sensor nodes

belonging to neighboring regions. It also indirectly governs the
overlap probability between sensor nodes belonging to the same
region. Many times, it is desirable to have a greater degree of
control over the overlap probability between sensor nodes
belonging to the same region. To that end, we introduce another
parameter in our scheme, denoted by q. For each region Ri;j, we
construct a cluster that contains only the region Ri;j. However, the
key space for such a cluster ensures that two sensor nodes share a
key with probability q (not p as with earlier key spaces).

Let K1 denote the size of such a key space and let s1 denote the
size of a key set of such a key space. Thus, K1 � s2

1

q . To ensure
uniform key distribution:

N
��

�
N
�� � 1

�
q

K1
�

2N
��

�
2N
�� � 1

�
p

K2

implying that K2

K1
� 4 p

q . By combining previous results, we obtain
s2

s1
� 2 p

q . Also, observe that s1 þ 2s2 þ 2s4 � s. Using the previous
result, s4

s2
� 2, and solving for s1, we obtain s1 � ð q

12 pþqÞs. This, in
turn, implies that s2 � ð 2 p

12 pþqÞs and s4 � ð 4 p
12 pþqÞs.

3.2 Utilizing Unused Boundary Region Space

As discussed earlier, sensor nodes belonging to boundary regions
do not utilize their space completely. We can make use of this
unused space to store more keys in these sensor nodes. For each
noncorner boundary region (i.e., top, bottom, left, and right), we
construct a new cluster which spans two regions—the boundary
region and its nonboundary neighbor. For corner regions, we
construct 16 clusters, four for each corner region, spanning only
that corner region. By making use of this unused space, the key
pool size increases significantly, which increases resilience of the
network without sacrificing the overlap probability. We refer to the
key predistribution obtained after the two enhancements described
in Sections 3.1 and 3.2 as the enhanced scheme.

3.3 From Key Distribution to Instance Distribution

We have so far assumed that a key corresponds to a simple
symmetric cryptographic key. Therefore, once even a single node
containing a given key is compromised, all channels encrypted
using that key are compromised as well. However, there are other
more sophisticated schemes which use either a matrix of size
ð�þ 1Þ � ð�þ 1Þ [11] or a bivariate polynomial of degree � [12] to
compute a pairwise key between two sensor nodes. In these
schemes, all channels are completely secure as long as � or fewer
nodes have been compromised. Once �þ 1 nodes have been
compromised, the scheme is completely broken—all channels are
compromised.

Du et al. [9], [15], Liu et al. [10], [16], and Yu and Guan [19]
describe key predistribution schemes in which the key pool consists
of multiple instances of these cryptographic schemes (matrix or
polynomial-based). Each sensor node carries a subset of the
instances selected from the instance pool. If two sensor nodes
share at least one instance, then the common instance can be used to
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establish a pairwise key among the nodes. The two schemes can be
simply seen as a kind of key predistribution scheme in which a key
corresponds to an instance of a matrix- or polynomial-based scheme [14].

4 THEORETICAL ANALYSIS OF THE SCHEME

4.1 Shared Key Discovery

To determine whether two neighboring sensor nodes share a
common key, they only need to exchange information about the
key spaces from which their keys were drawn. Every key space can
be uniquely described by the following: 1) The type of the cluster
corresponding to the key space, 2) the index of the cluster within
the clusters of that type, and 3) the index of the key set within the
key space; for Lee and Stinson’s scheme, this is the ði; jÞ tuple.
Therefore, sensor nodes only need to exchange Oð1Þ amount of
information to support shared key discovery—each node possesses
at most seven key sets, each of which can be described by a four-
tuple of integers.

Shared keys are possible only if both nodes possess clusters of
the same type, and those clusters have the same index within the
cluster type. Since each node receives at most seven key sets under
our enhanced scheme, these two conditions can be checked in
Oð1Þ time. For Lee and Stinson’s scheme, the keys belonging to a key
set are described by a tuple of the form fðx; ðixþ jÞ mod nÞ j 0 �
x � s� 1g [6]. If two nodes have key sets ði; jÞ and ði0; j0Þ which
satisfy conditions 1 and 2 above, then they can determine the shared
key (should it exist) by solving at most three equations:
ixþ j ¼ i0xþ j0, ixþ jþ n ¼ i0xþ j0, a n d ixþ j ¼ i0xþ j0 þ n.
Should a valid solution for x exist, then a shared key exists, and x
can be used in the above tuple to describe it. If a valid value for x
does not exist, then there is no shared key. Clearly, these
calculations can also be completed in Oð1Þ time; therefore, the
presence of shared keys can also be determined in Oð1Þ time.

4.2 Resilience

Since we ensure uniform key distribution, the resilience analysis
of our scheme is quite straightforward. Assume that w nodes have
been compromised and consider a channel c between two sensor
nodes that have not been compromised. Lee and Stinson show in
[6] that the probability that channel c has been compromised
given that w nodes have been compromised is given by
1� ð1� s

KÞ
w, where K is the size of the key pool used by the

scheme. Simluation results were found to be within five percent of
the theoretical values.

5 EXPERIMENTAL ANALYSIS OF THE SCHEME

In this section, we present simulation results comparing the
performance of our enhanced scheme with the schemes proposed
by Du et al. in [15], Liu and Ning in [14], and Zhou et al. in [17]. We
refer to the three schemes as the DDHV scheme, the LN scheme,
and the ZNR scheme, respectively.

5.1 Scheme Selection

The DDHV scheme is selected due to similarities with our proposed
scheme. Both schemes use region-based deployment knowledge,
and both schemes are configurable, in that the local connectivity
can be adjusted using scheme parameters prior to deployment.
Although the LN scheme is not configurable in the above sense, we
compare its resilience with our scheme due to its use of region-
based deployment knowledge. The ZNR scheme uses group-based
(instead of region-based) deployment knowledge, and is selected
for comparison because it features perfect resilience against node
capture. In this case, it is informative to examine the tradeoff
between resilience, global connectivity, and flooding overhead.

5.2 System Configuration

In our simulations, we use the same setup used in [15] unless
otherwise indicated. The deployment area is 1;000 m� 1;000 m

and divided into a 10� 10 grid. Each grid region is 100 m� 100 m.
There are 10,000 nodes in the sensor network, and nodes are
divided into groups of equal size, one group per grid region.
Nodes are deployed from the center of each grid region using a
2D Gaussian distribution with standard deviation of 50 m. The
wireless communication range for each node is 40 m.

5.3 Evaluation Metrics

5.3.1 Global Connectivity

It is highly desirable to have a high global connectivity in the
deployed network—nodes which are unreachable via secure
channels can be considered lost and unable to perform their
mission. Global connectivity is measured as the ratio of the size of
the largest securely connected component and the size of the
entire network.

5.3.2 Flooding Overhead

If two neighboring nodes wish to communicate, but do not share
a common key, it is necessary to use a path-based mechanism to
obtain a common key. Two such nodes can use flooding to
determine a path between them. We measure flooding overhead
as the fraction of neighboring sensor nodes that can establish a
secure channel when path length is restricted to a certain number
of hops.

5.3.3 Resilience

If an adversary captures a sensor node and extracts its keys, it is
desirable that the damage to the network be limited. Clearly, any
channels between the captured node and other nodes in the network
are compromised. If the captured keys are used elsewhere in the
network, however, then the adversary will also be able to eavesdrop
on channels between uncompromised nodes. Resilience is mea-
sured as the fraction of compromised channels between uncaptured
nodes when a certain number of nodes have been captured.

5.4 Simulation Conventions

In simulations where the size of the deployment area is changed,
the standard deviation of the deployment distribution is half of
the grid region dimension (e.g., if the deployment area is
1;600 m� 1;600 m, each grid region is 160 m� 160 m, and the
standard deviation of the deployment distribution is 80 m).
Unless otherwise indicated, comparisons between schemes are
made at points of equal (within five percent) local connectivity.
When comparisons are made between a configurable and
nonconfigurable scheme (e.g., DDHV and ZNR), the parameters
of the configurable scheme are adjusted so that the local
connectivity matches that of the nonconfigurable scheme. When
two configurable schemes are compared (e.g., our scheme and
DDHV), the parameters of both schemes are adjusted so that the
local connectivities match a predetermined value. For the DDHV
scheme, the key pool size K and the overlapping factors a and b
are adjusted to maximize local connectivity [15], thus maximizing
the key pool size for the target local connectivity. For our scheme,
the overlap probabilities p and q are adjusted to control local
connectivity.

As there are 100 groups, and 100 sensor nodes per group, each
sensor node using the ZNR scheme carries 99 intragroup keys, with
the remainder of its key storage space used for intergroup keys.
Note that due to the limitations of the function F i used in the
ZNR scheme, the largest key ring size for the ZNR scheme in these
experiments is 198. For s > 198, the pairs of nodes between groups
generated by F i begin to repeat, essentially wasting key ring space
since the two nodes already share a key.

5.5 Global Connectivity

Simulation results show that global connectivity for our scheme, the
DDHV scheme, and the ZNR scheme are roughly equivalent until
the key ring size approaches 100. While our scheme and the DDHV
scheme exhibit similar performance at s ¼ 100 (global connectivities
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of 0.9995 and 0.99888, respectively), the global connectivity for the
ZNR scheme decreases to 0.0308 when s ¼ 100. This effect is due to
the decreasing number of keys allocated for intergroup channel-
s—at s ¼ 100, there is only one key per node devoted to intergroup
channels.

Fig. 3 shows the effects of deployment density on global
connectivity. In Fig. 4, we demonstrate the effect of varying the
standard deviation of the deployment distribution. In both cases,
our scheme shows slightly improved performance over the
DDHV scheme. The performance of the ZNR scheme, however,
is much worse, especially as the deployment area dimensions
increase. This can be attributed to the low percentage of keys

allocated by the ZNR scheme to neighboring groups. Although

the ZNR scheme splits its available key space equally between

intra- and intergroup keys (99 keys each), the intergroup keys are

allocated over all groups instead of just the neighboring ones.

Both our scheme and the DDHV scheme, however, use the entire

intergroup key allocation for neighboring groups.

5.6 Flooding Overhead

Simulations were performed to compare the flooding overhead of

our scheme with that of the DDHV scheme. Local connectivity was

varied from 0.25 to 0.75. Performance is nearly identical for both

schemes; the vast majority of secure connections are established

within three hops.
The simulation results in Fig. 5 compare the flooding overhead

of our scheme and the ZNR scheme as the key ring size is varied.

When s ¼ 100, our scheme establishes almost all secure connec-

tions within three hops, whereas the ZNR scheme requires six or

more hops for over 60 percent of the connections. In fact, the global

connectivity results in Figs. 3 and 4 show that many nodes will

never be connected using the ZNR scheme, regardless of the

number of hops allowed. As with the global connectivity results,

this can be explained by the differences in intergroup key

allocation between the schemes.
Finally, we compare the flooding overhead of the schemes

versus node deployment density in Fig. 6. Our scheme gives better

performance than the DDHV scheme as the node density decreases.

As the network becomes more sparse, the ZNR scheme appears to

converge to two types of connections: those established in one hop,

and those established in six or more hops.
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Fig. 4. Simulation results: global connectivity versus deployment error.

Fig. 5. Simulation results: flooding overhead versus key ring size.

Fig. 6. Simulation results: the effect of deployment density on flooding overhead.

Fig. 3. Simulation results: global connectivity versus deployment density.



5.7 Resilience

We first compare the resilience of our scheme with the DDHV
scheme using simple cryptographic keys (i.e., � ¼ 0); these results
are shown in Fig. 7. The actual fraction of compromised channels is
shown in Fig. 7a, while Fig. 7b presents the simulation results as a
ratio. Next, we compare the schemes when the key pool consists of
instances of matrices (� ¼ 9), and we reduce the key ring sizes to
s ¼ 16 and s ¼ 20 to reflect the increased storage requirements for

these matrices. Results are shown in Figs. 8a and 8b. For small
values of s, the enhanced scheme does not perform as well as the
basic scheme due to the extra partitioning of s. Setting s1 ¼ 0
reduces the number of partitions of s from five to four, and
effectively returns us to the basic scheme. Performance is similar
for both schemes for values of clocal � 0:50, so only clocal � 0:50 is
shown. In both cases, the performance of our scheme relative to the
DDHV scheme improves rapidly as the local connectivity increases.

The improved resilience of our scheme can be attributed to a
number of factors. First, we use a novel clustering scheme
specifically designed to maximize the size of the key pool. Second,
we use proportional partitioning of key ring space based on the
number of channels a key space is required to secure. This helps to
eliminate “high-value targets.” Third, we use Lee and Stinson’s
scheme [6] for constructing various key spaces, which yields
optimally sized key spaces in the absence of deployment knowl-
edge. The DDHV scheme, as presented in [15], uses a probabilistic
scheme similar to the one presented in [3] for selecting keys from a
key space. To determine the fraction of improvement due to the first
two factors (as opposed to the use of Lee and Stinson’s scheme), we
modify our scheme to construct key spaces using a probabilistic
scheme similar to the one used in the DDHV scheme. The simulation
results are shown in Fig. 7c. As shown in the figure, the first two
factors are responsible for up to 58 percent improvement in
resilience when local connectivity is 0.5, up to 50 percent improve-
ment when local connectivity is 0.66, and up to 48 percent
improvement in resilience when local connectivity is 0.75. This
clearly indicates that a significant fraction of improvement in
resilience is due to the clustering technique and proportional
partitioning of key ring space.

Finally, we compare the resilience of our scheme and the
LN scheme. To obtain accurate results, we ensure that the two
schemes each use the same amount of key storage memory on a
sensor node. For the LN scheme, s is set to five (a sensor node carries
information about at most five polynomials) and � ¼ 23, which
implies that m ¼ sð�þ 1Þ ¼ 120. As discussed above, we use our
basic scheme due to the small key ring size. For our scheme, s1 ¼ 0,
s2 ¼ 1, and s4 ¼ 2, which implies that s ¼ s1 þ 2ðs2 þ s4Þ ¼ 6.
Therefore, � ¼ 19 to obtain m ¼ 6 � ð19þ 1Þ ¼ 120. Simulation
results are shown in Fig. 8c. Both schemes perform similarly until
approximately 300 nodes have been compromised; at this point, our
scheme provides superior resilience.

6 CONCLUSION AND FUTURE WORK

We have presented a new key predistribution scheme that uses
region-based deployment knowledge to assign keys to sensor
nodes. Our simulation results show a significant improvement in
resilience over existing schemes using region-based deployment
knowledge. This improvement in resilience grows as the local
connectivity of the network increases. Our scheme also provides
improved global connectivity and flooding overhead when com-
pared to a perfectly resilient scheme that uses group-based
deployment knowledge, especially when the network is sparse or
the key ring size is small. Additionally, our scheme does not place
upper or lower bounds on the key ring size, as does the ZNR scheme.

Future work can be done to characterize the effects of localized
network attacks, as well as the effects of different deployment
distributions. We also believe that our scheme can be adapted to
use nonrectangular deployment regions, such as the hexagonal
scheme in [19].

REFERENCES

[1] J.M. Kahn, R.H. Katz, and K.S.J. Pister, “Next Century Challenges: Mobile
Networking for Smart Dust,” Proc. Ann. ACM/IEEE MobiCom, pp. 483-492,
1999.

[2] G.J. Pottie and W.J. Kaiser, “Wireless Integrated Network Sensors,” Comm.
ACM, vol. 43, no. 5, pp. 551-558, 2000.

334 IEEE TRANSACTIONS ON DEPENDABLE AND SECURE COMPUTING, VOL. 7, NO. 3, JULY-SEPTEMBER 2010

Fig. 7. Simulation results: (a) network resilience, (b) ratio of compromised

channels (our scheme/DDHV), and (c) fraction of improved resilience due to

clustering and proportional partitioning of key ring space.



[3] L. Eschenauer and V. Gligor, “A Key Management Scheme for Distributed
Sensor Networks,” Proc. Ninth ACM Conf. Computer and Comm. Security,
pp. 41-47, Nov. 2002.

[4] H. Chan, A. Perrig, and D. Song, “Random Key Predistribution Schemes for
Sensor Networks,” Proc. IEEE Symp. Security and Privacy, pp. 197-213, May
2003.

[5] A.K. Das, “An Identity-Based Random Key Pre-Distribution Scheme for
Direct Key Establishment to Prevent Attacks in Wireless Sensor Networks,”
Int’l J. Network Security, vol. 6, no. 2, pp. 134-144, 2008.

[6] J. Lee and D.R. Stinson, “Deterministic Key Predistribution Schemes for
Distributed Sensor Networks,” Proc. Ann. Symp. Selected Areas in Crypto-
graphy, pp. 294-307, 2004.
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