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Abstract

We investigate the problem of assigning keys to nodes in
a network such that each node is able to communicate with
every other node in a secure manner. We propose a key as-
signment scheme that assigns at most �logn�2 keys to each
node, where n is the number of nodes in the network. The
key that two nodes should use to securely communicate with
each other is derived from at most �logn� keys and can be
computed inO(log n) time. Finally, the collusion resistance
of our scheme degrades gracefully as the number of collud-
ing nodes increase in contrast to a recently proposed key
assignment scheme that has zero collusion resistance (that
is, two colluding nodes can eavesdrop on all communica-
tion in the network). To our knowledge, the key assignment
scheme presented in this paper is the most efficient secure
key assignment scheme in terms of space that has been pro-
posed so far.

Key words: secure communication, key pre-distribution,
poly-logarithmic key assignment, complete bipartite graph,
complete graph, collusion resistance

1. Introduction

Communication in wireless networks, including sensor
networks and ad-hoc networks, is particularly vulnerable
to eavesdropping because the communication medium is
broadcast in nature and an adversary can easily overhear
messages exchanged in the network. Communication be-
tween two nodes can be secured by encrypting messages
using a secret shared by the two nodes. Nodes in the net-
work may also be vulnerable to capture by an adversary. In
such cases, it is desirable to encrypt messages using a secret
that is only known to the two nodes involved in the commu-
nication but is unknown to any other node. This gives rise
to the secure key assignment problem in which each node
is assigned a set of keys. The key a node uses to securely

communicate with another node is derived from a subset of
keys it is carrying such that at least one of the keys in the
subset is missing from the keys assigned to any other node
[3, 1, 4].

The secure key assignment problem also arises during
secure multihop communication. If two nodes that wish
to communicate are not close to each other, then messages
exchanged between them have to be routed through other
nodes in the network. It may be required that the interme-
diate nodes forwarding a message cannot learn the contents
of the message and, moreover, cannot create messages that
incorrectly appear to be from the sender [7].

A simple solution to the secure key assignment problem
is to associate a unique key with every pair of nodes that
can communicate with each other. If the network contains n
nodes and every pair of nodes can potentially communicate
(that is, the communication graph is fully connected), then
each node has to carry n−1 keys. We are interested in a key
assignment scheme that minimizes the number of keys each
node has to carry [7, 1, 4]. Space efficiency is important in
networks where each node has a relatively small memory to
store its assigned keys. Examples of such networks include
sensor networks [2, 8], ad-hoc networks [5, 9] and mobile
networks [6, 10].

Related Work: Gong and Wheeler [3] presented a grid-
based scheme for key assignment in which each node has to
carry only O(

√
n) keys. Kulkarni et al. proposed a varia-

tion of this grid-based scheme in [7], and also showed that
the scheme is optimal under the assumption that no two
nodes share more than two keys. Aiyer et al. proposed
a family of �logn� key assignment schemes in [1]. The
kth scheme in the family assigns O(k(k − 1) k

√
n) keys to

each node in the network, where 1 ≤ k ≤ �logn�. Thus,
when k = �logn�, each node carries O(log2 n) keys. They
also proved that any key assignment scheme has to assign
at least �logn� keys to each node in network. Further, they
gave a non-constructive proof for the existence of a scheme
in which each node carries only 12�logn� keys.



Recently, Gouda et al. [4] presented several logarith-
mic key assignment schemes for certain classes of com-
munication graphs including star graphs, acyclic graphs,
limited-cycle graphs and planar graphs. Their schemes as-
sign O(log d) keys to each node, where d is the maximum
degree of a node in the network. They proved that their
schemes are optimal within a constant factor.

Our Contributions: We propose a secure key assignment
scheme for a complete communication graph that assigns
�logn�2 keys to each node. The key that a node has to use
to securely communicate with another node is derived from
at most �logn� keys stored at the node and can be computed
in O(log n) time. Aiyer et al.’s scheme when k = �logn�
[1], on the other hand, assigns 4�logn�(�logn� − 1) keys
to each node in the network. Therefore our scheme uses
only one-fourth the amount of space used by the Aiyer et
al.’s scheme. Further, in Aiyer et al.’s scheme the key that
two nodes should use to communicate with each other se-
curely is derived from as many as �logn�2 keys and requires
O(log2 n) time to compute.

Our scheme has another advantage over Aiyer et al.’s
scheme (when k = �logn�). Their scheme has zero col-
lusion resistance, which means that as few as two nodes
can combine their assigned keys together and listen to all
communication occurring in the network. Our scheme, on
the other hand, has much better collusion resistance. The
r-collusion resistance of our scheme defined as the mini-
mum fraction of channels that are still secure when r nodes
collude and denoted by ρ.r is lower bounded by:

ρ.r ≥ 1
ψ.r

(
1 − r

2 ψ.r

) (
1 − ψ.r − 1

n− 1

)

where 2 ≤ r ≤ n
4 , ψ.r is the smallest power of two larger

than or equal to r, and n ≥ 4. When r � n, ψ.r−1
n−1 ≈ 0

implying that ρ.r � 1
ψ.r

(
1 − r

2 ψ.r

)
. Observe that, when

two nodes collude, at least one-quarter of the channels are
still secure with our scheme (for sufficiently large n) but all
channels may be compromised with Aiyer et al.’s scheme.

Organization of the Paper: The rest of the paper is or-
ganized as follows. We describe our secure key assign-
ment scheme and analyze its space- and time-complexities
in Section 2. We analyze the collusion resistance of our
scheme in Section 3. We present our conclusions and out-
line directions for future research in Section 4.

2. Key Assignment Scheme for Complete
Graph

We model the pairs of nodes that can potentially commu-
nicate with each other using a communication graph. There

is an edge between two nodes in the communication graph
if and only if the two nodes can potentially exchange mes-
sages with each other. (Note that, by definition, a commu-
nication graph is symmetric.) Sometimes, when describing
our scheme, we use the phrase “a channel has been made
secure” to mean that keys have been assigned to the two
nodes incident on the channel such that the communication
along the channel is resilient against eavesdropping by an-
other node in the network.

We first describe a scheme for solving the secure key as-
signment problem when the communication graph is a com-
plete bipartite graph. This scheme is optimal within a con-
stant factor. We then use this scheme as a subroutine to de-
rive an efficient solution to the secure key assignment prob-
lem when the communication graph is the complete graph.

2.1. Keying in Complete Bipartite Graphs

Our key assignment scheme for a complete bipartite
graph is an extension of Gouda et al.’s logarithmic key as-
signment scheme for a star graph [4]. Before describing our
key assignment scheme for a complete bipartite graph, we
describe an algorithm to associate a unique key with every
node in a set S using a key pool of size 2 · �log|S|� [4].

2.1.1. Associating a unique key with a node using a log-
arithmic key pool

Consider a set of nodes S. We assign a unique identifier to
every node in S from the range [0, |S|). Clearly, the iden-
tifier assigned to a node contains �log|S|� bits. For conve-
nience, let s = �log|S|�. Let S.i denote the node in S with
identifier i, where 0 ≤ i < |S|. We create two mutually ex-
clusive key pools denoted by K.S and K.S. Each key pool
contains s keys. For a key pool P , let P.i denote the ith key
in the key pool, where 0 ≤ i < |P |.

For each node in S, we select a subset of s keys from
K.S∪K.S. The subset for node S.i is denoted byD.(S, i),
and is used to “derive” the key associated with node S.i.
Let b.(i, j) denote the jth most significant bit in the binary
representation of i. The subset D.(S, i) is constructed as
follows:

D.(S, i) := ∅;
for each j ∈ [0, s) do

if (b.(i, j) = 1) then add K.S.j to D.(S, i);
else add K.S.j to D.(S, i); endif;

endfor;

It can be easily verified that:

D.(S, i) = D.(S, j) ≡ i = j



Let key.(S, i) denote the unique key associated with
node S.i. The key key.(S, i) is obtained by taking bit-wise
exclusive-or of all keys in D.(S, i).

2.1.2. Assigning keys to nodes in a complete bipartite
graph

A complete bipartite graph is given by two mutually ex-
clusive sets of nodes A and B such that there is an edge
between every pair of nodes in A × B. (Note that, since a
communication graph is symmetric, we can also use B×A
to denote the set of edges.) We denote the complete bi-
partite graph on A and B as A �� B. For convenience,
a = �log|A|� and b = �log|B|�. Let common.(i, j) de-
note the symmetric key that the two nodes A.i and B.j,
where 0 ≤ i < |A| and 0 ≤ j < |B|, use to communi-
cate with each other in a secure manner. The symmetric
key common.(i, j) is given by:

common.(i, j) � key.(A, i) ⊕ key.(B, j)

where ⊕ denotes the bit-wise exclusive-or operation. We
now describe the set of keys that are assigned to each node
in the network, also referred to as its key ring. Let R.(A, i)
(respectively, R.(B, j)) denote the key ring for node A.i
(respectively,B.j). The key ring for node A.i is given by:

R.(A, i) = {key.(A, i)} ∪ K.B ∪ K.B

whereas the key ring for node B.j is given by:

R.(B, j) = {key.(B, j)} ∪ K.A ∪ K.A

Now, suppose nodeA.iwants to communicate with node
B.j. Node A.i can generate the key common.(i, j) by first
computing the set D.(B, j) from K.B ∪ K.B using the
algorithm described above. It can then compute the key
common.(i, j) by taking bit-wise exclusive-or of all keys
in {key.(A, i)} ∪D.(B, j). Likewise, node B.j can easily
compute the key common.(i, j) in a manner “symmetric”
to that of node A.i. We refer to this scheme as KACBG
(Key Assignment for Complete Bipartite Graph).

Security from eavesdropping: Our key assignment
scheme is secure from eavesdropping because no other
node can generate the key common.(i, j). Specifically, no
other node in A can generate the key common.(i, j) be-
cause it does not know key.(A, i) (although it can gener-
ate key.(B, j)). Likewise, no other node in B can generate
the key common.(i, j) because it does not know key.(B, j)
(although it can generate key.(A, i)). Therefore we have:

Theorem 1 KACBG is secure.

Space-complexity: The key pools K.A andK.A contain
a keys each. Likewise, key pools K.B and K.B contain b
keys each. Therefore, we have:

Theorem 2 KACBG assigns 2b + 1 keys to a node in A
and 2a + 1 keys to a node in B, where a = �log|A|� and
b = �log|B|�.

The scheme is optimal within a constant factor because,
as shown in [4], a node with degree d has to store at least
�log d� keys. Clearly, each node in A has degree |B| and
each node in B has degree |A|. Thus, we have:

Theorem 3 KACBG is optimal within a constant factor
with respect to space-complexity.

Time-complexity: To compute a key for communicating
with its neighbor, a node in A selects b keys from K.B ∪
K.B. Likewise, a node in B selects a keys from K.A ∪
K.A. Therefore, we have:

Theorem 4 The key a node in A (respectively, B) uses to
communicate with its neighbor in B (respectively, A) is de-
rived from b+ 1 (respectively, a+ 1) keys and can be com-
puted in O(b + 1) (respectively, O(a+ 1)) time.

Remark 1 The key assignment scheme described here is
optimal within a constant factor even if the bipartite graph
is not complete as long as (1) every node in A has de-
gree Θ(|B|c) for some constant c and (2) every node in
B has degree Θ(|A|c) for some constant c. (The con-
stants may be different for different nodes.) This is because
Θ(log(|A|c)) = Θ(log|A|) and Θ(log(|B|c)) = Θ(log|B|)
if c is a constant. For example, the scheme is optimal within
a constant factor even if each node in A has degree only√|B| and each node in B has degree only

√|A|. We refer
to such bipartite graphs as dense bipartite graphs. Thus it
follows that:

Theorem 5 KACBG is optimal within a constant factor as
long as the bipartite graph is dense.

Our scheme can be easily extended to dense layered
communication graphs as well. A layered graph is a gen-
eralization of a bipartite graph. In a layered graph, vertices
are partitioned into layers and only vertices between suc-
cessive layers can be connected by edges. �

2.2. Keying in Complete Graphs

Our key assignment scheme for a complete graph is
based on the divide and conquer approach. Let C denote
the set of nodes in the network with n = |C|. For ease of
exposition assume that n is a power of two. (If n is not



a power of two, space- and time-complexity expressions
hold when logn is replaced with �logn�.) When n = 2,
the network contains only one channel. This channel can
be made secure by assigning a symmetric key to the chan-
nel and storing that key on both nodes. Now, assume that
n > 2. As in the key assignment scheme for a complete
bipartite graph, we assign a unique identifier to every node
in C from the range [0, n). For a sequence of bits x, let
C〈x〉 denote the subset of nodes in C whose identifier has
prefix x in its binary representation. For example, when
n = 8, C〈0〉 = {C.0, C.1, C.2, C.3}, C〈01〉 = {C.2, C.3},
and C〈010〉 = {C.2}. We use ◦ to denote the concatenation
operator for two bit sequences.

We first consider the channels in C〈0〉 × C〈1〉. The com-
munication subgraph induced by these channels is a com-
plete bipartite graph. Therefore our key assignment scheme
for a complete bipartite graph KACBG can be used to make
these channels secure. We then apply this idea recursively
to C〈0〉 and C〈1〉 to secure channels in C〈0〉 × C〈0〉 and
C〈1〉 × C〈1〉, respectively.

In our scheme, the key assignment to a node can be
viewed to occur in multiple stages. In each successive
stage, a constant fraction (specifically, one half) of chan-
nels that are still insecure (that is, no keys have been as-
signed to those channels) are secured by an appropriate in-
stance of KACBG. Specifically, in stage u, where 0 ≤ u <
logn, channels in C〈x◦0〉 × C〈x◦1〉 are secured for each x
such that |x| = u. For example, in stage 2, channels in
C〈000〉 × C〈001〉, C〈010〉 × C〈011〉, C〈100〉 × C〈101〉, and
C〈110〉 × C〈111〉 are secured. This implies that there are
logn stages and there is one instance of KACBG for ev-
ery possible prefix of length at most logn − 1. We use
KACBGx to refer to the instance for prefix x. Further,
we use CBGx to refer to the (complete) bipartite graph
on which instance KACBGx operates, that is, the bipartite
graph C〈x◦0〉 �� C〈x◦1〉. Figure 1 illustrates our key assign-
ment scheme when n = 8.

We now describe the behavior of our scheme with re-
spect to a given node. Intuitively, in each successive stage,
one half of a node’s channels that are still insecure are se-
cured by assigning new keys to the node. Let π.(i, j) de-
note the prefix of length j in the binary representation of i.
We define π.(i, 0) to be ε (the empty prefix). (Observe that
ε ◦ x = x ◦ ε = x.) Further, for a bit c, let c denote the
complement of c. Now, consider a node C.i. In stage u,
where 0 ≤ u < logn, the channels between the node C.i
and the nodes in the set C〈π.(i,u)◦b.(i,u+1)〉 are secured. For
example, suppose n = 8 and i = 5. There are log 8 = 3
stages, and the binary representation of 5 is 101. In stage
0, the channels between the node C.5 and the nodes in the
set C〈0〉 = {C.0, C.1, C.2, C.3} are secured. In stage 1,
the channels between the node C.5 and the nodes in the
set C〈11〉 = {C.6, C.7} are secured. Finally, in stage 2,

the channels between the node C.5 and the nodes in the set
C〈100〉 = {C.4} are secured.

Observe that, when securing channels between nodes in
C〈x◦0〉 and C〈x◦1〉 for some prefix x, KACBG needs to
assign an identifier to each node in C〈x◦0〉 (respectively,
C〈x◦1〉) that is unique among all nodes in C〈x◦0〉 (respec-
tively, C〈x◦1〉). However, we do not need to assign a sepa-
rate identifier to a node in each stage. In fact, we can use
logn − |x| − 1 least significant bits in the global identi-
fier assigned to a node in C as an identifier to be used by
instance KACBGx at stage |x|.

Computing the key for secure communication between
two nodes: We now describe how two nodes can com-
pute the common symmetric key to communicate with each
other securely. Consider two nodes C.i and C.j such that
i �= j. To compute the key that nodeC.i can use to securely
communicate with node C.j, node C.i first computes the
longest common prefix in the binary representations of i and
j, say x. It can be verified that the channel between the two
nodes is secured at stage |x| by instance KACBGx. Node
C.i computes the symmetric key for securing its channel
with node C.j using the rules of KACBGx. It can be veri-
fied that this key is derived by taking bit-wise exclusive-or
of logn− |x| keys, and can be computed in O(log n) time.

We refer to this scheme as KACG (Key Assignment for
Complete Graph).

Security from eavesdropping: The key assignment
scheme for a complete graph is secure from eavesdropping
because every channel in the network is secured by some
instance of KACBG which, in turn, is secure from eaves-
dropping. Therefore we have:

Theorem 6 KACG is secure.

Space-complexity: At stage u, where 0 ≤ u < logn,
each node is assigned 2(logn−u−1)+1 keys. Therefore,
the total number of keys a node has to carry is given by:

logn−1∑
u=0

[2(logn− u− 1) + 1]

= 2
logn−1∑
u=0

(log n− u) − logn

= 2(1 + 2 + · · · + logn) − log n
= log2 n

It follows that:

Theorem 7 KACG assigns at most log2 n keys to each
node.
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Figure 1. An illustration of our key assignment scheme for a complete graph when n = 8.

Time-complexity: If the channel between two nodes is
secured at stage u, then the key associated with the channel
is derived from logn− u keys. It follows that:

Theorem 8 The key a node uses to communicate with its
neighbor is derived from at most logn keys and can be com-
puted in O(log n) time.

3. Analysis of Collusion Resistance

In this section, we analyze the behavior of our scheme
when two or more nodes collude together to eavesdrop on
communication occurring in the network. We define the r-
collusion resistance of a key assignment scheme as the min-
imum fraction of channels that are still secure in the network
when r nodes collude. Since our key assignment scheme for
a complete graph is derived from that for a complete bipar-
tite graph, we first analyze the collusion resistance of the
keying scheme for complete bipartite graphs.

3.1. Collusion Resistance of KACBG

Consider a complete bipartite graph A �� B on two mu-
tually exclusive sets of nodes A and B. It can be easily
verified that if any node in A colludes with any node in B,

then the two nodes can compute common.(i, j) for every i
and j. Formally,

Lemma 9 If any node in A colludes with any node in B,
then all channels in A �� B are compromised.

Observe that if both the colluding nodes belong to A (or
to B), then all channels between non-colluding nodes are
still secure. From Lemma 9, we have:

Theorem 10 The r-collusion resistance of KACBG is zero
for all r ≥ 2.

3.2. Collusion Resistance of KACG

Let C denote the set of nodes in the network with n =
|C|. For the analysis, assume that n is a power of two. We
first show that the collusion resistance of KACG is zero if
at least n2 nodes collude.

Theorem 11 The r-collusion resistance of KACG is zero
for all r ≥ n

2 .

Proof: Consider a subset S of C that consists of all even-
numbered nodes from C. Formally,

S � {C.i | i is even}



Clearly, S contains at least n2 nodes. We show that if nodes
in S collude, then all channels in the network are compro-
mised. It is sufficient to show that every channel between
two odd-numbered nodes is compromised. Consider two
odd-numbered nodes, say C.i and C.j with i �= j and let x
be the longest common prefix in the binary representations
of i and j. It can be verified that x is also the longest com-
mon prefix in the binary representations of i− 1 and j − 1.
Further, both nodes C.(i− 1) and C.(j − 1) belong to S. It
follows from Lemma 9 that all channels secured using the
instance KACBGx, which includes the channel between the
nodes C.i and C.j, are compromised due to collusion by
nodes in S. �

We now analyze the collusion resistance of KACG when
at most n4 nodes collude. For a given r and a subset of nodes
S of C with |S| = r, let σ.(r, S) denote the fraction of
channels (between non-colluding nodes) that are still secure
when nodes in S collude. Observe that:

ρ.r = min
S

σ.(r, S) (1)

We define another function α on r and S that acts as a
lower bound on the function σ and therefore can be indi-
rectly used to compute a lower bound on ρ. Let ψ.r de-
note the smallest power of two greater than or equal to r.
Consider the stage u0 = log(ψ.r). (Note that log(ψ.r) =
�log r�.) As discussed before, at stage u0, the set of nodes
are partitioned into ψ.r groups. There is one group for each
prefix of length u0, and the group for prefix x is denoted by
C〈x〉. Further, all nodes in the group C〈x〉 have the prefix x
in the binary representation of their identifier. Let Π denote
the set of prefixes at stage u0. Also, let s denote the size of
each group in the partition. Clearly, s is given by:

s =
n

ψ.r
(2)

We categorize the set of channels into two types: inter-
group channels and intra-group channels. An inter-group
channel involves nodes from two different groups. An intra-
group channel involves nodes from the same group. Ob-
serve that all inter-group channels are secured before stage
u0. On the other hand, all intra-group channels are secured
at stage u0 or later.

To compute a lower bound on the function σ, we assume
(conservatively) that colluding nodes can eavesdrop on all
inter-group channels (that is, all inter-group channels have
been compromised due to collusion). We compute a lower
bound on the fraction of intra-group channels that are still
secure in spite of collusion. Note that each group contains
s(s−1)

2 channels.
To estimate the minimum fraction of intra-group chan-

nels that are still secure in spite of collusion, we observe that

intra-group channels belonging to different groups are se-
cured by different instances of KACBG. Keys used by dif-
ferent instances of KACBG are independent of each other.
As a result, the fraction of intra-group channels of a group
compromised due to collusion of nodes in S depends only
on the subset of nodes of S that belong to that group. As
an example, suppose n = 8 (see Figure 1). When r = 2,
ψ.r = 2 and u0 = 1. There are two groups at stage 1,
namelyC〈0〉 and C〈1〉. Assume that nodes C.1 and C.3 col-
lude, that is, S = {C.1, C.3}. Clearly, the fraction of intra-
group channels of the groupC〈0〉 that are compromised due
to collusion only depends on nodes in the subset C 〈0〉 ∩ S,
which is given by {C.1}. Likewise, the fraction of intra-
group channels of the groupC〈1〉 that are compromised due
to collusion only depends on nodes in the subset C 〈1〉 ∩ S,
which is given by {C.3}.

We define a function v that maps the set S to a vector,
denoted by v.S. Intuitively, an entry in the vector v.S cap-
tures the number of nodes from S that belong to a group at
stage u0. Let v.S[x] denote the entry in the vector v.S for
the group C〈x〉. By definition, the entry v.S[x] is given by:

v.S[x] � |C〈x〉 ∩ S|
Clearly, we have:

∑
x∈Π

v.S[x] = r (3)

We define a function f that acts as a lower bound on
the fraction of intra-group channels of a group that are still
secure in spite of collusion. It is given by:

f.c �
{

1 − c
2 : c ≤ 2
0 : c > 2

Lemma 12 The minimum fraction of intra-group channels
of a group C〈x〉 that are still secure in spite of collusion is
given by f.(v.S[x]).

Proof: If v.S[x] = 0, then C〈x〉 ∩ S = ∅ implying that
all intra-group channels of C〈x〉 are secure. If v.S[x] = 1,
then let p be the node in C〈x〉 ∩S. Clearly, only intra-group
channels ofC〈x〉 that are compromised are those incident on
the node p. Therefore the fraction of intra-group channels
compromised is given by 2(s−1)

s(s−1) = 2
s . If r ≤ n

4 , then ψ.r ≤
n
4 because n is a power of two. This implies that s ≥ 4,
which, in turn, means that at least one-half of intra-group
channels of C〈x〉 are still secure. Finally, if v.S[x] ≥ 2,
then all intra-group channels of C〈x〉 may be compromised
in the worst case. �

Finally, the function α is defined as:

α.(r, S) � s(s− 1)
n(n− 1)

∑
x∈Π

f.(v.S[x])



We show that the function σ is lower-bounded by the
function α.

Lemma 13 The function α is a lower-bound on the func-
tion σ. Formally, for all r and S:

σ.(r, S) ≥ α.(r, S)

Proof: Since each group has s(s−1)
2 intra-group channels, it

follows from Lemma 12 that the minimum number of intra-
group channels that are still secure in spite of collusion is
given by: ∑

x∈Π

(
f.(v.S[x]) · s(s− 1)

2

)

Therefore, we have:

σ.(r, S) ≥ 2
n(n− 1)

·
∑
x∈Π

(
f.(v.S[x]) · s(s− 1)

2

)

=
s(s− 1)
n(n− 1)

∑
x∈Π

f.(v.S[x])

= α.(r, S)

This establishes the lemma. �
Let Smin denote a set of nodes with |Smin| = r that min-

imizes the value of the function α for a given value of r.

Lemma 14 Each entry in v.Smin has value at most 2.

Proof: Assume, on the contrary, that some entry in v.Smin,
say x, has value greater than 2. Since v.Smin contains ψ.r
entries, from (3), it follows that some entry in v.Smin, say
y, has value 0. Consider a node p in C〈x〉∩Smin and a node
q in C〈y〉. Let S = (Smin ∪ {q}) \ {p}. It can be verified
that:

f.(v.Smin[x]) = 0 and f.(v.S[x]) = 0

Further,

f.(v.Smin[y]) = 1 and f.(v.S[y]) =
1
2

Clearly, α.(r, S) < α.(r, Smin), which contradicts the defi-
nition of Smin. �

We now compute the value of the function α for S =
Smin.

Lemma 15 We have,

α.(r, Smin) =
(

1 − r

2 ψ.r

) (
s− 1
n− 1

)

Proof: From Lemma 14, it follows that:

f.(v.Smin[x]) = 1 − v.Smin[x]
2

(4)

Using definition of α, we have:

α.(r, Smin) =
s(s− 1)
n(n− 1)

·
∑
x∈Π

f.(v.Smin[x])

{using (4)}
=

s(s− 1)
n(n− 1)

·
∑
x∈Π

(
1 − v.Smin[x]

2

)

{|Π| = ψ.r and using (3)}
=

s(s− 1)
n(n− 1)

·
(
ψ.r − r

2

)

{simplifying}
=

s(s− 1)
n(n− 1)

· (ψ.r) ·
(

1 − r

2 ψ.r

)

{using (2)}
=

(
1 − r

2 ψ.r

) (
s− 1
n− 1

)

This establishes the lemma. �
It follows that:

Theorem 16 When 2 ≤ r ≤ n
4 ,

ρ.r ≥ 1
ψ.r

(
1 − r

2 ψ.r

) (
1 − ψ.r − 1

n− 1

)

where ψ.r denotes the smallest power of two larger than or
equal to r.

Proof: We have:

ρ.r = min
S

σ.(r, S)

{using Lemma 13}
≥ min

S
α.(r, S)

{definition of Smin}
= α.(r, Smin)

{using Lemma 15}
≥

(
1 − r

2 ψ.r

) (
s− 1
n− 1

)

{using (2)}
=

1
ψ.r

(
1 − r

2 ψ.r

) (
n− ψ.r

n− 1

)

{simplifying}
=

1
ψ.r

(
1 − r

2 ψ.r

) (
1 − ψ.r − 1

n− 1

)



This establishes the theorem. �
Note that lower bound on collusion resistance strongly

depends on the definition of function f . Our definition of
function f provides a somewhat conservative lower bound
on the fraction of channels that are still secure in spite of
collusion. For example, we assume that all intra-group
channels are compromised even if the group contains only
two nodes from the colluding set of nodes. We believe that
the collusion resistance of our scheme is actually better than
what is indicated by Theorem 16.

4. Conclusion and Future Work

In this paper, we have presented a novel key assignment
scheme that ensures that any two nodes can communicate
in a secure manner without the possibility of eavesdropping
by another node. Our scheme has better space- and time-
complexity than the existing scheme proposed by Aiyer et
al. [1]. Further, our scheme is able to tolerate collusion
between nodes to a much better extent than their scheme.

Although our key assignment scheme for a complete
graph is the most space-efficient scheme that has been pro-
posed so far to our knowledge, it is not optimal since Aiyer
et al. proved that there exists a secure key assignment
scheme that assigns only O(log n) keys to each node [1].
The proof is however non-constructive in nature. Optimal
key assignments are known for certain classes of commu-
nication graphs (e.g., star graphs, acyclic graphs, planar
graphs, and complete bipartite graphs). We plan to inves-
tigate more efficient key assignment schemes for complete
graphs and other classes of communication graphs in the
future.
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