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Trapdoor Function Model
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UT D Problems with Trapdoor
Function Model
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Rabin’s Public Key System

1 & %
%

% $3 %
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Defining Security
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Definition 7.2 We say that a Public Key Cryptosystem (G, E, D)) is polynomial time indistinguishable it
for every PPT M, A, and for every polynomial (), ¥ sufficiently large k

Pr(A(1F e,mg,my,c) =m | (Ekiﬂi G(1%) 5 {mg,my) EMIY  me {mg.my } ; e E(e,m))
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+m (7.1)
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Polynomial Indistinguishabllity



Semantic Security

Definition 7.3 We say that an encryption scheme (G, E, D) is semantically secure if for all PPT algorithms
M and A, functions h, polynomials 2 there is a PPT B such that for suthciently large F,

Pr{A(1%,c,e) = h(m) | (e, d] i G[]kj L .-U[lk} . e E(e,m))

< Pr(B(1%) = h(m) | m & M(1%)) + (7.2)
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Trapdoor Hardcore Predicates
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Ut b PKE using Hard Core

Predicates: Single Bit Case
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General PKE using Trapdoor
Hard core Predicates
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Proof of Security
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Proof of Security
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Proof of Security
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Efficient Probabillistic
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Efficient Probabillistic
Encryption
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“More” Practical Probabillistic

Encryption
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“More” Practical Probabilistic
Encryption
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Ut b Optimal Asymmetric
Encryption Padding (OAEP)
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-Gamal Scheme
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PKE + Symmetric Encryption
(SE)= Hybrid Encryption
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Hybrid Encryption
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