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Abstract—Reliability of data exchange is becoming increasingly banking institution transactions may coexist with non-critical
important. In addition, applications may require multiple degrees  gpplications such as Internet radio, file transfer, web browsing,
of reliability. The concept of Differentiated Reliability (DiR) was 54 o-mail. In [1], [3] the concept ddifferentiated Reliabil-
recently introduced in [1] to provide multiple degrees of reliability itv (DIR) is introd d for the desi f stati tection-based
in protection schemes that provision spare resources. ity (DiR) is intro u_ce or e_ esign of stalic protec |o_n- ase

With this paper, the authors extend the DIR concept to restora- Networks. According to the DiR concept each connection at the
tion schemes in which network resources for a disrupted connec- network layer under consideration is guaranteed a minimum ab-
tion along secondary paths are sought upon failure occurrence, solute reliability degree, defined as tiiaximum Failure Prob-

L.e., they are not provisioned before the fault. The DiR concept 4jity (MFP), allowed for that connection. The reliability de-

is applied in two dimensions: restoration blocking probability — h f . tion is det ined by th

i.e., the probability that the disrupted connection is not recovered gr_ee C (?sen or a g_lven connec |0n_|s € errr_une y the ap-
due to lack of network resources — and restoration time — i.e., Plication’s QoS requirement. Dynamic protection schemes for
the time necessary to complete the connection recovery procedure. providing dynamic connections with absolute differentiated re-

Differentiation in the two dimensions is accomplished by propos- [iability degrees have also been proposed [4].

ing three preemption policies that allow hl_gh_prlorlty connections In this study the authors extend the DiR concept to be applied
to preempt resources allocated to low priority connections. The . h foll Each ion f hich
three policies trade complexity, i.e., number of preempted connec- [0 restoration schemes as follows. Each connection for whic
tions, for better reliability differentiation. restoration is sought — termed sestorable connectior— is

Obtained results indicate that by using the proposed preemp- characterized by a two-tuple: thiestoration blocking proba-
tion policies, itis possible to guarantee a significant differentiation  pjlity defined as the probability of unsuccessful completion of
of both restoration blocking probability and restoration time. By - 6 connection recovery procedure due to lack of resources, and
carefully choosing the preemption policy, the desired reliability de- th toration timedefined as the fi ired t lete th
gree can be obtained, while minimizing the number of preempted erestoration imeefined as the ime required to complete the
connections. recovery procedure (successfully or not). Restorable connec-

tions can thus be differentiated into classes using the above two
dimensions. High class connections must experience a lower

I. INTRODUCTION restoration blocking probability and a shorter restoration time

Emerging networked applications are characterized by Qui}an low class connection. _ _ .
ity of Service (QoS) requirements such as bandwidth, delay,Pifférentiation in both restoration blocking probability and
and reliability. In recent years, reliability is gaining an incread€storation time is accomplished utilizingreemption poli-
ing importance because of service provider's need to satisfy (i§S[2]: Preemption policies have been proposed for provid-
Service Level Agreement (SLA) offered to end users [2]. R&9 available and reliable services to high-priorities connections
liability schemes must be implemented to mitigate or prevelft ¢as€ Of heavily loaded networks, or in case of link or node
service outages upon network failures. failures [5], [6], [7]. However, the ability of these preemption

In dynamic network scenarios, reliability can be assured Wlicies to differentiate the degree of reliability offered to vari-
either dynamic protection schemes or restoration schemes. BYS network connections is still to be assessed. Three preemp-
namic protection schemes provision spare resources to profétii Policies are studied that provide tangible differentiation of
connections upon their set up. Restoration schemes look §giability: restoration preemptiofRP), working preemption

unreserved network spare resources along which failed conn§/P), andrestoration and working preemptioRWP).Under

tions reroute only upon failure occurrence. Due to this natufif€Se Policies, restoration attempts of highly reliable connec-

restoration schemes are more applicable to highly dynamic n&1S may preempt resources %ciarrying working or restoration
works with distributed control. traffic of less reliable connectiohs

Connections sharing the same network may require differ-The simulation-based quantitative anglysis prgsented in Sec-
ent reliability degrees. For example mission-critical applicdlon !lI-C shows that the three preemption policies are able to
tions, such as medical and emergency-related applications difgrentiate both the restoration blocking probability and the

restoration time of connections that belong to distinct reliabil-
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ity classes. In addition, by carefully choosing the preemptid®. Protocol Description

policy to be used, the number of preempted connections upony this section the protocol devised to implement the DiR
network failure can be minimized without any significant l0Sgoncept in restoration schemes is described, with special atten-
of reliability differentiation. tion paid to the restoration procedure. The tevathis used

to identify the set of links along which a connection may be
routed. The termmouteis used to identify the actual path cho-
sen to set up the connection.

Restoration schemes are utilized when connection demandgjpon arrival at a network node, a request for a restorable
are highly dynamic and, therefore, optimal provisioning afonnection is assignedraliability classc;. The connection is
spare resources is not possible. Upon request, connectionsiagh routed along the shortest path in thef&gf with available
created in the network reserving only working resources, ighannels. If no primary path, 4 € P has at least one chan-
those required to carry the connection without any spare capagt available along each of its links the connection request is re-
ity. The occurrence of a network failure, for example a linfected. When set up, the connection is assigned a channel along
failure, triggers the rerouting of the affected connections, Ugre chosen primary route. At set up time of the connection, no
ing available resources in the network. In the presence of ligd§are resources are reserved. Upon network failure occurrence,
load, disrupted connections are likely restored promptly duedqy_ a fiber cut, all the disrupted restorable connections dynam-
abundance of network resources. At medium and hlgh |an§i”y look for spare channels a|ong the pre_computed backup
however, finding spare resources may be time consuming, %ﬂﬁhSpS,d € B,

may not even be possible due to a lack of sufficient network connection reliability differentiation is obtained by means of
resources. The DiR concept is introduced to provide differenfireemption policies that are described as follows.
ation of reliability at any load as discussed next. 1) Preemption Policies:As several connections that are dis-
rupted by the network fault may look for spare resources con-
A. Model Definition currently_, conte_n'Fion may occur dgring the restoration phase.
Preemption policies are used in this case to resolve such con-
The network under consideration is connection-orienteghntions and provide multiple classes of reliability. The pro-
e.g., a GMPLS based netWOI‘k. It iS assumed that eaCh estﬁgsed three preemption po”cies are imp|emented in a dis_
lished connection requires a dedicated and fixed amount of ggyyted fashion and deployed at each network node.
paCiW, referred toas aChannel. In aWaVelength DiViSion MUI“' The restoration preemptior(RP)’ in which restoration at-
plexing (WDM) network, for example, the channel representsg@mpts performed by high class connections can preempt chan-
wavelength. Each link can carry a number of connections equglis previously reserved by backup routes chosen by low class
to the number of available channels. The following definitionsonnections. The preempted connections are therefore forced
are used to formally introduce the DR concept in restoratiqf choose an alternative backup route.
schemes. In theworking preemptiofWP) policy, restoration attempts
o C={co,c1, -+, cm}, set ofreliability classes of high class connections may preempt channels already re-
o Cip(c;) = {cx : 0 < k < i}, subset of lower priority served for primary routes of low class connections. In this case,
classes. Connections of clags € C;, require a lower connections that are not directly disrupted by the fault, may be

IIl. DIRIN RESTORATIONSCHEMES

reliability than connections belonging to class indirectly disrupted by preemption. Therefore preempted pri-
« G(N, L), graph representing a network with a node/§et mary connections need to activate the restoration procedure to
and a bidirectional link sef; find a backup route.
e psa = {lo,---,l;}, path between node pais,d) span-  The restoration and working preemptiofRWP) policy re-
ning linksiy, € £; sults from the combination of the previous two. In RWP, the
« d;',, connection between node p&ir, d) belonging to re- choice of preemption policy adopted by a high class connection
Iia’bility classc;; (either RP or WP) depends on a network-wide probabilistic pa-
o Pgy, setofkpd, = |Pg,| primary paths available for con- rameter,p. When resource contention occurs, the restoration
nections belonging to class between node pais, d); attempt of high class connections first try to preempt channels

o B, setofkby, = |BS,| backup paths available uponreserved by backup routes of low class connections utilizing RP.
failure for connections belonging to clagsbetween node If the RP attempt fails, a WP attempt is made with a probabil-

pair (s, d); ity p, to preempt channels reserved for primary routes of low
o (3, total number of channels on lirik class connections. In particular, when= 0, RWP reduces to
o &, set ofup* = |&| channels reserved on linkkby RP; whenp = 1, the preemption policy utilized is callgalire
primary routes of connections belonging to class RWRP The objective of this policy is to offer the required reli-
o F[i, setofub;’ = |F| channels reserved on linkby ability differentiation while minimizing the number of primary
backup routes of connections belonging to class connections preempted. Indeed WP is utilized only when RP
o G', setofnp;” = |G| primary connections belonging tofails.
classc; disrupted because of the failure of linke L; In all policies, if a disrupted connection cannot successfully

o Hj', setofn” = |H;?| primary connections belonging toexert preemption, the restoration attempt is considered blocked.
classe; disrupted because of preemption after the failure 2) Restoration Protocol: Restoration attempts are executed
oflink [ € L. in a distributed manner. Network nodes are required to imple-
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is chosen.

If preemption is successful, the LMN forwards the RESV to
the downstream node alopg 4, and sends a preemption noti-
fication message upstream along the preempted route (backup
route in RP and primary route in WP) to the CMN. If, instead,
the preemption is unsuccessful, because the set of channels pre-
emptable by the implemented preemption policy is empty, the
LMN sends a restoration blocking message back to the CMN
and resources previously reserved are released.

Both the restoration blocking message and the restoration
preemption notification received by CMN are considered as
NEG that triggers a successive restoration attempt. The work-
ing preemption notification message, however, is treated by
CMN as a connection failure notification that triggers a new
restoration of the preempted connection.

Establish the
connection

Fig. 1. Flowcharts of restoration protocol: a) Connection Master Node (CMN)
functions; b) Link Master Node (LMN) functions. I1l. PERFORMANCEEVALUATION

) _ o In the first part of this section the performance evaluation
ment two functions. First, a node is thek master nod¢LMN)  metrics of interest are defined. Then the simulation scenario

for its outgoing links. The LMN is responsible for managingtilized is described. Finally, the results obtained are presented
the associated link channels and the chosen preemption poligy discussed.

(see Fig. 1b). Second, the end-node of a disrupted connection

closer to the faulty link is said to be tleennection master node

(CMN). The CMN is responsible for managing the connectioA. Performance Metrics
restoration procedure (see Fig. 1a).

On receiving the failure notification of a disrupted connec The three performance evaluation metrics utilized are the
. . . festoration blocking probability (RBP)the restoration time
tion d;',, the CMN chooses the shortest restoration path gp Y ( )

among the set of pe-computed backup patfs and sends a o" 3 S S G BREIERR 00 i) e TN e
reservation message (RESV) alopg;. The RESV contains P y

the set of links and nodes of ; and the class information of in the network.

,d . . o )
the connection. After sending out the RESV, the CMN Waittsor11)o$se'rs1t0|<raag'(()jr'lreBclt(')grlj!ﬁ'nir?;??glt)tlﬁg?Ssei;:t'eor?sbslgrr:‘r(pn
a predefined timg, for the negative acknowledgment mes-. Ing'e bidirecti ! fire, ’ ing

sages (NEG) from LMNSs along the chosen restoration path. EobabllltyRBPf’ ofthe clasg; is defined as the r_at|o between
no NEG is received during’,, the CMN resumes transmis—t € number O.f unsuccessfullly restpred connectisnand th?
sion and successfully completes the restoration procedure; dl Wber of primary connectlons dlsrup_ted by both the fall_ure
erwise, the CMN makes a successive restoration attempt ald 8I|nk l. € L and the preemption of higher class connection
the next shortest unselected patiBijjd, and when all the paths réstoration attempts

in the setB;’, have been tried, the restoration procedure termi- B,

nates unsuccessfully. RBPf' = —(—— (1)

Upon arrival of a RESV message, the LMN checks if a chan- ppp

nel is available along the outgoing lirkthat belongs to the RBP¢ depends on the class, the number of attempts al-
chosen backup path . contained in the RESV. If at least|owed for each disrupted connectiafi , (i.e., the number of
one channel is available (i.ed — w > 0, whereu, = pre.computed restoration paths availaiig ), the distribution
>i—o(up)" + pby")), the channel is reserved and the RES¥ the connections to the different classes, and the preemption
is forwarded to the downstream node algng;. If no spare gjicy utilized.
F:hannel is available (i.le,@l — = 0), the LMN activates the 2) Restoration Time: For a disrupted connectiod”, the
implemented preemption policy. restoration timeRT'(d",) is the time elapsed between the oc-
If RP is implemented, the set of channels reserved by backiprence of network failure and the termination, either success-
routes of lower class connections, if not empty, (.= f, or unsuccessful, of the connection restoration procedure.
{fIf € 77 ANej € Cip(ei)}) can be preempted. If WP is g restoration tim&7;"* of a class:; is defined as the average
implemented, the set of channels utilized by primary routes piqiqation time among all the primary connections belonging

lower class connections, if not empty, can be preempted (i rejjapility class:; disrupted either by the failure of linke £
& = {ele € &7 Nej € Cy(ci)}). If RWP is implemented, oy the preemption of higher reliability class
WP is tried with probabilityp if RP is tried first but fails. In all

the preemption policies, the channel preempted is the one be- S e e ey RT(d%)
longing to the lowest possible reliability class. If there are more RTf = 4..a€(G EJHL )C i
than one such channels, the one that was most recently reserved ppyt

: ()
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3) Failure Propagation Ratio: The failure propagation ratio

of a class;; is the ratio between the preempted primary connec- e AL i B
tions and the connection disrupted by the failure of link . o
. v/
' i o o

FPR{ = ®3)

l
This metrics measures the number of additional primary con-
nection disruptions caused by working preemption.

With the assumption that the probability of single link fail-
ure is uniformly distributed among all the network links, the
expected values for all the former three metrics are defined as

Restoration Blocking Probability (RBP) .

°,

°,

°,

-0- RPclass 0
—0- RPclass 1
- RPclass 2
—6- WP class 0
—— WP class 1
—— WP class 2
o pure RWP class 0
¢ pure RWP class 1
v - pure RWP class 2

I I
(4) 6 8 10 12 14 16 18 20 22

H
S,

[£]—1 ME

whereM ¢ is the metric considered for the class
Fig. 2. Expected RBP for various preemption policies.

B. Simulation Setup
Oand a single link failure is triggeréd The restoration proto-

A customized” + + based event driven simulator is utilize d ived i ion II-B.2 is th . d h
to evaluate the performance of the proposed implementationcgﬂ escribed In section lI-B.2 is then activated to recover the

the DIiR concept in restoration schemes. Each bidirectional nEpnnections gffected by the failure. After all the restoration pro-
work link [ € £ of the networkG(\/, £) is assigned a Capac_cedures terminate, the network resources are refreshed back to
ity of §; channels. Each node is associated with an indepéﬂ_—e status at_ Wh_'Ch the network was frozen, and ar_lother link
dent traffic generator which generates connection requests v{ﬁ ure eventis tnggered. The procedure repeats until all single
Poisson distribution at a mean arrival rate)of The destina- ink failure scenarios have been analyzed.

tion node is uniformly chosen among the remaining nodes. The

connection class is also uniformly chosen among a set - C. Results

liability classes. The connection duration time is exponentially This section presents the results obtained by simulations run

distributed with unit mean. Thus the traffic intensity generateg, ihe NSF network [10]. The network topology consists of
by each node i measured in Erlang. || = 16 nodes and£| = 25 bidirectional links. Each link
The restoration time is measured in terms of hops spannedify 4 capacity of, = 32 channels and the number of connec-

the restoration messages. It is assumed that the time a mes$ag€s|asses in the network i§] = 3. The maximum number
takes to propagate from one LMN to the adjacent LMN and { primary and backup paths are respectivehy.q = 3 and

be processed at the receiving LMN is exactly one hop unit timgbs‘d — 5 for each node paifs, d). The number of links (hops)

T, 1s hence predefined as the hop count of the correspondg‘&l’nned by each path is boundediby= 6. A number of 1280

backup path plus two hop u.nits, considering the CompUtati%Qperiments is run for each ranging from 6 to 22 Erlangs.
delay at CMN and the establishment delay of the whole backifych, simulation achieves a confidence interval of 5% or less at
route. . . the 95% confidence level.

Simulation is performed in two phases: the pre-failure phase,:ig_ 2 and Fig. 3 show that both, RP and WP, preemption
and the post-failure phase. _ policies are able to differentiate both RBP andRimong con-

1) Pre-Failure Phase: In this phase, requested connectiongections belonging to different reliability classes. However RP
are routed along one of the available primary paths. In thenqt aple to well differentiate between class 1 and class 0 con-
considered simulation scenario, connections between the sa&{Bgiions. On the other hand, WP is not able to differentiate
(s,d) pair belonging to different classes utilize the same Sgfoarly the RBP and the RT of class 2 and class 1 connections.
of primary and backup paths, i.€2.; = Ps.q andB; = |y addition, as shown in Fig. 6 WP yields high FPR. The in-
B; 4, Vi. Given anode paifs, d) the sets of pre-computed pathgyqqyction of RWP permits to tune the reliability differentiation
are calculated as follows: of connections belonging to different classes, both in terms of

a) Ps,q is the set ofk shortest link-disjoint paths between RBP and RT. As shown in Fig. 4 and Fig. 5, by varying the

andd [8]. _ _ value ofp the relative differentiation between different relia-

b) For each primary pathy, ,;, a setB; 4(p, ;) of secondary pility class connections changes. In addition by choosing an

paths is calculated by applying the Martin's K-Rankingippropriate value fop, it is possible, as shown in Fig. 6, Fig. 4,
algorithm [9] to the graptG(N, £') obtained from the S he simulation { e network o al t fons of rest
graphG(W, £) by eliminating the linkd € p, ;. tion procedure and primary connection addidrop, under the assumption that

The computed paths are sorted by increasing number of hopsse two operations take two different time scales and rarely overlap in time.

2) Post-Failure Phase:After the network reaches a steady 3The RT for class 0 connections drops slightly as load increases, because the

tat d . de traffic int itv. th ti interval between successive attempts of class 0 connections shortens more than
state under a given node trafrc intensity, the connection requfgg increasing number of attempts due to the increasing blocking and preemp-

arrival process is stopped (i.e., the network status is frozefn probability.
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Fig. 3. Expected RT for various preemption policies.
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Fig. 4. Expected RBP for RWP with different valuespof

and Fig. 5, to minimize the FPR for the lowest priority class

while maintaining reliability differentiation.

IV. CONCLUSION

The paper extended the concept of Differentiated Reliability '
(DIR) to restoration schemes. Connections belonging to highf] O: Gerstel and G. Sasaki,
reliability classes are guaranteed lower Restoration Blocking

22

ngpected Rest%ration Time(RT)
T :

0 12 14 16 1
Node Traffic Intensity (Erlang)

Fig. 5. Expected RT for RWP with different valuesof
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—4- RWP p0.25 k4

Failure Propagation Ratio (FPR)
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Fig. 6. Expected FPR for class 0 connections.
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