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Abstract—Monitoring and management have become key key branching points along a tree connecting all interested
requirements for the success of multicast deployment in the receivers|6].

Internet. One of the most important monitoring tasks for — \y o of the work in multicast has been on developing
multicast is to verify the availability of service in the net-

work. This task is usually referred to asreachability moni- necessaryprotocols[?]; dep'OYi_”g them i.n the Internet[8];
toring. In this paper, we present an application layer multi- and providing a number of additional services on top of the
cast reachability monitoring system calledsdr-monitor. Sdr-  infrastructure including reliability[9], security[10], [11],

monitor has emerged in response to the practical need of ver-and congestion control[12]. On the other hand, in order
ifying service availability and detecting potential problems to achieve global deployment, we need the ability to mon-

inter-domain. Sdr-monitorleverages an existing application o fth ti tant itoring tasks f i
and provides close to real-time reachability monitoring for ne of the most important monitoring tasks tor muiti-

the multicast infrastructure. Since its initial deployment in ~ ast is to verify its availability to participating users. This
1998,sdr-monitorhas been serving the multicast community task is referred to agachability monitoring Multicast is

in detecting and correcting multicast reachability problems realized through the creation and maintenance of forward-
in the Internet. In addition, sdr-monitorpioneered anumber ing trees connecting sources and receivers in a multicast
of additional research projects in multicast monitoring and — group. These trees are dynamically created and maintained
management. In this paper, we first present the architecture w0 16 ters, yet there is no feedback information built
of the sdr-monitor system and its outputs. Then, by using . - .

a four-year reachability monitoring data set, we present a into the process. That is, if a tree canr\ot be_ built because
long term analysis of the reachability characteristics of the th€re is no path to the source, the receiver will never know.
multicast infrastructure. Next, by using additional network ~Reachability ensures that sources can reach all existing
layer information, we classify reachability problems. Fi- and potential group members. Reachability also implies
nally, we evaluatesdr-monitor as a reachability monitoring that receivers have multicast connectivity and can reach
system and identify a number of ways in which it could be gl sources. Consequently, verifying reachability becomes

improved. very important to maintain availability and robustness of
Keywords— Multicast monitoring and management, the multicast service between sources and receivers. With-
reachability, sdr. out it, the multicast infrastructure becomes disconnected
and essentially unusable.
I. INTRODUCTION In this paper we present an application layer reacha-

Biéity monitoring system calleddr-monitor Sdr-monitor
evolved into a significant portion of Internet traffic[1]. A s based on multicast session announcements exchanged

. . multi rs over a well-known ion announce-
a result, there is a need to develop better mechanism ¥o ulticast users over a we own session ahhounce

support multimedia data delivery. New network-service@,ent channel, SAP'MCAST'NET' Using a session dlrgc—
tory tool, calledsdr, multicast users announce the avail-

such as multicast delivery[2], quality-of-service[3], [4], 7. . L .
and in-the-network processing[5] have all been propos%%'“t_y of multlhcasst :;?\;I% X'Sdf ON’EV¥h'tE boaé%’ and/c_)tr text
as potential solutions. sessions on the : : chann&ldr-monitor

The focus of this paper is multicast. Multicast offerhas a number of participants and a centralized data col-

. - FEC'[IOH site. Participants listen to the periodic session an-
mechanisms to reach tens, thousands, even millions of re- :
. . . . ouncements sent ksgrand report which announcements
ceivers simultaneously in a scalable and bandwidth effi- . . oo
) . . _are seen at their local site to tedr-monitorsite. A man-

cient way. The fundamental service offered by multicas o
) : ager program at thedr-monitorsite then processes these
is to solve the bandwidth bottleneck problem at the cons . . . .
eports and builds a real-time web page displaying a reach-

. r
tent server. Multicast allows one copy of each packet tq'.,. . . .
Py Pac |I{ty matrix for the global multicast infrastructure.
be sent from a source. These packets are then replicated a - _ _
In addition to the web-based real time interfasdy-
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ture was initially poor but has seen noticeable improveecome hierarchical, reachability monitoring has become
ment during the last two year. In our analysis, we haweore complicated. The opportunity for reachability prob-
identified a number of possible causes for this trend. Oleens to exist has increased. In the current hierarchical
important reason seems to be that during the early deplaysdel, multicast service is realized by running a set of
ment of multicast, it was not considered an equivalent s@rotocols. First, we use a protocol to construct a multicast
vice to unicast. There were almost no traffic monitoring dorwarding tree connecting sources and receivers in a mul-
management efforts dedicated to maintaining robustnéissst group. Currently, Protocol Independent Multicast-
and high availability of the multicast service. Sparse Mode (PIM-SM)[21] is the most widely used proto-

Sdr-monitoremerged in response to the practical ne@®l for multicast tree construction in the Internet. In addi-
of detecting multicast reachability problems in the Intetion, in order to provide inter-domain multicast service, we
net. With the deployment of native multicast in the intetdse Multiprotocol Border Gateway Protocol (MBGP)[22]
domain, the multicast community realized the need forta communicate multicast path availability and Multicast
mechanism to monitor reachability as well as the qualifyource Discovery Protocol (MSDP)[23] to communicate
of the multicast service in the Internet. With this goahulticast source availability among different domains in
in mind, sdr-monitorhas been designed as a convenietite network. Finally, the Internet Group Management Pro-
mechanism to monitor multicast reachability on an intetecol (IGMP)[24] is used by end-hosts to dynamically join
domain scale. Prior tedr-monitor there were no mecha-and leave multicast groups. As a result, the success of
nisms for multicast users to automatically learn the reachaulticast service in the Internet requires successful inter-
bility of their multicast data at receiver sites. On the oth@peration of these protocols.

hand, being an application layer reachability monitoring Soft-state based multicast applications are good exam-
system,sdr-monitoris not necessarily the most effectivgyles that are particularly susceptible to reachability prob-
way of performing reachability monitoring for multicasiems. A general characteristics of soft-state protocols is
(see Section VI). From this perspective, it motivated that sources periodically transmit refresh messages to one
number of additional research projects for performing rgr more number of receivers over lossy communication
lated monitoring and management tasks for multicast ighannels[25]. On the other hand, receivers keep these re-
cluding MRM[13], RMPMon[14], HPMM[15], Multicast fresh messages for a finite amount of time. If a receiver
Beacon[16], Mantra[17], and MCPM[18]. does not receive any refresh messages during a timeout
The remainder of this paper is organized as follows. fieriod, it removes the state from its cache/memory. This
the next section, we motivate the importance of multicaséhavior of soft-state protocols have an important impli-
monitoring. In Section Ill, we present tiselr-monitorar-  cation for soft-state based multicast applications. In mul-
chitecture, its components and the outputs it generatestibast, sources and receivers may not know existence of
Section IV, we analyze long term reachability characterigach other. That is, sources do not get any feedback from
tics of the multicast infrastructure. In Section V, by usinghe receivers (to avoid implosion) and receivers assume no
additional network layer information, we classify reachaource in the absence of update messages (to avoid con-
bility problems into two groups. In Section VI, we provideection establishment complexities, etc.) In this situation,
an evaluation okdr-monitoras a monitoring tool and thelack of update messages at a receiver site may be because

paper is concluded in Section VII. of some type of reachability problems or it may be due to
an in-active source. But the soft-state nature of the applica-
Il. MOTIVATION tion makes the problem hard to detect and hard to isolate.

The ability to establish, monitor and maintain multicast Multicast session announcements are a good example
reachability is an important requirement in today’s hieraof a soft-state based multicast service that is affected by
chical multicast infrastructure. For a globally-scoped apeachability problems. Before having a multimedia ses-
plication, a number of potential receivers may be locatstbn, information is announced to receivers including what
in other domains and the availability of data to these réie session is about, media types, bandwidth, duration, etc.
ceivers may be affected by reachability. Different appl®ne of the announcement techniques that has been used
cations will be affected differently by multicast reachasince the original MBone is to send this information to a
bility problems. Network operators must have the abilitywell-known multicast address[26]. This session announce-
to ensure multicast reachability to all potential receivemnent method is based on the soft-state concept. The per-
Reachability monitoring in the original multicast networlson announcing the session does not know who receives
topology (known as MBone[19]) was relatively straightthe announcement. Furthermore, if some users do not re-
forward. The MBone network topology was a virtual, flateive the session announcement because of some reacha-
network. Reachability, in most cases, was all or nothility problems, they will never know that such a session
ing. Cases of only partial connectivity existed but werexisted. Tools need to exist to give session announcers
not typical[20]. As the MBone has evolved into a naconfidence that the session is reaching most (if not all) po-
tive network service, and as the multicast topology héantial receivers. Potential receivers need confidence that



they are being informed of most (if not all) existing seggraphical user interface sfirtool to provide necessary in-
sions. formation for the entry. This information includes session
name, multicast group addresses, media types, $tir.
I1l. Sdr-Monitor: A GLOBAL SESSIONMONITORING  then creates the entry using the Session Description Pro-
TooL tocol (SDP)[29] and periodically announces it using SAP.
Sdr-monitorhas been developed to monitor reachab#t @ddition,sdr listens to the SAP address for announce-

ity in the global multicast infrastructure. In an ideal cas8€nts by other users. When an announcement is received,
monitoring reachability in a global scale requires sourc€8r caches the information and presents a continuously-
and receivers in all different domains to work together {¢Pdated list to the user. All the announcements that have
collect this information. That is, a sender in each domaft¢en received within the previous hour are included in this
should first send periodic heartbeat messages to a multidigst T0 maintain robustness and keep its list up-to-date,
channel. Second, receivers located in all other domaftf¥ Writes the current set of announcements to a cache di-
should be listening to this channel. And finally, these réectory periodically. This way, when a user stautss, the

ceivers should be reporting what messages they receivéd®l does not have to wait for new announcements to arrive
a centralized sife The centralized site then uses this infT0m the network. Instead, it reads the available announce-

formation to generate a real-time visualization of glob&f€nt entries from the cache, and uses them to populate its
reachability. Even though it is difficult to achieve this ideg@nnouncement list.
coverage, we have attempted to involve as many sites a§? addition to using SAP announcements as a heart-
possible in our study. beat mechanisnsdr has a critical feature that enables us
One way that we attempt to improve coverage is to mal& easily collect feedback from remote participang&dr
becoming arsdr-monitorparticipant as easy as possible"?‘"OWS users to run customized code that executes when
Therefore, our approach has been to build a system bagegain conditions occur. Each user puts its code into an
on existing mechanisms. This has saved development tinié"-tcl” file. When sdr starts, it automatically reads the
and is easier to deploy on a wide scale. Our Systemuiger-specified code and executes it. As we present in the
based on the use of multicast session announcements B84 subsection, we use this mechanism as the basis of our
heartbeat mechanism. This heartbeat serves as a wajnfticast reachability monitoring task.
monitoring reachability. In this section we first describe
thesdr-based multicast session announcement mechaném
and then present thsglr-monitorarchitecture. Finally, we  Sdrbased multicast session announcements provide a
describe the outputs generateddaly-monitot sufficient mechanism for reachability monitoringSdr-
monitoruses available session announcements from topo-
A. Multicast Session Announcements &l Session Di- |ogically and geographically distributed sites to build a
rectory Tool representation of the reachability status in the global mul-
One mechanism to communicate session annountgastinfrastructure. Thedr-monitorarchitecture includes

ments in the network is to multicast them using the Sessiti¢ following components:

Announcement Protocol (SAP)[27]. In SAP, announc&ession Announcement Originators: Any user that

ments are periodically sent to a well known multicast agends multicast session announcements on the SAP ad-

dress (SAP.MCAST.NET) with a certain scope. SAP is@ess (usingsdr or any other tool) becomes a source for

soft-state based protocol in which reliability is achieved dr-monitorheartbeat messages.

periodically sending announcements. Acknowledgmeri§lr-Monitor Participants: Any sdr user can potentially

are not used. Not every receiver is expected to receive 8¢ a part of our project. During our monitoring period,

ery announcement every time it is sent, but enough sho&Ri-monitorhad around 120 registered participants. On

be received to build an accurate session list. From a reagkerage, there were 25 active participants at a time. These

ability perspective, these SAP packets are a good sourc@afticipants use aender scripto deliver theirsdr cache

one-way ping messages; sent from a widely scattered @@tries to thesdr-monitor collection site (see Figure 1).

of sources; and received by a potentially large number Biis sender script is a sméilcl script that is appended

receivers. to thesdr.tcl file. While sdris running, the sender script
Sdris the most Commomy used tool for Creating and@ins paraIIeI tosdr. At every hour, the sender SCfipt first

communicating session announcements[28]. When a uk¥gessdr to write the current set of announcements to

wants to create an announcement entry, he/she usestfigecache directory and then sends these announcements
to the sdr-monitorcollection site via email. This mecha-

lUsing a centralized server may create a potential bottleneck ohism provides a reliable method to collect the available an-

ingl int of failure for th lication. Extending this architectur: . .
single point of failure for the applicatio ending this architec LII['Tiouncements at remote sites. The email sent by the sender
to a distributed one is possible but is not necessarily the focus of this

work With sdr-monitor using a centralized approach did not cause ar§cfipt also includes .other usefgl information inC!Uding a
scalability problems during our monitoring efforts sequence numbeiThis number is used to determine how

TheSdr-MonitorArchitecture



Sdr—monitor Sdr—monitor H P
Participant Participant trix are sorted based.on the number of_current parﬂupgnts_
1 1 reporting these sessions. The most widely seen session is
Announcement

Originator

Sdr appl
Tcl script
Eache

Sdr—monitor
Site

reported first.

Participant List: The participant list displays information
about currently activedr-monitorparticipants in a table.
Each row in this table contains information about a partic-
ipant including the email address, geographic location, IP
address, and the number of global session advertisements

A seen and not seen. Entries in this table are sorted by the
nnouncement

Originator number of sessions visible to the participant. The partici-
= pant seeing the most sessions is shown in the first column.
_____ SAP/UDP archive Assuming a large number of participants from diverse
SMTP/TCP places around the world, tredr-monitorweb page dis-

plays the reachability status between a large number of
networks. Because only globally scoped announcements
are displayed on the web page, all participants should see
long sdrhas been running at the participant site. all the announcements. By examining this real-time snap-
Central Collection/Processing Site:At the sdr-monitor shot, the web page can be used to quickly detect reacha-
site, a manager receives emails from remote sites and piity problems in the infrastructure. Over the course of
cesses them. The manager runs as a daemon processH8@roject we have become relatively adept at seeing pat-
periodically checks for incoming email messages. Theérns in the matrix. Some conclusions that can be drawn
manager uses these messages to generate a web pageyisoking at the web page include:

playing a reachability matrix. The web page is continually o 1o\ with a single white cell indicates that the session

updated as new information is received. In addltlgn, i nouncement originator has local connectivity problems.
manager takes a snapshot of the reachability matrix eveiyery row must have at least one white cell or otherwise
hour and archives it for long-term analysis. More detailgy, monitorwould not know about it. The one white cell

about each are described next. for these types of sessions corresponds to either the session
announcement originator or another participant close to it.
« A column with more than one but still only a few white
Sdr-monitorproduces two outputs: areal-time web page|is is an indication of a locakceptionproblem. If this
and an archival data set. Tiser-monitorweb page dis- site is also a sender, this result can be correlated with the
plays the current view of global multicast reachability fosppropriate row to determine if there are bi-directional
all known gIObaI sessions for eﬂUr-monitorpartiCipantS. reachabi“ty pr0b|ems_ However, we have frequenﬂy ob-
The archival data set s a snapshot of this reachability takgstved that connectivity is working in one direction, but
once an hour and used for long term reachability analysifat both. In most of these cases, sites experience reception
i problems.
C.1 Sdr-MonitorWeb Page « Because of the way the matrix is organized, white cells
The web page is used to give the multicast communidye concentrated in the upper-left corner and black/red
a close to real-time picture of reachability in the multicasells are concentrated in the lower-right corner. If prob-
infrastructure. It consists of two parts: a session reachalbdms do occur, the reachability matrix will concentrate the
ity matrix and a participant list. These two parts are furtheegative results in the lower-right corner.
described as follows: « One of the most interesting cases occurs when a group
Session Reachability Matrix: The session matrix visu- of white cells appears in a block of black/red or a group
alizes whether each globally announced session is knowfrblack/red cells appears in a block of white cells. These
to eachsdr-monitorparticipant. A snapshot of part of thecases may indicate potential connectivity problems within
matrix is shown in Figure 2. The first column container between multicast capable domains. In general, since
session information including name, time-to-live (TTL)the multicast community works to ensure that the infras-
IP address of the announcing host, and a time offset siriagcture is not split, these types of patterns should not oc-
the last timesdr-monitorreceived a report with this an-cur. Therefore, this is likely to be an important error con-
nouncement in it. Each of the remaining columns corrdition and should be correctable. However, understanding
sponds to an activedr-monitorparticipant. A white cell the actual causes of these problems require network layer
in a row means that the session announcement in this nmenitoring and investigation and is currently left for fu-
is visible to the participant represented by the column. #re work. When conducting our analysis, we focus on
black cell (red on the web page) means that the sessgurantifying and characterizing the duration of these types
announcement is not visible. Announcements on the ntd-events.

Fig. 1. Thesdr-monitorarchitecture.

C. Sdr-MonitorOutputs
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Fig. 2. A snapshot of the session reachability matrix fromsitiemonitorweb page.

« For session announcement originators, if we knew teession announcement mechanism useddrnproduces
network they exist in and which networks are inter-domagender-to-receiver reachability information. Usstly, we
peers, we could correlate black/red areas. This would eknnot monitor reachability in the reverse direction, i.e.
low us to identify peering problems between specific naeceiver-to-sender reachability. Focusing only on source-
works. Currently, we do this on an ad hoc basis. A futute-receiver reachability, there are two perspectives that can
work in this direction is to incorporate the functionalitype taken. They are:

into the web page automatically. « Source-Based Reachability For each site announcing

C.2 Archival Data Set ansdr_session, we compute the percentagedlfmoni_tor
participants who see announcements from that site. To

The archival data set contains information taken frogalculate this, we count the number sdr-monitor par-

the reachability matrix on a periodic basis. A snapshgitipants who see the announcement and divide it by the

of the reachability information contained in the web paggumber of currensdr-monitorparticipants.

is captured at one hour intervals and stored for later useReceiver-Based Reachability For eachsdr-monitor

Entries in the data set indicate which session announggrticipant site, we compute the percentage of global ses-

ments were received by whickdr-monitor participants. sions seen. We take the number of announcements seen by

In the following section, we use this data to analyze longh sdr-monitorparticipant and divide it by the total num-
term reachability in the multicast infrastructure and quager of currently announced global sessions.

tify and characterize reachability problems. The difference between the two is mostly seman-

IV. REACHABILITY ANALYSIS tic. Therefore, we only need to consider one type of

reachability—source-based reachability.
In this section, we present a four-step analysis of four

year's worth ofsdr-monitordata. In the first step, data isA. Phase 0: Data Collection
rocessed to remove mis-formed and non-globally scope .
P 9 y P dOur analysis is based on a data set collected between

sdr announcements.  In the second step, Ve process Rﬂ)eril 1, 1999 and March 31, 2083 During this time, as
data further to remove artifacts caused by intermittent qe

! ) ong assdr was running at a participant site, our sender
haviors of sdr users, session announcements, sdd ; L . L .

) - script (running in these sites) periodically packed the avail-
monitor participants. At the end of the second phase W% . . . .

o able session announcements into an email and sent it to the

hope to have eliminated all of the problems caused by us:- ) . : .
. ) e ) sdr-monitorcollection site. Results reflect our estimate of
ing sdr as the underlying reachability mechanism. In the

. . Iy what participants actually see at their remote site. How-
third step, we specifically focus on reachability problems : . )
, i . ver, this may not be the actual reachability at these sites.

and attempt to characterize their number and duration. Fi- : . . . :

. . the remainder of this section, we list problems we iden-
nally in the fourth step, we closely examine the reachabl:.
. . . fified and how we processed the data set to remove those
ity characteristics of a large number of session announcin

. . problems.

sites and report our conclusions on them.

_ There are two types O_f reachability _that could be con-=pye to an un-detected problem, our system failed to archive reacha-
sidered: sender-to-receiver and receiver-to-sender. Hiigy data between April 2002 and July 2002.



B. Phase 1: Pre-Processing and Initial View reachability; 62% of sites had less than 50% reachability
our data set includes a number of entries that are ﬁ&d 95% of sites had less than 75% r_eachablllty. Notewor-
thy about these results are the following:

useful for global reachability monitoring. In general, ei- >
ther the data appears in the cache even though it is not b&2verall reachability seems very poor. There are a large

ing refreshed or the data is for a non-global session. TRgfceNntage of announcing sites (approximately 30% dur-
specific types of filtering we perform in Phase 1 are as fdRd the first two years and 20% during the last year) that
lows: send announcements seen by less than 25draefnonitor

« Announcements with TTL less than 127 All an- Participantsites. , S
nouncements with a TTL of less than 127 are filteretj, R€@chability varies wildly. There are no distinctive
This is done because it is difficult to determine which- (F€Nds and significant variability exists day-to-day.

monitor sites should actually see these “less-than-global” " tYing to understand the results, we have found that
session announcements. dynamic behavior amongdr users, session announce-

. Administratively scoped session announcementgll Ments, andsdr-monitor participants contributes signifi-
administratively scoped session announcements includfi@!tly- In the next section we look to process the data in
those announced with a global scope are filtered. Eveich @ way to eliminate all problems related to ussdg

though these sessions may have a global TTL, they vAf the underlying reachability monitoring mechanism.

likely be blocked at administrative boundaries.
« Stale announcements All announcements that hav
not received a soft-state update in the previous hour ardn this section we deal with the artifacts of usisgdy as
considered “stale” and filtered. Stale announcemeiti® underlying mechanism for monitoring reachability. In
might be sent bydr-monitorparticipants for several rea-particular, we must deal with the following problems:
sons. First, old versions afdr do not expire stale an- Sdr-monitor Participant Behavior. In the data collection
nouncements properly. Second, when a user stdrtshe period, not allsdr-monitorparticipants were runningdr
tool reads in the cached announcements and treats theEmtinuously. This means that not all participants are con-
as newly received announcements. When the sender sdiiptously reporting the sessions in thedr caches. There-
code is invoked, it will paclall announcements into a filefore, the number and identity of participants actively send-
and send them to thedr-monitorcollection site. In the ing their reports is not constant over long periods of time.
first email received, it will look like announcements foburing the first three years, the number of active partic-
some sessions have been received even though this isipatts has been between 15 and 35 with average of 26
the case. By looking at the last time an announcement wasticipants per hour and this number has dropped down
actually received, we can decide whether it is stale atwlas low as 10 participants during the last one year. Since
should be removed. each participant has a potentially different picture of global
Before presenting results after Phase 1 processing, itéachability, their joining and leaving can cause dramatic
worthwhile to note that we consider reachability of arshanges irsdr-monitois results.
nouncemensitesrather than that of individual announceBehavior of Session Announcing Sites.Similar to the
ments. Different sites are responsible for different nurabove problem, the number of sitesurcingsession an-
bers of session announcements. Some sites advertisa@gicements is also dynamic. The number of sites send-
much as couple dozen sessions. However, we are omg announcements has been between 22 and 48 with an
interested in reachability on a per-site basis and not paxerage of 35 sites per hour. The results show that sites
announcement. Therefore, in order not to skew our resutsquently start and stop sending session announcements.
by arbitrarily weighting certain sites, we consider a sité some cases, even though a session has not endedythe
only once in our analysis. tool advertising the session may be stopped. Like partic-
For each session announcing site, we compute a daggnts who see different sets of sites, session announcing
average reachability. This is computed by averaging thides will be seen by different sets of participants. Each
reachability of sites for each day using our local time zotime a site starts or stops advertising a session, it affects
ing (Pacific Standard Time). Reachability of a site is conthe perceived global reachability.
puted by dividing the number of participants receiving dReachability Changes at Announcement Start and
announcement by the total number of active participanEnd. When a site starts sending a session announcement,
We then divide announcing sites into four groups bas@dakes some time until the announcement reaches all par-
on their daily average reachability. The four groups arécipants. During this startup period, the number of sites
sites having reachability percentages of 0%-25%, 26%ho immediately see a session will be relatively poor. It
50%, 51%-75%, and 76%-100%. Figure 3-a shows tienot possible to take an accurate measure of reachability
breakdown of results over three year-long period. Asitil all participant sites have had sufficient time to receive
an example, according to this figure, at the beginning ah announcement. Similarly, when a session announcing
April 1999, 38% of announcement sites had less than 25dte stops advertising a session, inaccuracies can also oc-

eC. Phase 2: Removing Sdr Artifacts
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Fig. 3. Average reachability for session announcing sites: April 1999 to March 2003.

cur. In order to estimate what the start and end behavira session announcement. There are two reasons why a
is, we have isolated a set of cases from the data set. Ds#asion would be removed from adr cache. First, the
with the following properties was used: 1) a session lastedd of a session’s lifetime may be reached. In this case,
longer than 12 hours, 2) it had at least 10 participants ir should be able to use the wall-clock-time to determine
porting it as visible at the end of the first 12 hours, and, #)at the session advertisement lifetime has ended. Second,
all these participants were continuously reporting tedir a session may be prematurely terminated. Eitherstire
caches during this 12 hours. We identified announceméol announcing the session could be terminated or the par-
chunks with these properties and computed their averdgellar session could be deleted. In either case, the session
visibilities at each hour during this 12 hour period. Figs no longer announced. Other caches should remove the
ure 4-a shows the average reachability at the beginningseksion after not receiving an announcement for an hour.
a session announcement. According to this figure, it takeigure 4-b shows the expected behavior and the observed
two hours (two snhapshot periods) for announcementshkiehavior. The difference between the two is as a result
reach majority of thedr-monitorparticipants (80% of the of our archival process and does not conflict with the ex-
participants) and then the figure presents a heavy-tail diected behavior.

tribution. Short Lived SessionsDue to reachability behavior at an-
We conducted a similar analysis for behavior at the enduncement start and end, sessions with a short lifetime
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Fig. 4. Reachability at start and end of a session announcement.

Y . . . . . . —  cording to this figure, overall reachability improves but the
10K H | same general patterns still exist.

w b |1 D. Phase 3: Frequency and Duration of Reachability

Problems

o After Phase 2 processing we believe we have a data set

| that only includes end-to-end reachability problems. Our
goal now is to analyze the frequency and duration of these
n HWH . H problems. However, before continuing, it is worth making
5 10 15 20 25 30 35 40 44 one final comment about the usesdfr traffic as a reach-
Announcement duration (in days) ability heartbeat. Sdr traffic is bursty, sent infrequently,
: : : : : : and susceptible to loss. So while network connectivity be-
Ei in | tween two sites may exist, there is no guarantee stiat
traffic is actually received. We accept this as a charac-
teristic of our system and even embrace it. Our sense is
that if periodic traffic over the course of an hour cannot be
received, then criteria for connectivity are not being met.
Other research efforts are underway that analyze network

layer statistics[30], [31].
H H The remaining analysis is based on characterizing a spe-
6 8 10 12

> 4 cific type of reachability problem. This analysis was con-
Announcement chunk duration (in hours -- up to 12 hours) ducted using the data set produced by Phase 2 processing.
The specific event we are looking for can be described
Fig. 5. Breakdown of global announcements based on lifetimas follows: an sdr-monitor participant site initially sees
a session announcement and then does not; while at the
same time othesdr-monitorparticipant sites continue to
particularly contribute to poor perceived reachability. Figsee the announcemefithis type of reachability problems
ure 5 shows a breakdown of session announcementsgBy.r only after asdr-monitorparticipant first receives an
lifetimes. This figure shows that there are a lot of aRmnouncement, and then does not. We call such events as
nouncements with a very short lifetime. These announGgachability loss eventsin order to compare the number
ments contribute to poor perceived reachability becausejoss events to the total number of events we define a
the announcement has started and ended befosdall syccessful reachability transiticevent. This event occurs
monitor participants have had time to receive and caclgen a session announcement is seen bgdarmonitor
the announcement. participant in two consecutive snapshots. By using these
The above reasons clearly affect the reachability ch&mwro types of events, we computed the percentage of loss
acteristics displayed in Figure 3-a. However, they are aNents for each day during our monitoring to be around
related to the mechanism that we use to collect reachabi (figure not shown). By reporting loss events as a per-
ity information. From a multicast reachability perspectiveentage, we normalize the number of loss events over the
they are not the true reachability problems that we are imamber of participants and the number of source originat-
terested in identifying and characterizing. Once we ideimg sites.
tified these types of problems, we were able to filter themHaving quantified the number of problems, we now at-
out from the data set. Figure 3-b displays the reachalidmpt to characterize problems as short-lived or long-lived.
ity characteristics after the Phase 2 filtering process. ARroblems that lasted for only a short time partially con-
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Fig. 6. Duration of reachability outages.
Fig. 7. Grouping of session announcing sites based on their
health.
tributed to the irregular reachability characteristics shown

in Figures 3-a and 3-b. Our analysis consisted of first idepAnnouncement Site || Leum | Vavg | Ruyo | Health

tifying all the cases in which aedr-monitorparticipant | Univ Oregon 29421| 0.764| 0.880| 0.672
saw a session, then did not seaitd then saw it againif | ENST, (FR) 17703| 0.392] 0.809| 0.318
we were to use only reachability loss events, there wol IM‘;?UQ'V{T(SE) Egg?, g.ggé 8.222 8,232
be cases when a session was seen and then never segp =2 : : .
1‘[J’CSB 14703 | 0.707 | 0.774| 0.547

again. We would r_10t be able to_ teII. if the loss conditio 'CANARIE INC, (CA) || 14524| 0.472| 0.796| 0.376
was permanent or it was a combination of a loss event anghseq 10076 | 0615 0.717 | 0.441
the end of a session. Figure 6 shows a distribution of theere (Ca) 9594 | 0506 0.753| 0.381
reachability outages. The results, shown on alog-scale, €George Mason Univ | 9582 | 0.207 | 0.855| 0.177
hibit characteristics of a heavy-tailed exponential distribl-MulticastTech.com 8804 | 0.697 | 0.926| 0.645
tion. Most reachability outages are short-lived. However, TABLE |
some outages lasted SeYe’a' days. Our_ own qualitative CNEALTH OF THE 10 MOST ACTIVE SESSION ANNOUNCING
perience, based on continuously advertising the Interactive
Multimedia Jukebox (IMJ) sessions, suggests that outages
can even last for weeks at a time.

We use the reachability characteristics of session an- _ . _
nouncing sites to analyze reachability characteristics f0f¢ S€SSIon announcing sites.
the global multicast infrastructure. In this part of ou ) - ,
analysis, we classify session announcing sitpes ba::,edlr_:c')nPhase 4. A Closer Look at Individual Sites
their average reachability’,,) and their non-outage rates In this part of the analysis, we study the reachability
(R,.0). Average reachability for a site is the average of itharacteristics of individual session announcement sites
reachability ratios during its lifetime. The non-outage ratiduring a variety of time periods. Our focus in this anal-
for a site is the ratio of the number of time intervals withowtsis is to step through some interesting or abnormal cases
a reachability loss event to its lifetime. We definealth to better understand what exactly is happening during a
of a site as the product of its average reachability and iachability outage. In all, we studied 50 cases. Each case
non-outage ratio. A site with very good reachability ancorresponds to a session announcing site sending out con-
a high non-outage ratio will have a product close to oriecauous announcements during some time frame and the
and is considered a healthy site. On the other hand, sis@s-monitorsite receiving continuous feedback informa-
with poor reachability and/or low non-outage ratio will béion from at least 15-20 participants during this time. 28
unhealthy. Figure 7 shows a grouping of sites based ohthese cases correspond to session announcements from
their health. In this figure we only consider sites with senders located in the United States or Canada and 22 cor-
cumulative lifetime {..,,) of more than a day. Accordingrespond to announcements from senders in Europe. The
to the figure, a majority of sites are not healthy (heaith duration of the announcements ranges from 122 hours to
0.3). Most of the unhealthy sites are unhealthy becausel®85 hours with an average of 516 hours.
a low average reachability. Only a few sites are unhealthyln this analysis, we computed two different hourly
because of a poor non-outage ratio. A majority of the sitesachability values for the sender (session announcement)
with relatively good health (over 0.6) are the ones witkites: one with respect to US receivers and the other with
a relatively short lifetime (with a few exceptions). Poprespect to European receivers. Then, we computed three-
ular/frequent session announcing sites have only averdgeir average, daily average, and overall average reachabil-
health. Table | shows the health ratios for the 10 most aty values for each sender site. Tables Il and Ill summarize

SITES.
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Fig. 8. A US sender located at Georgia Tech

our findings for US and European senders respectively. In

these tables, we group sender sites based on their ovdfsiPectively. According to the first figure, the reachabil-
reachability characteristics with respect to US and EurlY With respect to US receivers is quite good for the first
pean receivers. As an example, the bottom row in Tabled{2 hours. Then on Feb 10, 2001, it suddenly drops down
indicates that out of 28 sender sites located in the US, $@ 10% reachability level. According to our data, the
had good reachability with respect to US receivers, 3 h4f% reachability corresponds to one US receiver thatis an
average, and 3 had poor reachability with respect to US §éi_r-mon|torpart|c|p'ant located in Georg_lq Tech. On the
ceivers. In addition, the second column in the same taQ1e€r hand, according to the next figure, initially, European
indicates that out of the 22 US senders with good reacti§@chability was fair but degraded slowly. Then, starting
bility in US, 15 also had good reachability with respect tfom Feb 2, 2001 it improved significantly and stayed at

European receivers, 6 had average, and only one had pHd#% for around 192 hours. Finally on Feb 10, 2001, it
reachability with respect to European receivers. went down to 0% reachability. This case clearly shows
One observation from the above tables is that the inti@t on Feb 10 a local connectivity problem occurred and

continental reachability for US senders is better than tH3€ Sender at Georgia Tech lost its connectivity to the out-
of European senders. Another interesting result is trag€ world.

when the intra-continental reachability is poor for a US The second case is about a US sender (a Real.com
sender, the inter-continental reachability (with respect server) with an unstable reachability pattern with respect
European receivers) is also poor. However, this is not néo-European receivers. Figures 9-a and 9-b presents the
essarily the case for European senders. There are seveoally reachability of this sender with respect to US and
cases where the intra-continental reachability for a EurBuropean receivers between Oct 4 and Oct 19, 2001. Ac-
pean sender is poor while the inter-continental reachabiligrding to the figures, the US reachability is quite good
(with respect to US receivers) is good or fair. The tabldésr the announcement duration. However, the European
also depict that the reachability is more unstable in Europeachability has significant instability. The number of Eu-
than in the US. One potential reason for this behaviorigpean receivers represented in this figure ranges between
the fact that during our monitoring time some of the Eurd and 8. The figure suggest that there were periodic reach-
pean sites were connected to each other via a connectdbility problems between the sender site and a number of
that goes through the US. receivers in Europe. A close examination of this behavior
In the rest of this subsection, we present results for threlgows that this has been the case for the three individual re-
different cases as examples for reachability. Figures &eivers in Europe that were having alternating reachability
and 8-b present hourly reachability of a US sender sitelfahavior to this sender site. We believe that these reach-
host at Georgia Tech) for 846 hours starting at 21:40 ability problems are caused by network congestion and/or
Jan 13, 2001, with respect to US and European receivarslticast connectivity problems between the continents.
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Fig. 9. A US sender from Seattle Fig. 10. A European sender from Sweden

The final case is a European sender (a server at Lufg@work and so multicast becomes more stable.
University in Sweden) with an interesting reachability patnter-domain Connectivity/Peering Problems: Another
tern with respect to European and US receivers. Fi@bservation is that a number of announcements are only
ures 10-a and 10-b present the hourly reachability resul@ported by one or a few number of non-local participants.
These figures correspond to close to 15 months of reachtthese cases, announcement originating sites sainel
bility data for this site. This case is of interest because ftonitor participant sites may not be on the same local
almost 100 days the reachability with respect to Europe@@twork, but are topologically close to each other—likely
receivers was nearly 0% while the reachability with respetithin the same autonomous system (AS). Reachability
to US receivers was fairly good. This is somewhat countefoblems to other domains can be linked either to inter-
intuitive. We expect that sites within the same continedpmain peering mis-configurations or more fundamental
have better network connectivity to each other. From tHp§otocol problems. The limitations of the Multicast Source
perspective reachability among European senders and Bigcovery Protocol (MSDP)[23] is an example of a possi-
ropean receivers should be better than reachability amdtg source of problems.

European senders and US receivers. However this particSo far, we used our monitoring data to present the long
ular European sender site as well as a number of othtggn reachability characteristics of the multicast infras-
reported in Table IIl suggest that this is not necessarily $gicture. This information is collected at the application
As we mentioned above, this is partly because some of tAger from the network end points. In the next section, we
European sites have direct connections to the US. use additional information (network layer multicast path
OI%lgformation) to identify potential reasons for reachability

We end this section with some qualitative conclusi
[oblems.

about the causes of these reachability problems. These’
clude:

Local Connectivity Problems at Participant Sites: Dur-

ing the data collection period, we observed cases in whichin Section IV-D, we presented a number of potential rea-
some participants reported only the announcements thahs for reachability problems. These analyses are based
were local to them. However, the data suggests that loocal application layer information collected bgr-monitor
problems are not permanent. When these local problemsthis section, we use network layer monitoring infor-
are solved and re-occur they create a significant numbenadtion to classify reachability problems into two groups:
reachability loss events. Our belief is that local connemulticast connectivity problems and other problems. For
tivity problems occur frequently for some sites. For theskis, we use multicast path information collected from the
sites, multicast is a relatively unstable service. Over timaegtwork using a multicast version of the traceroute tool
sites become more experienced at correctly configuring tedled mtracg32]. In the rest of this section, we first

V. CLASSIFICATION OF REACHABILITY PROBLEMS
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briefly describe hownmtraceworks and then present ourinformation cannot be communicated to other domains,

analysis. (2) policy and/or administrative issues where a network
may be configured to block multicast data coming from
A. Mtrace a certain domain or source, or (3) multicast tree construc-

Mtrace is a multicast version of théraceroute util- tion and maintenance problems due to buggy implementa-
ity[32]. It is used to discover the multicast path betwedin or mis-behaving protocol functionality in routers[20]
a given receiver and a source in a multicast group. TfRarly dropping of forwarding state in routers, etc.).
trace starts at the receiver site and works in the reverséit this point, we usentraceto divide reachability prob-
direction toward the source site. On receiving an mtrat&ms into these two groups. Our reasoning is thattiface
query, the last hop router at a receiver site starts the tréetirns a valid path between a source and a receiver, mul-
on the reverse path toward the source site. Each routertigast connectivity between the two sites does in fact exist.
the path appends its response block to the request pat¢ikewever, if mtrace does not return a valid path, we con-
and forwards it to the next upstream router on the way €fide that there is a multicast connectivity problem.
the source. When the request packet reaches the first hopuring our monitoring effort, we ran a total of 74,424
router at the source site, it contains the complete path mtraces between session originating sites siremonitor
formation. This information is then sent to the query origparticipant sites. Out of these traces, 73,128 were third
inator. Mtrace allows users to run third party mtraces, iparty mtraces and only 1,296 were between our local site
the mtrace initiator need not be the source or the destiflacsb.edu) and 164 unique remote sites. We use the latter
tion. In such a case, in order to start the trace, the mtre&s$ of mtraces (1,296 traces) to classify multicast problems
initiator needs to reach the last hop router at the receiveto connectivity and non-connectivity problems. The rea-
site. This can be done by running an mtrace from the irion why we do not use the third party mtraces for our anal-
tiator site toward the receiver site. However, if this mtragsis is that most of the time these traces were unsuccessful
is not successful, then the initiator may not be able to sthgcause we were not able to reach the last hop router at

the actual trace. receiver sites to start the trace. Therefore, a majority of
these traces resulted in a failure before starting the actual
B. Mtrace-based Problem Classification trace between the remote sites. However, we believe these

As we mentioned previously, multicast depends dailures do not necessarily indicate multicast connectivity
proper operation of several different protocols includingd/or reachability problems between the remote sites.
PIM-SM, MBGP and MSDP. MBGP is used to commu- Table 1V presents our classification of reachability prob-
nicate multicast path availability between multicast effMS between our local site and remote announcement
abled domains. It is responsible for making sure that tA#€s. According to this figure, 24% of the reachability
global multicast infrastructure is connected and there d¥oblems are non-connectivity related problems and 38%
ists a valid path between any two end points in the netwof¥, the problems are local connectivity problems (mtrace
On the other hand, MSDP is used to communicate the dailed before exiting our local domain). We argue that the
dresses of active multicast sources to potential receivi4gal connectivity problems presented above can be easily
in remote domains. This information is then used by réixed/removed with some amount of effort at the edges of
ceivers to join and receive data from these remote sourd®§ network. This leaves us with the non-local connectiv-
Finally, PIM-SM is used to create multicast forwardindfy Problems as the most important problems. If we as-
trees between sources and receivers. sume that our local site is representative of the majority of

Based on this protocol architecture, we can group tRaulticast user sites, we can conclude that a significant por-

reachability problems that we observe at the applicatiRn of reachability problems (38%) can be easily corrected
layer as follows: with some amount of monitoring and management effort

1. Multicast connectivity problems: This refers to the atindividual end networks. However, the rate of non-local

lack of multicast connectivity between the source site af@nnectivity problems (38%) suggest that the multicast in-
the receiver sites in a multicast group. These pr0b|erfrri§structure itself has a significant number of problems.
are most likely MBGP problems. That is, MBGP does not\/I
provide a valid multicast path between the source domain *
and the receiver domain. When a receiver joins a source
group, the join message cannot make its way to the sourceAs a monitoring toolsdr-monitorhas a number of areas

2. Non-connectivity related problems: This refers to that could be improved. In large part, many of the prob-
the case where there exist multicast connectivity betwelems relate to the use of SAP as a heartbeat mechanism.
source and receiver domains but the receiver cannot getthese problems include:

source data or may not even know about the existencesdfack of flexible monitoring: Sdr-monitorcan only re-

the active source. This type of problem may have sevepalrt reachability between sites that are advertising sessions
causes including: (1) MSDP problems where active souraedsdr-monitorparticipants. Furthermore, this reachabil-

EVALUATION OF Sdr-monitorAS A MONITORING
TooL
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Mtrace-based Problem Classification and the burd_en of qontlnuously op(_aratlpg multicast as a
network service. Finally, from a historical perspective,
Successful traces 24% sdr-monitorhas become one of the first widespread muilti-
(L”O”'ICO””eCt't‘_’"fi’ problems) (31%;3%5) cast monitoring systems. It has served the multicast com-
ocal connectivity ° munity in detecting and correcting multicast problems and
problems (490 traces) ioneered a number of additional research efforts for vari-
Other (non-local) 38% P i o
connectivity problems (496 traces) ous multlc_ast monltorlng_anpl management t_asks. _
TABLE IV We believe that monitoring and managing multicast
M have become key requirements for the success of deploy-
TRACE BASED CLA;;('):E:;'SN OF REACHABILITY ment in the Internet. Since multicast continues to exist as

an experimental Internet service, having a highly available

and highly robust multicast service will encourage con-

tinued evolution.
want to deploy the service in their network and application

ity is in one direction only.

Internet Service Providers (ISPs) will

o Lack of heartbeat message control Sdr-monitorcan- providers to consider using multicast as the communica-
not control the frequency of heartbeat messages senttioyy model in their applications. This exercise will then
sources. Packets are sent periodically (approximately omesult in a globally deployed multicast service. In addi-
every 5 minutes), and this may not be sufficient to estafien, since multicast has been one of the first value-added
lish the routing state necessary to measure reachabiligrvices to be deployeih the Internet, its success will
Furthermore, periodic, single packet transmissions are help encourage other value-added network services, such
sufficient to give us a measure of the quality of the conneas quality-of-service (QoS), to be deployed in the Internet.

tions between sites.
« Lack of consistent monitoring. Because both source
sites and participants can come and go at will, the resufts
can change dramatically even though overall reachability
does not change significantly (see Figure 3-b). 2]
As we mentioned beforesdr-monitoris one of the

first tools developed for inter-domain multicast reachabil-
ity monitoring. Sdr-monitorhas received widespread acl®!
ceptance by the multicast community. During the last four
years (since April 1999), there has been over 120 peopie
participating in our monitoring effort. During this time,
the sdr-monitorweb site has been receiving 300-400 hitﬁ
per day. Multicast users have been frequently using t lz
web site to learn about the reachability status of their g}
nouncements as well as detecting potential multicast prob-
lems in the network. More recently, many of the above

. : . -7
mentioned problems have been fixed in a follow-on prole[c%
to sdr-monitorcalled the Multicast Beacon[16].

8]
VII. CONCLUSIONS

In this paper we have addressed reachability monitggst
ing as an important multicast management task. We have
stressed the importance of reachability monitoring ar[lldo]
presented a systersdr-monitor to perform this taskSdr-
monitor is used to monitor the reachability status of the
global multicast infrastructure and report results via a redld]
time web interface. Using this system, we have collected
reachability information during the last four years (Apriilz]
1999 to March 2003). With this data, we have analyzed
long term reachability characteristics for the multicast in-
frastructure. Our results show that reachability was vel3?]
irregular and generally poor in the first two years, but has
slowly improved. We believe that the reasons for this in-
clude the complexity of the multicast service architecture
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