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Abstact

Building on the succes®f unicastIP, IP Multicastadopteda simple open,best-efort deliverymodel
with broadcast-within-a-gsup semanticsDespiteseveral years of effort, thereseach communityhasbeen
unableto producescalableandreliable end-to-endransporton top of this model.Proposedsolutionsare
either not fl&ible or incur high contsl overhead.

Many of theseproblemscanbe significantlysimplifiedand perhapssolvedwith networkassistancean
appmoad which hadbeendismissedintil recentlydueto concernsaboutviolatingtheend-to-endargument.
Sud violation occurs whennetworkelementgperformtransportlevel opemtions.We claim that network
assistancés possiblewithoutviolating the end-to-endargument e presentLight-weightMulticast Ser-
vices(LMS),which enhancdheexistingmulticastmodelwith simpleforwarding servicegshatdonotrequire
transportlevel actions.Using LMS, routers tag and steertransport-level contiol padetsto selectedend-
points, thus preservingthe location advantae of the routers while pushingtransportprocessingto the
edges.

LMSfacilitatesveryefficientsolutiongcompaedto pure end-to-endcemesjo problemdike scalable
reliable multicast.We showthat shifting the processingrom routeis to endpointshas minimal impacton
eficiency(compaedto theidealizedtransport-awae networksolution),while offering significantgainsin
termsof scalability, reducedapplicationcompleity and easeof deploymentWhatdistinguished MSfrom
otherschemadsiits ability to easilyhandledynamicgroupsandtheminimaloverheadt incursatthenetwork
and the eceives.

1. Intr oduction

ThelInternetarchitecturas largely responsibldor the undisputedsucces®f the Internettoday At the
coreof this successiesthe simplicity andeleganceof thelP protocolwhosedesignwasguidedby theend-
to-endprinciple[12].Internetarchitectgealizedthatby foregoingthewire-likerobustnes®f traditionalnet-
works (lik e the telephonenetwork) andaddingintelligenceat the endpointso compensateq network can
not only be built on a muchsimpler cheaperlndhighly scalableinfrastructurebut canalsoadopta very
flexible service model well-suited for a wide range of applications.

1. Currently on leae of absence to Cisco Systems.



The Internetarchitecturds basedon the so called best-efort servicemodel. The interactionof store-
and-forwardpacletforwarding,finite buffering andbursty datasource®ccasionally}causesongestiorand
lossin theInternet. Applicationsrequiringbetterthanbest-efort reliability mustcounteractossby enrich-
ing end-to-endransmissiomwvith error control. Error controlis thecomponenbf acommunicatiorprotocol
responsiblefor detectingand recovering loss. Error control hasreceved wide attentionin literatureand
good references include [1,2].

Internet Multicast dehuted about ten yearsago[5] and was welcomedas a natural extensionand
enhancementf the unicastmodel.Multicast providesgreatbandwidthsavings comparedo unicastwhen
the samemessagenustbe deliveredto a large numberof recipients Multicastis a very powerful commu-
nicationservicebecausét allows a singletransmitterto reachan unlimited numberof receversin avery
efficientandscalablanannerMany multicastapplicationsxist todayincludingstreamingnedia,distance
learning,Internetradioandtelevision, distributedinteractve simulation file transfer softwareupdatesand
muchmore.Leveragingonthearchitecturabucces®sf theunicastmodel,Internetmulticastadopteda best-
effort broadcast-within-a-grougervice akin to aradiochannelanyonecantunein andlistento transmis-
sionshy anyonetransmittingon thatchannelFor simplicity andscalability multicastgroupsremainanon-
ymous, meaningthat the network doesnot maintainstateaboutrecever populationand identity. Thus,
similarto unicasthearchitecturgrovidesasimplenetwork delivery serviceon top of whichricherseman-
tics can by hilt.

Unfortunately the end-to-endmodel which was so successfuin the unicastcasehasproven much
harderto applyto multicast.As a result,despitethe vigorouspromotionof multicastby boththeresearch
communityand industry the InternetService Providers (ISPs) and consequentiithe usershave not yet
embracedhe service.Many reasonave beencited[46,47]. The mostfrequentlymentionedare,lack of
viable interdomainrouting protocols,lack of capabilityto set-upcomplex peeringrelationshipsetween
autonomousystemslackof scalableaddressllocationschemedjmited addresspacedifficulty with bill-
ing, and the lack of a general reliable transport service analogous to TCP

Admittedly, the existenceof a generamulticasttransportservicethatsatisfiesa large classof applica-
tionsseemdighly improbable Factordik e theheterogeneitpf receiversandnetworks, diverseapplication
requirementsandthedynamicnatureof groupsamongothers precludehedevelopmenbf ageneratrans-
portserviceof reasonableompleity. Insteadtheresearcltommunityhasrecentlyfocusedowardsdevel-
opingandstandardizing setof multicastbuilding blocks[48] thatcanbe combinedto composea service
that satisfies requirements of specific applications.

Recently several proposalshave emepged adwcating changesto the current multicast model.
EXPRESS[44]proposesa modelwhereonly onesourceis allowed to transmitandrequiresreceversto
explicitly indicatetheirintentionto join agroup.Theresultingmulticasttreeis routedat the sourcewhich
solvestherendezwusproblem,andtheexplicit join abandonganorymity to allow accesgontrolsto enable
servicedik e authorizationauthenticatiorandbilling. EXPRESSs gearedowardshighly populatedone-
to-mary channeldik e InternetTV. Similarto EXPRESS SimpleMulticast[45] proposedo solve theren-
dezwousproblemby includingtheaddres®f thecoreor rendezwuspointin theaddres®f thegroup.Unlike
EXPRESS,SM createsbidirectional sharedtrees which can handle mary sendersefficiently. Both
approachesolve the problemof scarcemulticastaddressspaceby using addresseghat concatenatehe
sourceor the coreaddresswith the multicastaddressessentiallyallowing 24 bits of multicastaddressing
per router. It is importantto realizethat neitherEXPRESShor Simple Multicastaremeantto completely
replacetheexisting servicemodel;ratherthey aregearedowardsspecificclasse®f applicationsvherethe
existing model is less suitable.



In this paper we address differentproblem,not addressethy eitherEXPRESSor Simple Multicast,
but essentiafor theubiquitousdeploymentof multicast:providing agenerabndscalableeliablemulticast
service.Reliablemulticastis desirablen mary applicationgncludingfile transfer software updatesweb
cacheupdatesstockquotedistribution andmediaarchiving. Attemptsto provide sucha servicewithin the
currentmulticastmodelhave provenelusive. Onereasoris thebroadcast-within-a-groupatureof theexist-
ing servicemodel,whereagpacletlosshaslocalizedeffects.We thereforeproposeo extendthe modelwith
asetof Light-weight Multicast Sewices(LMS), which extendrouterforwardingto allow localizedoper-
ations which enables solutions that are highly scalableaanidss compbethan current solutions.

Thebroadcashatureof thecurrentlP Multicastservicemodel[5]makesit hardto performreliabledata
transferin ascalableandefficientmannerTraditionalerrorcontrolmechanismsdesignedor point-to-point
applications(e.g., TCP) either breakdown completelyor offer poor performanceThe difficulties arise
becaus¢helP Multicastmodelrequireghatall messagesentto amulticastaddresseachall recevverssub-
scribingto thataddressThis modelis not well-suitedfor datarecorery becauséossesn a multicastervi-
ronmentare mostly local, i.e., they affect only part of the multicasttree. Attemptingto recover datalost
locally by global means leads toveeal problems, including the follng:

 Implosion: Implosionis a problemthat occurswhenthe loss of a paclet triggerssimultaneous
messages$requestsand/orretransmissionsfrom a large numberof recevers. In large multicast
groups, these messages willasnp the sender or regers, or gen the netwrk.

» Exposure: Exposureis a problemthat occurswhen recovery-relatedmessageseachrecevers
which have not experiencedoss. This is mainly dueto the lack of “fine-grain” multicastin the
existing model. Exposure astes both netwrk and endsystem resources.

» Recovery latency. Thelateng experiencedy a membeifrom theinstantalossis detecteduntil a
replyis receved.Latengy hassignificantimplicationsin applicationutility andtheamountof buff-
ering required for retransmission.

« Adaptability to dynamicmembershighangesThis is a measureof how the efficiengy (in terms
of lossof service,duplicatemessageand addedprocessingand/orlateng) of error recovery is
affectedby changesn the group topology and membershipln large dynamicmulticastgroups
receversmayjoin or leave atrandomintenvals. Thuserrorcontrolmechanismshatmake assump-
tions about receer population and/or location are not suitable for such groups.

Currentend-to-endsolutionssolve some,but not all of the abore problems.For example, SRM[3]
solvesimplosionattheexpenseof lateny andexposure RMTP[4] solvesimplosion,exposureandlateng,
but doesnotadaptwell to dynamicmembershighangesTMTP[14] adaptgo changinggroupmembership
but uses compleheuristics.

LMS is motivatedby the obsenation that currentmulticastsolutionsare significantly more comple
thanunicastsolutionsnot only in termsof signallingbut alsoin termsof state(especiallytopology-related
state).The challengehowever, is to enhanceahe currentmodelby addingminimal compleity to the net-
work while maximizingthe gain. We believe LMS meetghis challengeThekey featureof LMS is the sep-
arationof theforwardinganderrorcontrolcomponentstheforwardingcomponenis assignedo therouters
(whereit canbe implementedmostefficiently), while the error control componenttaysat the recevers
(thus preserving the end-to-end principle).

Briefly, LMS works asfollows: first, the routerscreateanimplicit recever hierarcly by selectingone
of theirdownstreaninterfacesasthe parentof theremainingdownstreanminterfaceqthe upstreaminterface
is the oneleadingto the sender) Secondwhendetectingossall receversimmediatelymulticastrequests
which aresteeredy routersto the parentinterface.The exceptionis therequesfrom the parentinterface,
which is forwardedupstreamThis allows only onerequesto escapeaup to the higherlevel. Third, before



steeringrequestgo the parentinterface,a routerstampsts addressn passingequestsye call this router
theturning point, it identifiestheroot of the subtreghatsenttherequestSincetheturning pointis carried
in the requestyoutersneednot remembeiary state.Finally, asrequestlimb up, someparentwhich has
therequireddatawill recevetherequestThatparentprovidestheturningpointrouterwith aretransmission
which the router multicasts to the appropriate subtree.

Note how our schemeaddresseall problemslisted earlier:implosionandexposureare addressetyy
routershelpingreceverscreatea virtual recovery tree,localizing recorery betweenparentsandchildren.
Thetreeadaptsnstantlyto bothmembershi@ndroutingchangesinceroutersensurghattherecoverytree
alwaystracksthemulticastroutingtree.Recorery lateng is minimizedby adoptingocal recovery andhav-
ing requestandretransmissionsentwith no delay Finally, the separatiorof forwardinganderrorcontrol
eliminatesall topologystatefrom therecevers(e.g.,round-trip-time back-of timers,explicit parent/child
assignment), along with the associated signalliregttead.

It is importantto understandhe broaderimpactof our researclon multicast.We have shavn for the
first time how to decomposenulticasterror controlinto two setsof componentspamelyforwardingand
errorcontrol,andhave shavn thathow this separatiorbringssignificantgainsin performancendscalabil-
ity while preservingheend-to-engbrinciple.Thisis apromisingapproachwhichprovidesuswith avantage
point from where to address otherfidifilt multicast problems such as congestion control and more.

An expandedrersionof thework in this papercanbefoundin [49]. An earlierversionof thiswork was
publishedin [9]. The paperis structuredasfollows. In Section2 we describeLMS. Section3 presentour
simulationresults,jncludingcomparisorbetweerL MS andtwo otherprominentschemespamelySRM[3]
andPGM[20].In Sectior4 we evaluateourimplementatiorof LMS in thekernelof NetBSDUnix. In Sec-
tion 5 we discusgelatedwork. Finally, Section6 concludeghis paper The Appendixincludesfurtherpro-
tocol details.

2. LMS: Light-weight Multicast Services

Light-weightMulticast ServiceLMS) is a setof servicesgprovided by routersto greatlysimplify the
solutionsto basicmulticasttransporfproblemsWe emphasizéhateventhoughLMS wasmotivatedby the
problemof scalableanulticasterrorcontrol, LMS itself is nottied to a specificproblem.We regard LMS as
asetof generakerviceghatfacilitate efficient solutionsto difficult multicastproblemsLMS enhanceghe
existing IP multicastmodelwith new forwarding functionality By restrictingits scopeto forwarding,LMS
avoidsexamininghigherlayersandthusdoesnot violate the end-to-endrinciple.In this sectionwe focus
on the application of LMS to reliable multicast; later we propose other applications of LMS.

We begin by motivating the needto enhancehe forwardingfunctionality of the currentmulticastser-
vice model.To dosowe presentinidealizederrorrecorery schemeshovn Figurel. Assumehatasubset
of recevershave just experiencedosswhena paclet on link L (markedwith “X") wasdropped Assume
thatthe sourceis locatedat a distancerom L; thereexists, however, anadjacentecever (shadedn dark)
thathasrecevedthedatacorrectlyandwe would lik e to recover lostdatafrom thereratherthangoingback
to the source Let uscall this recever thereplier. Let usalsocall therecever who sendsa requestor the
losstherequestatWe would lik e therequestoto betheclosestreceverdownsteamthelossandthereplier
to betheclosestecever upstieamtheloss,becauseheir proximity to thelossminimizesrecoverylatency
Recaovery is initiated by the requestoby sendinga NACK upstream(perhapsafter detectinga gapin the
sequenc&umber)while all otherdownstreanreceversremainsilent,thuseliminatingNACK implosion.
The NACK is forwardedto the replier only, remaininginvisible to otherreceversupstreamFinally, the
repliersendsaretransmissionia constainedmulticast,suchthatbeginsatlink L andtravelsdownstream;
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Figure 1: An imaginary, efficient recovery scenario

the retransmissiomidesthe existing multicastsubtreeandis deliveredto all recevers downstreamof L
(which happen to be the ones that missed the originaépack

We claim that this reaery schemeibits a neaoptimal behsior:

* Only oneNACK is generatedby therecever closesto theloss.A singleNACK perlost pacletis
both necessary and $iafent to initiate receery (assuming no AICK loss).

* Only oneretransmissioiis generatedby thereceverimmediatelyabove theloss.Again, assuming
no furtherlossof retransmissions singleretransmissiotis both necessarandsufiicient to repair
the loss.

« Only affectedreceversreceve theretransmissionyhich eliminatesexposure Utilizing theunder-
lying multicasttreeresultsin goodefficiengy (in termsof lateny andbandwidth)in deliveringthe

retransmissioh
By initiating NACKs andretransmissiongmmediately(no back-of timers)andrecovering from
the recerer closest to loss, regery lateny is kept at a minimum.

Unfortunately however desirablet might be, the abore schemecannotbe realizedwithin the current
multicastmodel.Requestgannotbetargetedto specificreceversdueto anorymity, the locationof lossis
unknavn, and constrained multicast is not possible.

2.1. The LMS Concept

Theidealizedschemeabore could be easilyimplementedf routersperformedtransportlayer opera-
tions. However, this is impracticalbecausef the heary processingn the routersandthe violation of the
end-to-engrinciple.Yet,arouterbasedsolutionis conceptuallysimpleandquite elegantif it canautomat-
ically build an optimal hierarcly for requestsuppressionand initiate fine-grainmulticastof retransmis-
sions. However, hiddenin the above statements the following key obsenation: it is not the routers
processingpower thatthe schemeexploits, but the routers location In otherwords,the key advantageof
enlistingroutersto assistin errorrecovery, is notto utilize their processingycles,but their tight coupling
to topology Recallthat our major objectionswith the routerbasedscheme&emanatdrom having routers
dotransporievel processingasdoesPGM); but aswe justobsened,processings notthe mainadwantage
of this schemeWould it thenbe possibleto move the processingway from the routers,but maintainthe
location adantage? Or to restate the question:

1. In some topologies, lx@ver, the unicast path from the replier to reees may be shorter



In the heavy-weighbuter based model,fafiency is not dtieved due to harnessing theuters’ pro-
cessing powebut due to their location. @ild it then be possible to m®the pocessing away &m
the outers while etaining the location advanga and thus mserving the eggance and dtiency of
the model?

Theabove questioriesattheheartof LMS; it alsodefinesvhatLMS is: asetof servicesvhosepurpose
is to allow the migrationof transport-lgel processingaway from the routerswhile retainingthe location
information.LMS achievesthis by allowing theprocessingo bemovedfrom eacH routerto anotherentity,
calleda surrogate The surrogatethusbecomesesponsibldor performingtransport-lgel taskson behalf
of therouter Theconceptuatransformatiorfrom therouterhierarcly to the surrogatemodelis depictedn
Figure 2.

Heavy-weight model Surrogate model

messages go to router messages deérted to surrogte

Figure 2: The LMS Concept

Who shouldthe surrogatebethen Ve believe thatthe surrogatesshouldbe selectecamongthereceiv-
ers. While expectingarecever to do somework towardsrecovery is not unreasonableselectingrecevers
assurrogteshassignificantadvantages(a) it pusheghe load of recovery at the endsratherthanconcen-
tratingit attherouters,(b) hasgreatflexibility becauseary futurechangesanbe doneatthe endswithout
affecting the network, and(c) all recorery operationgemainwithin the transportiayer, which avoidsthe
layerviolation of theearliermodel.However, thecostis increasediateng to steerinformationto asurrogte
instead of processing it directly at the roufdso, surrogtes may be slheer than routers.

2.2. LMS Core Ideas

In orderto migratethe processindgrom routersto surrogateswe needo addresshefollowing questions:

» how does a router select a surabgf?
« how does a router redirect messages to its sateoghile preserving location information?
* how does the router relay messages from the sateGg

We addressachof thesequestionsext, but first aword aboutour terminology:in the following sec-
tionstheterms'surrogate’ “requestor’and“replier”, areusednterchangeablBothrequestorandrepliers
aresurrogites.Requestoraredistinguishedrom repliersbasedon context, i.e., whetherthey aresending
a request or a retransmission.

1. Here we are referring to routers thatuhd have participated in reaery in the router hierarghmodel.



2.2.1. Selecting a Replier (sugate)

A router selects a replier for each source in a multicast group. Each router selects a replisvsas follo

« if the router has tavor more devnstream links it selects one as the replierll;ink
« if the router has only one dmstream link that becomes the replier link byaddf
« if the source is directly attached to the router the source becomes the replier

Figure3 shavsapossiblerouterreplierallocation.Thelinks leadingto areplierarein bold. It isimpor-

@ Router

A Endpoint
Replier

Figure 3: A possible eplier allocation in LMS

tantto notethatsimilar to dataforwarding,a routeronly needgo know therepliernext hop nottheactual
replier For example,routerR2 selectsR4 asthe next hop knowing thatit leadsto somereplier. This has
some important aéntages:

« If thereplierchangesthe changeemainsmostlylocal. For example,if R4 decidego switchto E4
asits replier (becauseES eitherleft the groupor crashed)R2 doesnot needto changeits replier
state.

» Receversdo not have to be notified thatthey have beenselectedasrepliers.A recever knows it
hasbeenselectedf it recevesa request.Thereis, however, no guarantedhat the recever will
remain a replier for the rerequest.

« The replier state at the router is small. It is simply an identifier for the replier link.

In our discussiorthusfar, we did not specifywhich link therouterselectsasa replierlink whenthere
aretwo or morecandidatesWhile the simplestsolutionwould beto chooseoneatrandom therearemary
reasonsvhy wewould preferthereceversto controlthereplierselectionFor example somereceversmay
bebettersuitedto actassurrogtesbecausehey arelocatedonfastmachinespr machinesvith largermem-
ory. Therefore, ne we introduce a replier selection mechanism.

Replier Selection Mechanism

Receversexpresstheir desireto becomerepliersby piggybackingnformationon thejoin requestWe
expectthatall receverswill bewilling to becomeepliers(datarecorery canbeachievedevenif thisis not
true,but atreducecefficiency). Along with thejoin requestreceiverscommunicate costof their appropri-
atenessisrepliers,androuterspick repliersbasedntheadwertisedcost.Receversrepeatheir currentcost

1. We will address the issue which downstream link shortly



with every IGMP membershipefresh.This processllows coordinatioramongreceversto controlreplier
allocation at the routers.

Replier Selection Space

LMS providesonly adelivery mechanisnior repliercost,meaninghatthecostsemanticsaretranspar-
entto LMS. Routersmake decisionshasedon simplecomparisonskor example,groupswishingto mini-
mize lateny may useRTT asthe adwertisedcost; othersmay uselossrate,or a combinationof several
metricsbasedon performanceand/orpolicy. LMS leavesthe selectionof appropriatecostmetricsto the
application.

2.3. Steering Messages to Repliers

Eachrequesis multicast,which keepsreceier actionssimple'. Requestshowever, arehandledhop-
by-hopby therouters.Initially, arequestravelsonthereversepathtowardsthe sourceuntil anappropriate
surrogatepathis foundandthentowardsareplierusingthereplierforwardingstate Routerscaneasilysteer
requestsowardsthe source(andblock themfrom going downstream)y usingthe existing <S, G> state,
whereSis theoriginal source Thehop-by-hopforwardingrequiresroutersto examineeachrequestwhich
is done via the IP Router Alert option [17], includedvery request.

2.3.1. Request Handling at the Routers

LMS avoidsrequestmplosionbecauseachrouterallows only onerequesto escapeipstream theone
comingfrom thereplierlink. All otherrequestsarefunneledinto thereplierlink. Thisis accomplishedby
routers steering requests to repliers as depicted in Figure 4.

Turning point info

To Src
incoming link id
outgoing iface addr

7=

To Replier

(c) request fom

(a) request from (b) request fom upstream link

non-replier link replier link

Figure 4: Request handling at aouter

A request may awe at a router from three possible directions:

1. From anon-replier link: notethatthis impliesthattherouterhasat leasttwo downstreanlinks. We
call this routerthe Turning Point of the requestAt the turning point the routerturnsrequestsaround
(recallthat the requestwastraveling upstreanmuntil this point) andforwardsthemto the replier link.

Beforeforwardingeachrequestand if the turning point field is empt)?, the routeraddsturning point
informationto the paclet, consistingof (a) anidentifier for the link the requestarrived on (the non-

1. PGM for g&ample requires requests to be unicast to routers.
2. See later discussion on proxy directed multicast in section A.7 aample of where a router may find
the turning point field non-empty



replierlink) and(b) the addressf the replier interface.Note that the turning point informationglo-
bally identifiestheroot of the subtreghatsenttherequestWe will seeshortlywheretheturningpoint
information is used.

2. From the replier link: when a requestarrives from the replier link the router forwardsit to the
upstream link without touching the patk

3. From the upstream link: when a requestarrives from the upstreamlink the router forwardsit to
replier link unchanged.

Themaximumnumberof requestslivertedto thereplieris boundedy thenumberof downstreaminks
attheturning point. Assumingthatroutersdo not have alarge fan out, replierswill not experiencemplo-
sion.For routerswith alargefanoutwe proposea solutionin sectionA.6 A fine but importantpointis that
thereplierthatactuallyhasthedata(andwill senetherequestyecevesatmostonerequestor aparticular
paclet loss.

2.3.2. Directed Multicast (DMCAST)

If areplierrecevesarequesbut doesnothave therequestediata,thereplierignorestherequessince
it musthave senta similar requesbof its own®. Otherwise thereplier retransmitghe datausinga Directed
Multicast(DMCAST) This is thefinal serviceLMS addsto the routers;its purposes to enablefine-grain
multicast to eliminatexgosure.

Theoperationof aDMCAST is shavn in Figure5. To performa DMCAST therepliercreatesa multi-

Srch -
DMCAST to RI,

replier

Figure 5: A Directed Multicast (DMCAST)

castpacletcontainingtherequestediataandaddresses to thegroup.An IP optionis addedcontainingthe
turningpointlink identifierobtainedrom therequestThereplierthenencapsulatethe multicastpacletin
aunicastpaclketandsendst to theturningpointrouter whoseaddressvasagain obtainedrom therequest.
Whentheturningpoint routerrecevesthe unicastpaclet, it decapsulatethe multicastpaclet, stripsthe IP
option and multicastsit on the specifiedlink. Fromtherethe paclet is forwardedlik e a regular multicast
paclet originating from the source.

DMCAST's leverageoff theinformationinsertedby routersat the turning point to achieve fine grain
multicastandeliminateexposure.The turning point identifiesthe root of the losssubtreeanda dmcastis
able to taget this point preciselyhus sending retransmissions only to interestedvexsein the group.

1. Seelaterdiscussioron whathappensvhenreplierdoesnot have the databecausdts bufferswereflushed.
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2.3.3. LMS Summary

In summaryLMS employs threeimportantconceptsreplier selection steeringof requestgo repliers
andestablishingurningpoints,anddirectedmulticast.Theseconceptsvork togetherto enablereceversto
construct an dtient recwery mechanism which is depicted in Figure 6 and summarizedbelo

(a) Request < (b) Reply
[ G N
——h
E8
AR

Figure 6: LMS Summary

Sending a equest:

Replierlinks arein bold. Lossoccursonthelink betweerR1 andR2. EndpointsE1l throughE7 detect
the loss. Then, the folling events tak place:

» E7 sends a request, which R2 fards to R1 because E7 lies on R&plier link.

« E1 sendsarequestwhich is forwardedby R3 to E2. Similarly, requestdrom E3 andE5 arefor-
warded to E4 and E6 by R4 and R5, respetti

* Therequesfrom E2is forwardedto R2, becausé=2is on R3'sreplierlink. Similarly, therequests
from E4 and EG6 are also foanded to R2.

» R2forwardsrequestsrom E2,E4 andE6,to E7, whichignorestherequestsinceit doesnot have

the data (bt has requested it).
* The request from E7 reaches R1, which fams it tavards E8, which has the requested data.

Sending a Reply

OnceE8recevestherequesainddetermineshatit hastherequestedlata,it preparesreply andsends
it as follows:

« E8createsamulticastmessageontainingthereply. E8 encapsulatethe messagé aunicastmes-
sage and sends it to R1 (the requeetsitning point).

» R1 decapsulates the multicast message and multicasts it on the link leading to R2.

< From that point on, all downstreamroutersand endpointstreatthe reply as a regular multicast
message coming from the source.

NotethatLMS routersmaintainno stateotherthanthereplierlink identifierandcost,whichis indepen-
dentof the numberof recevers.Routersneednot remembemrything aboutrequestsasthey passthrough.
Routersarenot even awarethattheserecorery messageshey simply forward messageaccordingto the
new forwardingrulesjustasthey forwarddatapacletsaccordingo thestandardnulticastrules.Thus,LMS
imposes no pepaclet state at the routers.
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SincebothdataandLMS pacletsareforwardedusingthesame<S, G> state therouterforwardingstate
for single-sendegroupsis minimized.In contrasta schemdike SRM canpotentiallycreate<S, G> state
for each receker, a significant eerhead when the number of sources is small.

2.4. Problem: Exposure
Sincethereis alwaysonereplier, noduplicaterepliesaregeneratedor thesamedoss.It is possible how-

ever, thatan unafectedrecever may be exposedto repliesgeneratedisa resultof recovery initiated by
affectedrecevers.An exampleis shovnin Figure7. In thisexample arequestromreplierl reacheseplier

(2) replier 1 (1) loss ‘ O

sends request

Figure 7: Exposue in LMS

2. In responséo therequestReplier2 sendsa directedmulticastto R2, which multicaststhereply on the
downstream link leading to R1, causing duplicates on the bramehrde R3.

Eventhoughthis problemdoesnot inhibit recovery, it mayleadto the “crying babyproblem’; where
excessve lossexperiencedn onebranchcausesluplicatesatalarge numberof otherrecevers.With LMS
this problemcanbe mitigatedby usingthe costfield to selecta replier that adwertisesthe leastloss. For
example,R1will selectareplierfrom theright-hand-siddranchif this branchexperiencedessloss,even
though the replier on the left-hand-side branch may be closer

2.4.1. Eliminating Exposue

As we have seenearliet lossat a replierlink may causeduplicatemessageso reachsomerecevers.
Thereis, however, amethodto eliminatetheseduplicatemessagestthe costof addinganextrahopto the
retransmission. This approach iswsiadn Figure 8. V¥ donot use this enhancement in our simulations.

To eliminateexposure gachrequesspecifieghatthereply shouldbeunicasto therequestoratherthan
theturningpoint. If therequestorecevesary otherrequestseitherwhile waitingfor thereply or soonafter,
therequestoiknows thatthis is a lossthat affectedmorereceversthanjustitself. Therefore,t initiatesa
DMCAST to theremainingrecevers.Therequestomaychooseo respondo eachrequestvith aseparate
DMCAST or initiate a single DMEAST to all devnstream links at the turning point.

3. Simulation Results
We evaluatedhe performancef LMS usingsimulationandcomparedt with two otherreliablemulti-

castschemesjamelySRM[3] andPGM[20]. Thereasorfor includingSRMin thisgroupis notto compare
it with LMS andPGM, becaussuchacomparisorwould beunfair. WeincludeSRMfor thesimplepurpose



12

(2) request

Figure 8: Two-step recovery eliminates exposue (not used in our simulations)

of demonstratingvhatis achiezablewith andwithout network support.Thefinal decisionof whetherthe
benefitsjustify the deploymentof routerassistancén the Internetis beyond the scopeof this paper We
merely hope to illuminate some of the tradésdiefore making such a decision.

The chosensimulatoris the UCB/LBNL/VINT Network Simulator- ng21]. Most of the topologies
weregeneratedia GT-ITM[22]. Althoughnotvery large (about200nodes)thetopologiesgeneratedvere
thelargestpossiblegiventhe memoryin the machinesat our disposal64MB). We areconfidenthowever,
that our conclusions will bealid for laiger topologies.

In orderto avoid dealingwith congestioﬁ, we usedartificial packet drops.Similar to previous evalua-
tions [3] we measuredhe overheadof recovery at eachschemeafter alossoccurred For the samereason
we modeleddropsof original paclketsonly, notretransmissiondVe rannumeroussimulationswith awide
rangeof topologiesandscenariosysingidenticalscenariogor all threeschemesWe only simulateda sin-
gle source sending data to mancevers. e do not gpect our results to change with multiple sources.

3.1. Ewvaluation Metrics

While somestudieshave beencarriedout to attemptto characterizéossin the Internet[13, 23], their
resultshave notbeenconclusve. Moreover, it is notclearthatlossmeasuremenigoneonthe MBONE will
bevalid whenmulticastmigratesto ISPs.Thus,to avoid makingour own (mostlik ely flawed)assumptions
aboutfuturemulticastnetworks,welimit our studyto justtwo performancenetrics:lateng andduplicates.
A similar setof metricswasusedto evaluateSRM. We did not evaluateproposaldor addinglocal recovery
to SRM[43]. Thefollowing metricswereused:(a) normalizedrecoserylatency(for all schemes)b) expo-
sure (for LMS), (c) requestskpairs per drop (for SRM), and(d) repeatedetransmissionger drop (for
PGM). Exposureandrepeatedetransmissionarenen metrics.The definitionsof thesemetricsappealin
Figure 9.

Normalizedrecoverylateng is definedasthelateng areceier experiencefsrom themomentt detects
alossuntil thelossis recovered,divided by thatrecever’s round-triptime to the senderExposureapplies
to LMS andis definedastheaveragenumberof duplicatemessagerecevedby areceverasaresultof loss
atsomepartof the multicasttree (which may or may not have affectedtherecever). Exposureattemptgo
capturethe degreeof succes®f local recovery in LMS. It doesnot applyto PGM becausd®GM hasvery
preciselocal recovery. For SRM we usedthe samemetricsemployed by the SRM designersRepeated
Retransmissionis a metric thatappliesto PGM. In PGM NACKSs setup stateasthey travel towardsthe

1. None of the three schemes undetl@ation includes congestion control.
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Figure 9: Ewvaluation metrics

sourceandretransmissionerasethe stateasthey travel towardstherecevers.In sometopologiest is pos-
siblethatretransmissiomstateis wipedouttoo fast,beforeall links aregraftedinto theretransmissiotree.
In these cases, the sender must send multiple retransmissions to repair the loss aegdl. recei

We usedthreetypesof topologiesin our simulationsbinarytrees random andtransit-stul{ TS) topol-
ogies.Randomand TS topologieswere generatedvith the Geogia TechInternetTopology Models (GT-
ITM). Thebinarytreetopology while anunrealisticopology(i.e., unlikely to beencounteredfrequentlyor
atalargescalein thelnternet) waschoserbecausd representaregular, easyto visualizetopology Binary
treesarea difficult casefor both randomizedandhierarchicalprotocols:randomizedrotocolshave diffi-
culty selectingappropriatetimer back-of valueswhen the distanceof all recevers from the sourceis
approximatelythe same;hierarchicalprotocolshave difficulties selectingappropriatehelperswhen all
receversareequallygood(or bad)candidatesThus,binarytreesprovide a degreeof stresgestingfor both
types of protocol, yet tlyeare a topology that is easy to visualize.

3.2. Simulation Rarameters

For binarytreeswe simulatedtreesof heightrangingfrom 3 to 7 (8 to 128receirers).For randomand
transit-stubsimulationswe usedtopologiescontainingup to 200nodeq100internalnodesand100recei/-
ers).Wegenerated Orandomandl0transit-stuliopologieseachcontaininglO0OnodesWe run simulations
with 5,20and100recevers,randomlydistributedovertheinternalnodesFor eachtopologyweran10sim-
ulationseachtime with a differentrecever allocation(generatedy feedinga randomseedto the random
numbergenerator)Thus,eachplotis theresultof 100simulationruns.For randomtopologiestherecever
placementwasrandomon all internalnodes;for transit-stubtopologiesrecever placemeniwasalsoran-
dom, lut only on stub nodes.

Asdiscussee@arliet thelosscharacteristicef futuremulticastnetworksareunknavn. Thus,wedid not
attempto make ary assumptionaboutthelosscharacteristicée.g.,lossdurationandlocation);insteadwe
limited our scenariogo a single paclet loss;for losslocation, (which hassignificantimpacton perfor-
mance), we chose tovesticate the folleving three cases:

« Lossat the source: a packetis lost nearthe sourcesuchthat noneof the receiversgetsit. This
case tests the scheme’s ability to control NACK implosion.

» Lossat eachrecever: a packetis lost suchthatit affectsonly a singlereceiver.This casetests
the scheme’s ability to control exposure.
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» Lossat eachlink: in this scenariolossis movedfrom link to link duringa singlesimulationrun,
until all links are covered.This is roughly equivalentto randomlosswhereall links haveequal
loss probability, and is meant to test cases between the other two.

While we certainlydo not claim thatthesecasesepresenteallosscharacteristicef future multicast
networks, we believe thatthey provide enoughinformationto attaina basicunderstandingf the behaior
of theseerrorcontrolschemesAs welearnmoreaboutthelosscharacteristicsf futuremulticastnetworks,
updated loss models can be plugged into our simulations to obtain more precise results.

3.3. LMS Experiments: Static vs. Dynamic Repliers

Unlessotherwisestated therepliers in the LMS experimentsvere static, selectedat the beginning of
thesimulation.Despitethe potentiallysevereperformancédimitationsthis entails,we kepttherepliersstatic
for two reasons(a) withoutknowledgeof thelosscharacteristicsf the network, it is hardto deviseaneffi-
cientreplieradaptatiorschemeand(b) we wantedto explorethe performancef LMS with simplereplier
allocation.With staticrepliers,the resultspresentedor LMS arecertainlynot the bestLMS canachieve.
Thisis especiallytruefor exposure wherethereplierselectionis the mostimportantfactorgoverningper-
formance. As ourgeriments will sha, LMS performs ery well e/en with static repliers.

3.3.1. Binary Trees

In thefirst experimentwe usedbinarytreeswith heightrangingfrom 3 (8 recevers)to 7 (128recevers)
andlossat the source.The resultsareshavn in Figure 10. We plot the average minimum and maximum
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Figure 10: LMS with binary tr ees

recovery lateng.. We do not useerror barsin thesegraphsbecausehe resultswith binarytreesaredeter-
ministic. The x-axislists thefive differenttopologiesusedin the experimentandthey-axisthenormalized
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recovery lateng. We obsene thatsinceall recevershave thesameRTT to the sourcetherecovery lateng
is closeto 1. The minor deviationsarecausedy slight queueingime dueto synchronizedequestsNote
that the receery lateng does not change much as the tree height is increased.

In the next experimentwe simulateloss at the recevers.Herewe obsenre that the averagerecovery
lateny decreaseasthetreeheightincreasessofor largertreesrecovery getsfaster Themaximumlateny
increasedecausdossat somereceverscausesa NACK to propagtetowardsthe sourceonly to beturned
aroundanddeliveredto anotherreceierinstead This causeslossto berecoseredfrom areceverthathap-
pensto befurtheraway from therequestingeceverthanthe sourcethusincreasingherecoverylateng to
beyond 1. Note,however, thatin binarytreesthenormalizedrecovery lateng cannever exceed2. Therea-
sonis asfollows: the maximumdistance(in numberof hops)betweenary two receversis given by the
expressiond = 2(h-1). As the tree height increases, the maximum normalized Jab=Tomes:

im 24h=1) _ 5
h - o h

In the third recovery lateny experiment,thelossis moved aroundfrom link to link until all links are
visited. As the tree heightincreasesve obsene thatthe averagerecovery latengy remainsunafectedand
closeto 1. Themaximumlateng increasessdescribectarlier Theminimumlateny decreaseBecauses
the tree gets taller the ratio of the distance to a neighbor to the distance to the source decreases.

In the last experimentwith binary topologieswe measurghe exposureasthe tree heightincreases.
Recallthatin theseexperimentsrepliersare kept static. We measureaxposurefor all losscasespamely
source recevversandlinks. Note thatthe exposurewhenlossis at the sourceis zerobecausall recevers
needthe retransmissionkor the remainingcasesexposurestartsout low (lessthan 15%) and decreases
quickly as the height of the tree increases.

In summaryeventhoughbinarytreesarea difficult topologyfor LMS dueto lack of internalhelpers,
LMS still performs well. It receers losses in about on@R and leeps gposure ery low.

3.3.2. Random Dpologies

As mentionedearlier the randomtopologieswe usedweregeneratedvith GT-ITM. The edgeswere
assignedrom a uniform distribution with probability0.1.We generatedopologiesconsistingof 100nodes
andrandomlyassigned.00receversandasourceto thesenodespringingthetotalnumberof nodeso 201.
Eachtopologywasusedfor 10 runs,with receversre-assignedbeforeeachrun. With 10 topologieseach
experiment required 100 simulation runs.

As with binarytreeswefirst measuredecovery lateng. Thefirst graphin Figurellshavsresultswith
lossatthe source ThetermR100-100means‘randomgraphwith 100nodesand100recevers’ Fromthe
figure we seethaton the averagerecovery takesabout30-40%o0f the unicastRTT, which is significantly
betterthanwith binarytrees.Thereasoris thatin randomtopologiesherearemary helpersn theinternal
nodes. The maximum latents aduin around 1,>@erienced by receérs that are close to the source.

In the next setof resultswe measureecorery lateny with lossat therecevvers.Herewe obsenre that
the averagelateng increaseslightly to about50%. The reasoncanbe deducedoy looking at maximum
lateng, which hasincreasedo aboutl.25.Theincreases dueto LMS selectingepliersthatarelocatedat
larger distancethat the source asit happenedvith binary trees.With lossat all links, the resultsdo not
changesignificantly The averagelateny again increaseslightly to about60% and minimum and maxi-
mum latencies are essentially unchanged.
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Figure 11: LMS with random topologies

Theresultsfor exposureshawv thatexposures very low, under2%in mostcasesandwell belov 3%in
all casesFor lossat the sourcethereis no exposure.The highestexposureoccurs,asexpected whenloss
is at the receversbecause lossat a recever actingasa replier may causeduplicatesat otherrecevers.
Whenlossis equallydistributedbetweerall links exposureremainsvery low, under1%. As with lateng
exposures muchbetterwith randomgraphshanwith binarytreesconfirmingourinitial claimthatbinary
trees are a ditult topology for LMS.

Varying the number of recevers

In this experimentwe testthe performancef LMS with smallsparsegroups We usedthe sametopol-
ogiesasin thepreviousexperimentsalteringonly the numberof receivers. Theresultsareshavn in Figure
11. We plot simulationresultswith 5, 20 and100recevers,thelatterbeingtakenfrom the previous exper-
iments.We usedossatall links andplot only theaveragdateng. Fromtheresultswe noticethattherecor-
ery lateng is inverselyproportionalto the numberof recevers.By definition, recovery lateng is 1 when
thereis only onerecever, andgetsprogressiely smallerasmorereceversareadded.The sameappliesto
exposure:larger recever populationleadsto lessexposure.Note, however, that even with few recevers
exposure is still ery lowv (less than 4%).

The fact that performanceémproves asthe group getslarger is good news. The reasonperformance
improvesis that more helpersare availableto initiate and sendretransmissionsyhich improveslatencgy;
morehelpersalsomeanghatthereis a betterchanceo find a helperbetterlocatedto sene retransmissions
without causingexposure.The obsenationthat performancemproveswith largergroupsis aninteresting
resultwhichis actuallynotlimited to LMS, butalsoapplieso SRMandPGMin varyingdegreesFor exam-
ple,while in SRMlateny improvesasthenumberof receversincreasesn orderto reduceduplicatesrom
the higherrecever populationthe timer back-of valuesmay have to befurtherincreasedvhich canoffset
the lateny gains.In PGM, the presenceof more receverswill initiate retransmissiongaster but may
worsenthe repeatedretransmissionproblem. Recovery lateng is the sum of the NACK propagtion
lateng to the sourceplusthe propa@tion lateng of the retransmissiorto the recevers. The presencef
morereceiversmayshortertheformer, but notthelatter. Also sincePGM recorersfrom thesourcein most
cases, the latepeeduction will not be as great as with LMS.
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3.3.3. Tansit-Stub Topologies

In this section we examinethe performancef LMS with transit-stultopologies While randomtopol-
ogiesarea goodapproximationof denserichly connectedopologies transit-stuttopologiesare a better
approximation of the hierarchical structure of the Internet.

As with randomtopologieswe generated.0 topologieswith 100 nodeseach.The parameters$ed to
GT-ITM to generatehe topologiesareasfollows: 1 top-level domain(the transitdomain)with 4 transit
nodeseachtransitnodehada3 transit-stunodes;andeachtransit-stutnodehad8 stubnodesThis brings
thetotalnumberof nodesto 1 X 4 x (1 + 3% 8) = 100 nodesAs with randomtopologieswe randomly
assigned.00recevers,butin this casehereceverswereassignedo stubnodesonly. Unlike randomtopol-
ogiesinsteadof simulatinglossat the sourceandrecevers,we optedto simulatelossat the differenttypes
of links. Thus,we studiedlossat transit-transittransit-stub and stub-stublinks. The motivation wasthat
we wereinterestedn finding out how lossat eachtype of link affectsperformanceHowever, aswith ran-
dom topologies we also produced results with loss at all links.

Theresultsareshavn in Figure12. While lateng remainsat about50% on the averagewhenall links
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Figure 12: LMS transit-stub topologies

arelossy lateng is a bit higherfor lossat the higherlevels (transit-transitinks) andlessso at the middle
level (transit-studinks). However, thedifferenceis smallandin generatheresultsareon parwith random
topologies.The situation,however, is differentwith exposure While exposureremainslow with lossnear
thereceirers(on stub-stuldinks), it increasesignificantlywith lossat the higherlevels (transit-transitaind
transit-stub)reachingpeaksof 15-20%.While this is notalarminglyhigh, it seemdo be highly dependent
ontopologyandrecever allocation(for exampletopologies0, 4, 7 and9 have very low exposurewhereas

topologies 5, 6, and 8 @ somwvhat higher gposure).
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3.4. SRM Experiments

SRM employs two clever global mechanisms to limit the number of messages generated, namely
duplicatesuppressioandback-of timers.In SRM, recorery message@equestandreplies)aremulticast
to the entire group; receivers listen for recovery messages from other receivers before sending their own,
and suppress their recovery messages if they would duplicate one already seen. The intended goal is to
allow the multicastof only onerecovery messageln orderto increasdhe effectivenessf the suppression
mechanism, especially in densely packed groups, the round-trip-time between receivers is artificially
enlarged (for recovery messages only) with the addition of back-off delay. To improve performance, the
addeddelayconsistf a fixed anda randomcomponentcalculatedseparatelyat eachrecever. Thefixed
components basedon the distanceof therecever to eachsenderandthe randomcomponents basedon
thedensityof thereceiersin theneighborhoodHowever, thesecomponentfiave to bere-calculatedvhen
group membership, topology, or network conditions change, meaning that SRM needs time to adapt to
improve performance.

SRM hasalreadybeenextensiely studiedvia simulationandresultshave beenreportedelsavhere[3].
Ourgoalherewasnotto repeabr extendalreadypublishedresults but to compareSRM onthesametopol-
ogiesusedfor LMS. However, we werenotcompletelysuccessfuin achievzing thatgoal. While we usedthe
sameopologieswe couldnotrun SRMsimulationswvith morethan20receversin the100-noddopologies.
Attemptingto usemorereceversresultedin extremelylong simulationrunsandvery high memorycon-
sumption.We briefly gainedaccesdo anUltraSparowith dual processorandover 1GB of RAM for SRM
simulationswhichtookabout3 daysto finish eachsetof 100runs.ThereasorSRM simulationsaresoslow
is thatthe SRM implementationin nsis donemostlyin Tcl in orderto maximizeflexibility; unfortunately
this cameat the price of speedandmemoryconsumptionWe did not to attemptto improve the simulation
running time (which wuld require re-writing the simulation in C++).

Theresultswe reportareconsistentvith resultspresentegreviously, andthuswe do notfeelwewould
have contributedfurtherto theunderstandingf SRM hadwe simulatedargertopologiesin thefollowing
sectionsve presentesultsfrom simulatingSRM in randomtopologiesonly. As mentionedoefore further
studyof SRM is beyondthe scopeof this work. The randomtopologiesarethe sameusedwith LMS, but
with only 20recevers.Wereportresultsfor normalizedateng/ andthenumberor requestandrepliesgen-
erated for each lost pask

Figurel3shawvstherecoverylateng for lossatthesourcereceversandlinks. We notethatontheaver-
age,SRMrecoversfrom alossin about2 RTTs, or twice theunicastateng, with themaximumvaluebeing
around4 andthe minimumaroundl. We alsonotethatthe recovery lateny is relatively uniform over all
topologies We believe thatthe reasoris thatthe back-of timersabsorbary differencegshatmayarisedue
to a particulartopology In additionto beingrelatively insensitve to topologyvariations,SRM appeargo
alsobeinsensitve to losslocation. Thus,therearevery small differencesdetweerresultsfrom lossat the
source, receers or links.

We alsoshaw the numberof requestandrepliesgeneratean the averagefor eachloss.For requests,
thelinearcomponentn theback-of timersworkswell andkeepshenumberof requestsow (alittle above
1 for lossonall links). Thenumberof requestareabit higherwhenlossis atthesourcebecausaill recev-
erscompetdan sendingarequestTheresults however, aresignificantlyworsefor replieswhereSRM may
generatel -5 repliesfor eachloss.For repliesthelinearcomponents lesseffective sincetheinter-recever
RTT is smaller in general than each reees RI'T to the source.
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Figure 13: SRM with random topologies
3.5. PGM Experiments

PGM[20] is areliable multicast protocol marketed by the router company Cisco. PGM is a hetwork-
assisted scheme, that unlike the schemes we described earlier, examines the transport layer and requires
perlost-paclet stateattherouters PGM usesNAKS to createstateat theroutersthatis usedto avoid send-
ing duplicate NAKs upstream and to guide retransmissions to receivers that requested them. In PGM, all
retransmissions originate from the source. Provision is made for suitable receivers to act as Designated
Local Retransmitters (DLRs). PGM in its current specificatiace$ the follwing problems:

» Dangling NAK state if a NAK or RDATA is lost, previousNAK stateis not discardedat the
routersuntil the NAK stateexpires.Thus,whenreceiverghatfail to receiveRDATA timeoutand
senda NAK again,theseNAKs areblockedby the routers.Thereasons thatPGM routersblock
duplicateNAKs from beingpropagatedipstreamwhile NAK stateis presentSinceNAK stateis
normally erasedby passingRDATA which did not arrive, the stateis still presentuntil it times
out. The NAK stateexpirationinterval, however,is just a soft-statesafeguardo eliminatestale
state,andthusis typically large (severalseconds)The solutionproposedoy the PGM designers
is to makethe NAK statepermeabldo oneNAK after1 secondthuslimiting the amountof time
a receiver’s NAKs can be blocked.

* Repeatedretransmissions While PGM in its currentspecificationguaranteeghat a retransmis-
sionwill notreachareceiverthathasnot requestedt, it doesnot guaranteghata singleretrans-
missionwill coverall receiversthat haverequesteda retransmissionln sometopologiesPGM
may haveto sendthe sameretransmissiomultiple timesto coverall receiversThe reasonis that
areceivercloseto thelossmay senda NAK andtrigger a retransmissiotbeforeNAKs from dis-
tant receivershavea chanceto establishNAK statein downstreanrouters.SinceNAK ' stateis
wiped out by RDATA, a NAK arriving at a routerafter RDATA went throughwill re-establish
NAK state back to the source. We examine the impact of this problem in our simulations.

To the bestof our knowledge,our simulationwasthefirst simulationfor PGM. Resultsfrom our simu-
lation werefirst presentedat the 4th Reliable Multicast ResearctGroup meeting[24], whereone of the
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PGM designerdrom CiscowaspresentThere,we wereinformedthat PGM wasalreadyat an advanced
stage of implementation.

The topologiesand parametersisedfor the PGM experimentsare the sameaswith LMS and SRM,
exceptthatwe did not have the memorylimitations we experiencedvith SRM (the PGM simulationwas
written mostlyin C++) andthusour simulationsused100recevers,asin LMS. Our PGM simulationdid
not include all the featuresdescribedin the PGM specification.However, we believe our simulation
includedenoughof the PGM functionalityto capturethe basicoperatiornof PGM. Thus,we believe thatthe
results we present here are applicable to a full-fledged PGM implementation.

Figurel4 shavsthe PGMresults With lossatthesource averagerecovery takesabout80% of the uni-

PGM Latency Source Ioss PGM Latency Recelver Ioss PGM Latency AII Ilnks loss
ndom topologies - 100 nodes - 100 Recewer Confidence N lat Random topologies - 100 nodes - 100 Recenvers - 5% Confider . lat Random topalog 0 les - - 95% Confider
120 120
M o M
P
=~ i =~
> > >
S S S
g g g . —
& & & — -— - —
3 3 3
3o 3o 3o
K] 3 - + - = K]
Eo + ~3 ¥ Eo Eo
2 2 2
i s & 7 8 5 o 2 53 4 5 8 1 8 5 o 2 s o4 o5 ¢
Topology Topology Topology
PGM Repeated Retransmlssmns PGM Repeated Retransmlssmns
- lat Random topologies - 100 nod ecewvers - 95% Confider . lat Random topologies - 100 Nodes - 100 Receivers - 95% Confidence
1500 ] 020
0

1[ 1 —e—Source AL e Allinks
~ } TN \ L T AN

Repeated Retransmissions per
loss

4 s s T 8 o 2 s a4 5 e
Topology Topology

Figure 14: PGM with random topologies

castlateng. Onemightwonderwhy this experimentdid not produceresultssimilarto LMS, sincein both
casegecoveryis donefrom thesourcethereasoris dueto PGM repeatedetransmissionsyhich resultin
anincreasef theaverageaecoverylateng. In addition,recallthatin PGMreceversobsene arandomback-
off beforesendingNACKs, which resultsin anincreasen the overall recovery latengy. We have useda
back-of valueof zeroin our experimentswith larger back-of values,recovery lateng will increasebut
repeated retransmissions will diminish.

With loss at the recevers, the recovery lateny is very closeto 1, asexpected.Note that with PGM
recovery lateng doesnotincreasenuchbeyondl1 becausaretransmissioawayscomedrom thesource.
Thus,unlike LMS, PGM doesnot allow a receier to senda retransmissionvhich may resultin alonger
retransmissiopath.With lossatall links, recorerylateng/ in PGMincreaseslightly (atrendalsoseerwith
LMS), to about90% of unicastlateng. Thisis about30% morethanwhatis seerwith LMS. In summary
it appearghaton average allowing receversto participatein recovery savesabout30 - 50%in recovery
lateng.

We alsomeasurethePGMrepeatedetransmissionghenlossoccursnearthesourcelLossthatoccurs
nearthe sourcewill createthe maximumnumberof repeatedetransmissiongOur resultsshov thatthe
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numberof repeatedetransmissiongan be quite high, between9 and 13 retransmissiongor eachlost
paclet. Thisexperimentid notincludeary back-of atthesourcepecausé wasnotpartof theinitial PGM
specificationSincethen thePGMdesignerhiave addeda heuristicto reducehis problemwherethesource
delaysthe sendingof a retransmissionio allow NACKSs to establishstateat the routers.The difficulty in
designingsucha heuristicis how to determinethe appropriateamountof back-of to minimize repeated
retransmissions while not unduly increasing wecy lateng.

We alsomeasuredepeatedetransmissionwith lossdistributedatall links. It is clearthattheproblem
becomesnuchlesspronouncedn this experiment.lt appearghatthe numberof repeatedetransmissions
reducesy two ordersof magnitudeThusis hardto estimatehereal-life effect of repeatedetransmissions
in PGMuntil we have areasonablgoodlossmodel.Whatthis experimentclearlydemonstrateagainis the
sensitvity of multicastprotocolsto topologyandlosslocation.By definition,no repeatedetransmissions
occur with loss at the rec@irs.

3.6. Discussion

In generaljt appearghat network supportenabled. MS andPGM to performmuchbetterthanSRM.
Improvementscanbe seenin bothrecovery lateng, exposureandduplicatesWe believe thattheseperfor-
manceadwantagesare importantenoughto warrantseriousconsideratiorfor deployment; for example,
lower latenyy may make multicasterror controlfeasiblefor interactve real-timeapplicationsthe absence
of exposurejs importantfor scalability PGM andLMS have the additionaladvantageof freeingrecevers
from maintainingary topology-relatedtateandperformingary topologyrelatedoperationsThis signifi-
cantly reduces application compiy, and may ease thevad#opment of multicast applications.

Comparing-MS andPGM, we notethatwhile LMS is muchsimplerto implementandrequiressignif-
icantly lessoverheadhanPGM, its performances on parwith PGM.LMS hassignificantlylowerrecovery
lateng, while tradingverylittle in termsof exposure PGMincursperlost-paclet stateat the routerswhich
may be significantfor large backboneouters.In contrastLMS incursonly a smallfixed statepenaltyper
multicast group at the routers.

The performanceesultsaresummarizedn Tablel. With LMS arecevertypically recoversfrom loss

Table 1: Performance summary

SCHEME (?&Oé?uagiiizgﬂ;?éi% Exposure/duplicates | Repeated retransmissions
LMS 30 - 60% 0.5% none
SRM >200% 4-6 duplicates per loss none
PGM 80 - 100% none up to 10 - 13 per loss

in about30-60%0f its unicastateng to the source PGM, which alwaysrecoversfrom thesourceyequires
about80-90%o0f the unicastlateng. Thusit seemghatthe penaltyPGM paysin termsof lateng by not
allowing local recovery is about30-50%.SRM, dueto its duplicatesuppressiomechanismrequiresthe
longest time to rec@r, which is at least twice the unicast latgnc

In termsof duplicatesSRM generateabout4-5 duplicatepacletsperloss.Withoutsomeform of local
recovery, theseduplicatewill besentto all recevers.LMS andPGMonly allow oneretransmissioto reach
aparticularreceiver. However, whereaGM will never allow aretransmissiomo reachareceverthathas
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notsenta NACK, LMS mayallow unwantedretransmissionto reachreceversthatdo not needthem.Our
simulationsshav thatthe probability of arecever receving unwantedpacketsis not very high, evenwith
staticrepliers:typically, under0.5%.PGM, while preventingunwantedpacletsattherecevers,mayforce
thesourceto sendrepeatedetransmissions responsé¢o asinglepaclketloss.Thenumberof theseretrans-
missionscanbehighenough(aboutl0- 13 perloss)to beof someconcernhowever, withoutabetterunder-
standing of loss characteristicson the network, it is hard to quantify the overhead of repeated
retransmissionsWhat s clearthough,is that PGM will have to incorporatesomedelay beforesending
retransmissions, which will increase its reexy lateng beyond what we heae reported here.

4. Processing Oerhead

We have evaluatedheprocessingverheadf our LMS implementatiorusingthetestbedshovn in Fig-
ure 15. Even thoughour topology is very simple, it still allows the measurementf processingeycles
requiredfor all LMS forwardingoperationsWe measuredhe forwardingoverheadatthe LMS router;we
did notmeasurghe additionalprocessingtthehostsbecaus®ur changesherewereminor. We usedPen-
tium Il classmachinesconnectedogetherwith a 155Mbps ATM network. The multicastsendemwason
hostmarked SRC;hostsH1 andH2 aretherecevers.HostH1 (shadedwasthereplier Themeasurements
weretakenusingthe processocycle counterregisterin the PentiumprocessaiWe measuredhe processing
attheentirelP layer, from themomenta paclketwasrecevedat P until the pacletwaspassedo thenetwork
interface.The machinesve usedwereall 300MHz Pentiumll classmachinesThe numberof cycleswas
countedrom whenapacletenteredhelP layer(atthebeginningof functionipintr) until the paclet exited
the IP layer (right beforgp _output calls the first netark layer function).

We first verified the correctoperationof LMS. After verifying that all LMS forwarding functions
worked correctlywe set up oungeriments to measure processingrbead.

Baseline Experiments

We rantwo baselineexperimentsin thefirst we sentabout6 million paclketsfrom SRCwhile only H1
wasa memberof the multicastgroup;in the secondexperimentwe sentthe samenumberof packetsfrom
SRC,but with bothH1 andH2 beingmembersWe measuredhe numberof cyclesspentat the routerto
forward pacletsin both experiments Thesenumbersprovided us with a baselineestimateof how mary
cycles it tales to forvard a rgular multicast paaks. The results are sho in Table 2.

LMS Experiments

We measuredhe processingverheadof the forwardingoperationsatthe LMS routerby runningtwo
experimentspneto measureheprocessingverheado forwardarequestandanotheito measurgheover-
headfor a dmcast.In thefirst experiment,hostH2 sentabout6 million requestgo the replier, which the
routerrecevedandforwardedto H1. In thesecondexperimenthostH1 sentabouté million dmcastavhich
were multicaston the interfaceleadingto H2. The resultsof theseexperimentsalongwith the baseline
experiments, are summarized iable 2.

Table 2: Forwarding cost: Normal v.s. LMS processing (300MHz Bntium 11)

Normal IP mcast
forwarding to 1
recever

Normal IP mcast ForwardingaLMS Forwarding a
forwarding to 2 recekers request LMS dmcast

3702 gcles 6686 gcles 3979 gcles 3734 gcles
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Table 2: Forwarding cost: Normal v.s. LMS processing (300MHz Bntium 1)

Normal I.P meast Normal IP mcast ForwardingaLMS Forwarding a
forwarding to 1 . )
) forwarding to 2 rec&ers request LMS dmcast
recever
12.3pus 22.3us 13.3us 12.4pus

The Tableshaws the averagenumberof cyclesspentat the IP layerto processachpacletin the four
experimentsve describedThe Tablealsoshovs theaveragenumberof microsecondsakento proces®ach
paclet, which we obtainedsimply by dividing the numberof cycleswith the processoispeed A more
detailed breakden of the results is sk in Figure 15.

Regular Multicast v.s. LMS Forwarding

10000

fwd to 1 receiver
9000 [ fwd to 2 receivers

reply forwarding
SRC = request forwarding

8000 [

ATM

7000 e oo lop o 220 of o fal o X1
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6000 [

CPU cycles

H2

5000 [

4000 T

Experimental €stbed

3000
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Figure 15: Experimental testbed and LMSdrwarding cost

As we canseefrom boththe tableandthe plot, the costof forwardingLMS pacletsis approximately
the sameasthe costof forwardinga singlemulticastpaclet. It appearghatthe forwardingcostof regular
multicastpaclets increasealmostlinearly asthe router hasmore memberinterfaces.The costof LMS
paclets haovever, by design remains constantyaedless of ha mary member inteices the router has.

Theimportantresultof this sectionis thatthe costof forwardingLMS pacletsis on parwith the cost
of forwardingaregularmulticastpaclet; morewer, it remainsconstantegardlesof therouterfan-out.This
shaws that LMS processing at the routeradsa bottleneck.

5. Owverview of Related Work

There has been a significant amount of research on reliable multicast protocols. The early work has
focused on distributed systems, providing primitives for constructing distributed applications, such as the
ISIS system[30] and the V-kernel[31]. Other early work has focused on local area networks or broadcast
links [32, 33, 34, 35]. A goodsunwey of theearlywork canbefoundin [27]. Herewe focuson recentwork
on reliable multicast that aims to pide scalability to ery lage groups.

The vast majority of recent reliable multicast protocols use receiver-reliable recovery, shown by Pin-
gali, Towsley, and Kurose to be superior to sender-reliable recovery [11]. We divide reliable multicast
schemento non-assiste@dndassistedschemedasedn whetherthey requirerouterassistancer not. We
begin with non-assisted schemes.
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RMTP[10] is an example of a static hierarchical scheme. The source multicasts data to all receivers,
but only the Designated Receivers (DRS) return acknowledgments. Losses in RMTP are recovered from
DRs. Retransmissions are either unicast or multicast depending on how many requests were received.
Although not implemented, RM TP was the first protocol to propose the use of subcast!, a router service
that allawvs a router to multicast a paxkto all devnstream links.

The Log-Based Receiver-reliable Multicast (LBRM) [7] is another example of a static hierarchical
scheme, aimed at distributed interactive simulation (DIS) applications. LBRM uses a primary logging
sener anda statichierarcly of secondaryogging senerswhich log all transmitteddata.Datais multicast
from the source to all logging servers and all receivers; however, only the primary logging server returns
acknowledgments to the source. The receivers request lost data from the secondary logging servers; in
turn, the secondary logging servers request any lost data from the primary logging server. Similar to
RMTR, retransmissions in LBRM are either unicast or multicast, or multicast based on a threshold. Both
RMTP andLBRM arebasedon a statichierarcly andthusrequireexplicit set-upof DRsor logging serv-
ers before ng regions can be added to the group.

The Tree-based Multicast Transport Protocol (TMTP) [14] is an example of a scheme that uses a
dynamic hierarchy. In TMTP, every region has a Domain Manager (DM). When a DM joins a group, it
searche$or aparentusinganexpandingring searchDuringthesearchthenewvw DM repeatedioroadcasts
a“SEARCH_FOR_RRENT” requesby increasinghetime-to-live (TTL) value.Whenoneor moreDMs
respondthenew DM selectgheclosesDM asits parent.Thus,the DMs form adynamichierarchicakcon-
trol tree.Eachendpointmaintainsthe hop distanceo its DM, andeachDM maintainsthe hop distanceto
its farthestchild. Thesevaluesareusedto setthe TTL field onrequestandrepliesto limit their scope.To
furtherlimit requesimplosionatthe DMs, TMTP usesrandomizedacloff for requestswhich, however,
increases lateyc

LGMP[36] is a hierarchical, subgroup-based protocol, where receivers take the responsibility to
dynamicallyorganizethemselesinto subgroupsSubgroupselecta GroupControllerto coordinatdocal
retransmissions and process feedback messages. LGM P subgroups are self-organizing and self-adaptive
according to the current network load and group membership. However, LGMP subgroup topology may
not alwaysbe congruentvith the underlyingmulticasttree. LGMP hasbeenimplementecandsomeof its
testing vas carried out on the MBONE.

TRAM[38] is anotherdynamictree-basegrotocoldesignedo supportbulk datatransfer TRAM uses
TTL to form therecevertree. Thetreeformationandmaintenancalgorithmsborrav from otherschemes
like TMTP, but TRAM has aricher tree management framework, supporting member repair and monitor-
ing, pruning of unsuitable members, and aggtien and propagion of protocol related information.

MFTP[37]is designedor reliabledistribution of files to a large numberof recevers.Datais transmit-
tedin passesAfter eachpassfeceversunicastNACKs backto the sendeusingrandomback-of delayto
avoid implosion. The sender collects all NACKs and transmits all missing packets in the next pass. The
process repeats until all receivers receive the data and no NACKs are sent. It is clear that MFTP trades
latency for reliability, atrade-off which is acceptable for file transfer, but may not be acceptable for other
applications.

Static hierarchical schemes like RMTP and LBRM do not adapt to rapid membership changes or
changes in topology. Dynamic hierarchical schemes like TMTP, LGMP, and TRAM rely on approximate
methods (e.g., expanding ring search) to discover parents and send replies. The use of expanding ring

1. Term coined by Adam Costello.
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searcHor parentselectioncanleadto otherproblemsdueto lack of congrueng betweertherecovery tree
and the underlying topolog®ther schemes B&kMFTP are mostly suited foullk data transfer

5.1. Schemes Usingdfward Err or Corr ection (FEC)

FEC is attractive in a multicast environments with a high degree of uncorrelated loss, because such
lossescanberepairedefficiently. FECtypically increaseshebandwidthrequiredto transmitdata,depend-
ing on the encoding method used. Recently, techniques have been proposed that reduce this overhead and
increasdhe effectivenessof FEC[40,41, 39]. We choseto investigateretransmissiotin our work because
it offers very low cost in terms of bandwidth and does not require encoding/decoding of data at the ends.
Someof thetechniquesve have devisedin our work canbe usedwith FEC solutions for examplein send-
ing scoped parity paeks.

5.2. RouterAssisted Schemes

Recentlytherehave beenseveral proposaldo usenetwork assistancéor reliablemulticast,which we
describe bel. Most of these postdate oupik.

In AddressablénternetMulticast(AIM)[8], theauthorsproposeo extendInternetrouting by defining
arich setof servicesTheseservicegequireroutersto assignpermulticastgrouplabelsto all routerspar-
ticipating in that group. There are three types of labels: positional, distance, and stream labels. Positional
labels are used to route messages to individual members of the group. Distance labels are used to locate
near-by members. Stream labels are used to subscribe to traffic generated by a subset of sources. AIM
definesnew routingmechanism&asedn the presencef theselabels.In the ReliableMulticast Architec-
ture(RMA), membergequiringaretransmissiomsktheir local routerto senda requesusinga positional
reachcastowardsthe source A reachcaséventuallyreachesnembergshathave the requestedlata,which
respond by sending a retransmission via positional routing. The proposed labeling scheme has less over-
headwhenusedin sharedrees.If usedin source-basettees,eachsourcetreerequirests own labels.The
overhead of distributing the labels after a membership change can be high if groups are highly dynamic:
whenever a new branch is added to the multicast tree, all the routers below the new branch may have to
change their labels.

Search Party[ 6] builds on our work in LM S by using randomness to enhance robustness. In Search
Party, requests are not routed deterministically, asin LMS, but randomly using a new mechanism called
“randomcast”.This mechanisnis usedby routersto randomlyrouterequestdo eitherthe parentor to one
of the children. Search Party trades efficiency (in terms of increased latency and duplicates) for better
robustness.

OTERS[42], uses a modified version of the mtrace[29] utility to construct a recovery tree that is con-
gruent with the underlying multicast tree. OTERS builds the tree by incrementally identifying subroots in
the multicast routing tree using back-tracing. For each subroot, OTERS selects a Designated Receiver
(DR) which acts as the parent. OTERS solves the problem of maintaining congruency (in other words,
ensuring that the recovery tree mirrors the underlying multicast tree), but receivers are still exposed to
topologyandhave to keeptrack of changesn the structureof the underlyingmulticastgroup.In addition,
the orerhead of using mtrace probes may be high in highly dynamic groups.

Tracer[28]is similarto OTERSIn thatit alsousesthe mtraceutility to allow eachrecever to discover
its pathto the source Oncethe pathis discovered,receversadwertisetheir pathsto nearby receversusing
expanding ring search. Once receivers discover nearby receivers, they use the data from tracing and their
lossrateto selectparentsTracercanbe usedasafacility to createcongruentreesfor othertree-basegro-
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tocols, such as RMTPR. Aswith OTERS, Tracer exposes receivers to the underlying topology of the group
and incurs verhead due to mtrace probes.

6. Conclusions

Multicastdeploymenthasbeenhamperedy mary factors,ncludingthelack of multicastapplications
thattruly scaleto alargenumberof recevers.In this papemwe presentedlMS (Light-weightMulticastSer-
vices),asetof forwardingserviceghatenhanceahe currentmulticastservicemodelwith functionalitythat
allows theimplementatiorof highly scalablemulticastapplicationsWe have shavn thatLMS is simpleto
implement,doesnot violate the end-to-endprinciple andincursperformanceverheadcomparabléo nor-
mal multicast.We have coveredin depththeimplementatiorof areliablemulticastschemeausingLMS. We
have shavn, however, how othermulticastapplicationsanleverageoff thevirtual hierarcly built by LMS.
Sucha hierarcly offers excellent scalingcharacteristicsbut is very hardto build and maintainwithout
routerassistancerhe hierarchieshuilt by LMS arealsovery light-weightandflexible becauseheir con-
structionis recever-driven. We have demonstrate¢hroughsimulationthatwith LMS the performanceof
errorrecovery improvessignificantlyover non-assistedchemesimplosionis eliminated exposureis kept
at negligible levels, andrecovery lateny is nearly optimal. In additionto improving performanceMS
greatly simplifies receers by freeing them from theitwen of topology disaery.

An importantcontrikbution of our work is the obsenation that forwarding and error control are two
clearlyseparableomponentsandgreatbenefitscanberealizedby decouplingandplacingeachonewhere
it is morebeneficial We believe thatthe forwardingcomponenbelongso therouters(afterall this is what
routersdo best),andthe actualerror controlcomponent{which is anend-to-endperation)belongsto the
recevers.This separations very clean,i.e., it doesnot violate ary layeringprincipleslike the end-to-end
argument- the routersdo not seeary transportlayer informationandthe endpointsknow nothing about
topology This separatiorasprovideduswith avantagepointto addres®therimportant,yetdifficult mul-
ticast problems li& congestion control, @K-based reliable multicast, and topology related grouping.
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A. APPENDIX: Protocol Details

In this sectionwe describesomeof the detailsof LMS. We first identify someproblemsanddiscuss
their solutions; then we proceed to possible enhancements.

A.l. Preventing Duplicate Retransmissions

Multicasterrorrecovery protocols(includingthoseusingLMS) thatallow receversto sendretransmis-
sions,facean ambiguity problemwhenrequestsarrive at receversaskingfor datajust recoseredthrough
retransmissionWe will call theserequestdate requestsThe ambiguityproblemis depictedin Figure 16.
Assumethatthe links betweenR3-R2andR4-R2arelinks with long propagtion delay asshavn on the
left. Now supposea paclet is lost betweenR1 and R2. A requestfrom E2 will reachE1 which will
DMCAST thedatato the subtree Now supposéhattherequest§rom R3 andR4 reachE2 afterthereply;
obviously E2 shouldignoretheserequestsHowever, if we look attheright sideof thefigure,laterequests
may be lgitimate if the retransmission happened to be losinagn its vay to R3.

To overcomethis problem we proposehatrepliersdo notsene laterequestsiinlesshey receve asec-
ondrequestAn optimizationis for receversto marktheirfirst requestwhich canalwaysbesafelyignored
by repliers.Thisis aconserative approachbut onethateliminatesambiguity If someduplicatesareaccept-
able,replierscansene requestsmmediately(exceptthosemarkedasfirst). Anotherpossiblesolutionis to
introducean “ignore” period at repliers,whererepliersignore requestdor sometime after receving a
retransmissionWe expectthat differentapplicationswill employ differentmethodsof dealingwith late
requests.
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Figure 16: Late requests lead to ambiguity

A.2. Dealing with source-based tees - Souce Spoofing

Source-basetteesrouting protocols(e.g.,DVMRP andPIM-DM) createa separatenulticasttreefor
eachsenderWith suchprotocolsthemulticastreply resultingfrom a directedmulticastmustbeforwarded
ontheoriginal senders multicasttreenotthereplier'stree.LMS accomplisheshis by allowing repliersto
usetheoriginal source$ addressn the multicastheadef(i.e., perform“sourcespoofing”).If distinguishing
original from spoofedpacletsis important,routersmay mark spoofedpaclets andinclude the replier’s
addressn end-to-endption.Sourcespoofings unnecessarwith routingprotocolsthatcreatesharedrees.

A.3. Dealing with Shaed Trees

While somemulticastnetworks still useDVMRP, mostnetworks areexpectedio usePIM-SM asISPs
begin to deplogy multicast.PIM-SM createsunidirectionalsharedreesarounda rendezwuspoint. routers
in PIM-SM maintain<*, G>entriesandthusno persourceinformation.However, becaus®IM-SM creates
unidirectionaltreesthe lack of sourceinformationdoesnot posea problemfor LMS. PIM-SM is handled
as follons (see Figure 17):

- Multicast pa&ets

/
Register
/ messag

/

I
Src

Figure 17: Dealing with unidirectional shaed trees

We calculatesubtreerepliersasbeforefor the sharedree. A requests directedby the routersto the
repliersasbefore Requestfrom repliersaredirectedtowardsthecore.ln orderto guarante¢hatthesource
will eventuallyreceve the requestwheneer the corerecevesa requestit unicastsit to the source.The
sourcein turn performsa directedmulticastto the turning point asbefore.So ratherthanhave the source
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directly connectedo theroot asin source-basedchemesthe sourceis connectedy a unicastpathto the
root.

The abore modificationworks well for unidirectionalsharedreesbut not for bidirectionaltreeslike
CBT, becauseCBT routersdo not maintainstateaboutthe directionof a source Thus,LMS in its current
statedoesnotwork with bidirectionalsharedrees unlesssomepersourcanformationis addedo therouter
state Note,however, thatin applicationghatrequiresourcefiltering thisinformationmaybeavailableeven
in bidirectional shared trees.

A.4. Replier Failure

The failure of a replier may disruptrecovery until the failed replier is detected Note, however, that
replierfailurebecomes problemonly if eithertherequestoandreplierclosesto thelossfail. Thus,recor-
erywill only beaffectedif thebreakin therepliercontinuitycoincideswith thelocationof loss.Failedrepli-
ersaretypically detectedoy routersthroughsoft state. However, if detectionvia soft stateis too slow, we
propose the follwing failure rec@ery mechanism, depicted in Figure 18:

Figure 18: Detection of eplier failure

* Requestors set a timer and repeat requests if the tipieeg up ta\ times.

» After N attemptgherequestodeclaregeplierfailure. Therequestothen,sendsa messagéo the
router at the turning point, alerting the router of rephdufe.

» The router switches repliers and famds the request to thewneepliet

While detectionof a failed replier is taking place, the replier closestto the loss usesheartbeat
DMCAST4o notify downstreanreceversthatfailurerecoveryisin progressA heartbeaDMCAST is spe-
cial in the sensehatit is forwardedon all dowvnstreamlinks, including the replierlink. In thefigure, E1
takestheresponsibilityto performthe necessaractionsto restoreherepliercontinuity. E1 knowsthatit is
theclosesto thelossandshouldinitiate thereplierrecovery processecauset recevesno heartbeames-
sagesexceptits own. Receverscloserto thelossstarttheir heartbeatearlier All remainingreceverswho
receve aheartbeatdefertherepairto E1. Thesereceverscanin turn monitor E1 throughits heartbeatE1l
seizes its heartbeat after a retransmission isvettei

A.5. Selecting Repliers in a LAN

For simplicity, the previous sectionshadassumedhattherewasonly onerecever at eachlink. Thisis
obviously not truewhenlinks terminatein LANS. In suchcasesreceversonaLAN useasimpleelection
mechanisnto electareplierandthereforemake a LAN appearashaving a singlerecever. The detailsof
how the election is done as well as other issues that arise with LANsvaredaon [49].
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A.6. Routers with a Large Fan-out

If arouterhasa large fan-outfor a specificgroup,the routers replier may receve a large numberof
requestdrom downstreamrepliers.To avoid this problem,the router may partition its links into smaller
groupsandselectareplierfor every group,asshovn in theexamplein Figure19. In this example requests

ROUTER
<D\
repliera replierb
Ale > (@05
replierc T replierd 2
" clo /=" ﬁ

Figure 19: dealing with outers with large number of links

from links in groupD goto replierd, but requestgrom replierd goto replierc, requestdrom replierc go
to replierb andsoon. Requestérom repliera areforwardedupstreamBy partitioninglinks this way, the
maximum number of requests a replier can sexk significantly reduced.

A.7. Proxy Directed Multicast

In the previous exampleswe assumedhatthe first replierabove the losshasthe dataandserviceshe
retransmissionThis however, may not alwaysbetrue. For example,sincewe employ a NACK-basedoro-
tocol,therequestnayarrive afterthebuffersatthereplierhave beenpurged;or perhapgor securityreasons,
theretransmissionareonly allowedto comefrom the original sourceor someothertrustedmemberEven
in thesecasesthe DMCAST servicecanbe usedasbeforewith only a smalladdedoverheadWe call this
proxy directed multicast.

It is importantto notethat oncea requestpasseghe turning point it containsenoughinformationto
uniquelyidentify thesubtredhatrequiregheretransmissionrhus,if areplierrecevesarequesthatit can-
not service thereplier canforward the requesto anothermember(possiblyusingLMS again). Oncethe
requestrrivesatanappropriateeplier aDMCAST canbesentto theoriginal turningpoint, thusreaching
thecorrectsubtreeln orderto presere the original turning point, routersforwardinga requesto areplier
first check if the turning point field is emptfit is not emptythe &isting information is left untouched.

A.8. Pathological Topologies

Sometopologiesmay createpathologicakituationsghatmayreducetheefficiency of LMS. In this sec-
tion, we describdawo suchcasesandproposepossiblesolutionsto overcomeheproblem.it is notclearhow
likely thesetopologiesareto occurin real-life. Thetopologiesgeneratedor our simulationexperimentsdid
not exhibit ary such pathologies.

A.8.1. Long and Skinny Branches

Thesetopologiesmay causeincreasedecovery latengy in LMS. An exampleis shavn in Figure 20.
Theseareessentiallytopologiescomposeantirely of long, skinry branchesvith norepliersin themiddle.
Lateny maybeincreasedn suchtopologiesbecause&outerR hasno choicebut to selectoneof thelong
branchessthereplierlink. Thus,requestgrom anon-replietbranchtravel all theway back(possiblynear
thesourcepnly to bediverteddown anothetongbranchto thereplier Thesameappliesto retransmissions:
they must follav the long path through the turning point.
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Figure 20: Some pathological topologies

A possiblesolutionto this problemis the following: receiversthat experiencelong recovery lateng
(comparedo their RTT to the source)dueto suchtopologies advisethe turning point routerto releasets
replierandpropagterequestfrom all downstreambranchesipstreamin the hopethatanotherepliermay
belocatedcloserto theturningpoint. Theroutermayor maynotfollow thisadvice:if thenumberof dowvn-
streanlinks is smallthusnotriskingimplosionatthe upstreanreplier, thenthisis aviable solution.Other-
wise, receverswill have to dealwith the increasedateng. Note thatif the routerfollows this advice,it
shouldcontinueto insertthe turning pointinformationto requestso thatdmcastawill beefficient. A dis-
advantageof this approachs thatif losshappenaipstreanof the turning point, thenone DMCAST per
downstream link will be required at router R.

A.8.2. Topologies that cause Request Implosion

A pathologicakopologythatmay causerequesimplosionis shovn in Figure20. Recallthata router
forwardsat mostonerequeston its upstreamlink. Thus,the maximumnumberof requestsa replier can
receveis typically boundedy thenumberof downstreaminks attheturningpoint. However, it is concev-
ablethat in suchpathologicalcasesnvheremary routershave selectedhe samereplier, the replier may
receve apotentiallylarge numberof requestsin thefigure,alargenumberof neighboringouters(shaded)
have selectedhesamereplier(alsoshaded)formingalongreplierpath.Every requesteachingarouteron
thereplierpathis now forwardedto the samereplier, makingthe numberof requestst thereplier propor-
tional to the sum of the dmstream links of all the routers on the replier path.

Theproblemcanbe solved by modifying thereplier costto take into consideratiorthe sumof the chil-
drenof all routersalongthereplierpath.At eachhop,aroutermodifiesthe costto reflectthe numberof its
children(minusthereplierlink). Thusasit movesupstreamthe costbecomeshigh andthe next upstream
router is forced to select a fdifent replier link, thus shortening the replier path.

A.9. Security Issues

Currentmulticastsecurityschemegmploy encryptiontechnique$o ensuresecurityin multicastgroups
[19]. With encryptiontechniquesthereceversaregivenkeys, whichthey useto decryptpacletssentby the
senderTherearetwo possibleproblemshatmayarisewith secureapplicationan LMS. Thesearethefol-
lowing:

» Dataintegrity: how cantherequestorgnsurghatretransmissionsentby replierscontainthesame
data originally sent by the source?
« Unresponsie repliers: ha can requestors ensure that repliers will respond to their requests?
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We addresshefirst problemby requiringrepliersin secureapplicationgo buffer andretransmipaclets
in their encryptedstatei.e., asthey wererecevedfrom the senderIn addition,LMS routersmay enforce
therulethatDMCASTscontaintheaddres®f thereplierin anlP optionto alertrecevers.Thesecondorob-
lem can be addressed by treating unrespenstss asaflure, and switching repliers as described earlier

A.10. Incremental Deployment

Incrementabeploymentis animportantissuein the deploymentof any nev schemeequiringchanges
atrouters.Thelnternethasbecomesobig, thataclearincrementatleploymentplanis essentialTheeasiest
way to deploy LMS is to follow thesameplanasIPv6[25,16] deployment.IPv6is currentlyrunningon an
experimentaloverlays(e.g.,6-Bone[26]). Anotheroptionis to deploy LMS following a similar approach
astheoneproposedor theincrementatleploymentof PGM[20]. PGMusesSoucePath Messges(SPMs)
to createan overlay of PGM awarerouters.PGM signallingthenoccursonly betweenPGM routers.The
SPM approach wrks for LMS, as depicted in Figure 21 and describedabelo

potential replier at R3

Figure 21: LMS Incremental Deployment

Periodically the sourcemulticastsSPMsto the group. Thesealsocarrythe IP RouterAlert option, so
thatall routersexaminethem.Non-LMS routerssimply ignorethe optionandforwardpacletsin thenormal
fashion.Whenan LMS routerrecevesan SPM, it notesthe addresf the senderlf the sendeiis notits
upstreammeighbor thenit notesthe addresof the upstreanLMS element,overwritesits own addressn
the SPM andforwardsit. This processwill eventuallycreatepointersto LMS elementsalongthereverse
path.Unlike PGM, LMS requiresan additionalstep.LMS needso sendmessageto repliers,soarouter
alsoneedgo know theforward pathto thereplier Theforward pathis establishedby replierupdatedrav-
eling upstream using the same mechanism as SPMs.

Incrementatieploymenthasaneffectonexposure For example aretransmissiomitiatedattheturning
pointwill reachreceversin intermediatenon-LMSclouds If lossoccurredupstreantheclouds theretrans-
missionwill be usefulto all recevers; however, if lossoccurreddovnstreamyeceversin the cloudswill
receve a duplicate.

A.11. Other LMS Applications

Oneof theimportantadvantage®f LMS is thatits mechanismaregeneraknougho beusedfor other
purposedesidesrrorrecovery. For example the serviceuusedfor implosioncontrolcanbe usedby mary
otherapplicationswherereceversneedto implementa scalablecollect or voting service.Sucha service
enableslargenumberof receversto efficiently corvey somevalueto thesendewithoutriskingimplosion.
Thefine-grainmulticastcapabilityprovidedby theDMCAST servicecanbeusedfor targetingspecificparts
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of the multicasttree,for exampleto announcehe presencef a senerin thatregion. We expandon these
applications net.

A.11.1. Simple ANYCAST

ANYCAST [18] is aserviceusedwhenaclientwishesto discover onesener (typically thenearesbne)
outof agroupof senersproviding aservicetheclientis interestedn. Examplesarereplicatedile systems,
or the DNS service LMS canbe usedto implementa simple ANYCAST serviceby groupingsenersin a
well-known multicastgroup.SenersuseLMS to notify routersthatthey wantto berepliers,choosingper-
hapsdistanceastherepliermetric.Clientssearchingor senerssendrequestso the multicastgroup,which
aredirectedto thenearesteplier(aswith retransmissionequestsjhusestablishingontactwith thesener.
These steps are shio in Figure 22.

A Sener
A Client

Figure 22: LMS implements a simple ANYCAST serice

Onesmallchangerequiredin the replier selectionmethodto implementANYCAST. Senerstell the
routersto adwertisetheexistenceof areplier(sener)in all links ratherthanjusttheupstreamink asbefore.
which ensures that routers find the nearesisanvary direction.

A.11.2. Positive Acknowledgment-Based Reliable Multicast

Recallfrom theprevioussectionthatNACK-basedorotocolscannotguaranted 00%reliability dueto
thelack of positve ACKs. To achiere completereliability, oneshouldeitheremploy a positve ACK-based
protocol, or supplementNACKs with periodic synchronizationvia ACKs. The mechanismdor both
approachesare similar; the main differenceis the frequeng of synchronizationyhich happenson every
paclet (or window) in an ACK-basedorotocol,insteadof at alargerinterval with a NACK/ACK combina-
tion.

LMS canbe usedto implementeithera pure ACK-basedprotocol,or NACK/ACK protocol.In either
case replierstake the responsibilityto collect ACKs from downstreamrecevers, fusethem,andsenda
cumulatve ACK upstreamThusthe sendeffinally recevesasingle ACK containingthe highestconsecu-
tive sequence number from all raees.

LMS canhelpsimplify theimplementatiorof suchprotocols For example additionalmechanismghat
would be neededo assignchildrento parents(asdonein existing protocolsusingstatic hierarcty [10]),
have beeneliminatediireecongruenyg, anaggingproblemwith otherprotocolsjs now automaticajoining
receversearchindor aparentcaneasilyfind oneupstreanby sendingarequestswitchingto anew parent
afterthe currentleavesthe groupis again easy:it simply requiresthatdownstreanreceverssenda probe
messagasearchindor anew parentfinally, the DMCAST serviceis still availableto sendretransmissions
efficiently.



