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Abstract

Building on thesuccessof unicastIP, IP Multicastadopteda simple, open,best-effort deliverymodel
with broadcast-within-a-groupsemantics.Despiteseveral yearsof effort, theresearch communityhasbeen
unableto producescalableandreliableend-to-endtransporton top of this model.Proposedsolutionsare
either not flexible or incur high control overhead.

Manyof theseproblemscanbesignificantlysimplifiedandperhapssolvedwith networkassistance, an
approach which hadbeendismisseduntil recentlydueto concernsaboutviolatingtheend-to-endargument.
Such violation occurs whennetworkelementsperformtransportlevel operations.We claim that network
assistanceis possiblewithout violating the end-to-endargument.We presentLight-weightMulticast Ser-
vices(LMS),whichenhancetheexistingmulticastmodelwithsimpleforwardingservicesthatdonotrequire
transportlevel actions.UsingLMS,routers tag andsteertransport-level control packetsto selectedend-
points, thus preservingthe location advantage of the routers while pushingtransportprocessingto the
edges.

LMSfacilitatesveryefficientsolutions(comparedtopureend-to-endschemes)toproblemslikescalable
reliablemulticast.We showthat shifting theprocessingfromrouters to endpointshasminimal impacton
efficiency(comparedto theidealizedtransport-awarenetworksolution),whileofferingsignificantgainsin
termsof scalability, reducedapplicationcomplexity andeaseof deployment.WhatdistinguishesLMSfrom
otherschemeis itsability toeasilyhandledynamicgroupsandtheminimaloverheadit incursat thenetwork
and the receivers.

1. Intr oduction

TheInternetarchitectureis largely responsiblefor theundisputedsuccessof theInternettoday. At the
coreof thissuccesslies thesimplicity andeleganceof theIP protocolwhosedesignwasguidedby theend-
to-endprinciple[12].Internetarchitectsrealizedthatby foregoingthewire-likerobustnessof traditionalnet-
works(like thetelephonenetwork) andaddingintelligenceat theendpointsto compensate,a network can
not only bebuilt on a muchsimpler, cheaperandhighly scalableinfrastructurebut canalsoadopta very
flexible service model well-suited for a wide range of applications.

1. Currently on leave of absence to Cisco Systems.
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The Internetarchitectureis basedon thesocalledbest-effort servicemodel.The interactionof store-
and-forwardpacket forwarding,finite bufferingandburstydatasourcesoccasionallycausescongestionand
lossin theInternet.Applicationsrequiringbetterthanbest-effort reliability mustcounteractlossby enrich-
ing end-to-endtransmissionwith error control. Errorcontrolis thecomponentof acommunicationprotocol
responsiblefor detectingandrecovering loss.Error control hasreceived wide attentionin literatureand
good references include [1,2].

Internet Multicast debuted about ten yearsago[5] and was welcomedas a natural extensionand
enhancementof theunicastmodel.Multicastprovidesgreatbandwidthsavingscomparedto unicastwhen
thesamemessagemustbedeliveredto a largenumberof recipients.Multicast is a very powerful commu-
nicationservicebecauseit allows a singletransmitterto reachanunlimitednumberof receiversin a very
efficientandscalablemanner. Many multicastapplicationsexist todayincludingstreamingmedia,distance
learning,Internetradioandtelevision,distributedinteractivesimulation,file transfer, softwareupdatesand
muchmore.Leveragingonthearchitecturalsuccessof theunicastmodel,Internetmulticastadoptedabest-
effort broadcast-within-a-groupservice,akin to a radiochannel:anyonecantunein andlistento transmis-
sionsby anyonetransmittingon thatchannel.For simplicity andscalability, multicastgroupsremainanon-
ymous,meaningthat the network doesnot maintainstateaboutreceiver populationand identity. Thus,
similar to unicastthearchitectureprovidesasimplenetwork deliveryserviceontopof whichricherseman-
tics can by built.

Unfortunately, the end-to-endmodel which was so successfulin the unicastcasehasproven much
harderto apply to multicast.As a result,despitethevigorouspromotionof multicastby boththeresearch
communityand industry the InternetServiceProviders (ISPs)and consequentlythe usershave not yet
embracedtheservice.Many reasonshave beencited [46,47].Themostfrequentlymentionedare,lack of
viable interdomainrouting protocols,lack of capabilityto set-upcomplex peeringrelationshipsbetween
autonomoussystems,lackof scalableaddressallocationschemes,limited addressspace,difficulty with bill-
ing, and the lack of a general reliable transport service analogous to TCP.

Admittedly, theexistenceof a generalmulticasttransportservicethatsatisfiesa largeclassof applica-
tionsseemshighly improbable.Factorsliketheheterogeneityof receiversandnetworks,diverseapplication
requirements,andthedynamicnatureof groupsamongothers,precludethedevelopmentof ageneraltrans-
portserviceof reasonablecomplexity. Instead,theresearchcommunityhasrecentlyfocusedtowardsdevel-
opingandstandardizinga setof multicastbuilding blocks[48] thatcanbecombinedto composea service
that satisfies requirements of specific applications.

Recently, several proposalshave emerged advocating changesto the current multicast model.
EXPRESS[44]proposesa modelwhereonly onesourceis allowed to transmitandrequiresreceiversto
explicitly indicatetheir intentionto join agroup.Theresultingmulticasttreeis routedat thesource,which
solvestherendezvousproblem,andtheexplicit join abandonsanonymity to allow accesscontrolsto enable
serviceslike authorization,authenticationandbilling. EXPRESSis gearedtowardshighly populatedone-
to-many channelslike InternetTV. Similar to EXPRESS,SimpleMulticast[45] proposesto solve theren-
dezvousproblemby includingtheaddressof thecoreor rendezvouspointin theaddressof thegroup.Unlike
EXPRESS,SM createsbidirectional sharedtrees which can handle many sendersefficiently. Both
approachessolve the problemof scarcemulticastaddressspaceby usingaddressesthat concatenatethe
sourceor thecoreaddresswith themulticastaddress,essentiallyallowing 24 bits of multicastaddressing
per router. It is importantto realizethatneitherEXPRESSnor SimpleMulticastaremeantto completely
replacetheexistingservicemodel;ratherthey aregearedtowardsspecificclassesof applicationswherethe
existing model is less suitable.



3

In this paper, we addressa differentproblem,not addressedby eitherEXPRESSor SimpleMulticast,
but essentialfor theubiquitousdeploymentof multicast:providing ageneralandscalablereliablemulticast
service.Reliablemulticastis desirablein many applicationsincludingfile transfer, softwareupdates,web
cacheupdates,stockquotedistribution andmediaarchiving. Attemptsto provide sucha servicewithin the
currentmulticastmodelhaveprovenelusive.Onereasonis thebroadcast-within-a-groupnatureof theexist-
ing servicemodel,whereaspacket losshaslocalizedeffects.Wethereforeproposeto extendthemodelwith
asetof Light-weight Multicast Services(LMS) , whichextendrouterforwardingto allow localizedoper-
ations which enables solutions that are highly scalable and far less complex than current solutions.

Thebroadcastnatureof thecurrentIP Multicastservicemodel[5]makesit hardto performreliabledata
transferin ascalableandefficientmanner. Traditionalerrorcontrolmechanismsdesignedfor point-to-point
applications(e.g.,TCP) either breakdown completelyor offer poor performance.The difficulties arise
becausetheIP Multicastmodelrequiresthatall messagessentto amulticastaddressreachall receiverssub-
scribingto thataddress.This modelis not well-suitedfor datarecovery becauselossesin a multicastenvi-
ronmentaremostly local, i.e., they affect only part of the multicasttree.Attemptingto recover datalost
locally by global means leads to several problems, including the following:

• Implosion: Implosion is a problemthat occurswhen the lossof a packet triggerssimultaneous
messages(requestsand/orretransmissions)from a large numberof receivers. In large multicast
groups, these messages will swamp the sender or receivers, or even the network.

• Exposure: Exposureis a problemthat occurswhen recovery-relatedmessagesreachreceivers
which have not experiencedloss.This is mainly dueto the lack of “fine-grain” multicastin the
existing model. Exposure wastes both network and endsystem resources.

• Recovery latency: Thelatency experiencedby amemberfrom theinstanta lossis detecteduntil a
reply is received.Latency hassignificantimplicationsin applicationutility andtheamountof buff-
ering required for retransmission.

• Adaptability to dynamicmembershipchanges:This is a measureof how theefficiency (in terms
of lossof service,duplicatemessagesandaddedprocessingand/orlatency) of error recovery is
affectedby changesin the group topologyandmembership.In large dynamicmulticastgroups
receiversmayjoin or leaveat randomintervals.Thuserrorcontrolmechanismsthatmakeassump-
tions about receiver population and/or location are not suitable for such groups.

Currentend-to-endsolutionssolve some,but not all of the above problems.For example,SRM[3]
solvesimplosionat theexpenseof latency andexposure.RMTP[4] solvesimplosion,exposureandlatency,
but doesnotadaptwell to dynamicmembershipchanges.TMTP[14] adaptsto changinggroupmembership
but uses complex heuristics.

LMS is motivatedby the observation that currentmulticastsolutionsaresignificantlymorecomplex
thanunicastsolutionsnot only in termsof signallingbut alsoin termsof state(especiallytopology-related
state).Thechallenge,however, is to enhancethecurrentmodelby addingminimal complexity to thenet-
work while maximizingthegain.WebelieveLMS meetsthischallenge.Thekey featureof LMS is thesep-
arationof theforwardinganderrorcontrolcomponents;theforwardingcomponentis assignedto therouters
(whereit canbe implementedmostefficiently), while the error control componentstaysat the receivers
(thus preserving the end-to-end principle).

Briefly, LMS worksasfollows: first, therouterscreateanimplicit receiver hierarchy by selectingone
of theirdownstreaminterfacesastheparentof theremainingdownstreaminterfaces(theupstreaminterface
is theoneleadingto thesender).Second,whendetectinglossall receiversimmediatelymulticastrequests
which aresteeredby routersto theparentinterface.Theexceptionis therequestfrom theparentinterface,
which is forwardedupstream.This allows only onerequestto escapeup to thehigherlevel. Third, before
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steeringrequeststo theparentinterface,a routerstampsits addressin passingrequests;we call this router
theturningpoint; it identifiestherootof thesubtreethatsenttherequest.Sincetheturningpoint is carried
in therequest,routersneednot rememberany state.Finally, asrequestsclimb up, someparentwhich has
therequireddatawill receivetherequest.Thatparentprovidestheturningpointrouterwith aretransmission
which the router multicasts to the appropriate subtree.

Notehow our schemeaddressesall problemslistedearlier:implosionandexposureareaddressedby
routershelpingreceiverscreatea virtual recovery tree,localizing recovery betweenparentsandchildren.
Thetreeadaptsinstantlyto bothmembershipandroutingchangessinceroutersensurethattherecoverytree
alwaystracksthemulticastroutingtree.Recoverylatency is minimizedby adoptinglocalrecoveryandhav-
ing requestsandretransmissionssentwith nodelay. Finally, theseparationof forwardinganderrorcontrol
eliminatesall topologystatefrom thereceivers(e.g.,round-trip-time,back-off timers,explicit parent/child
assignment), along with the associated signalling overhead.

It is importantto understandthebroaderimpactof our researchon multicast.We have shown for the
first time how to decomposemulticasterrorcontrol into two setsof components,namelyforwardingand
errorcontrol,andhaveshown thathow thisseparationbringssignificantgainsin performanceandscalabil-
ity whilepreservingtheend-to-endprinciple.Thisisapromisingapproachwhichprovidesuswith avantage
point from where to address other difficult multicast problems such as congestion control and more.

An expandedversionof thework in thispapercanbefoundin [49]. An earlierversionof thiswork was
publishedin [9]. Thepaperis structuredasfollows. In Section2 we describeLMS. Section3 presentsour
simulationresults,includingcomparisonbetweenLMS andtwo otherprominentschemes,namelySRM[3]
andPGM[20].In Section4 weevaluateour implementationof LMS in thekernelof NetBSDUnix. In Sec-
tion 5 wediscussrelatedwork. Finally, Section6 concludesthispaper. TheAppendixincludesfurtherpro-
tocol details.

2. LMS: Light-weight Multicast Services

Light-weightMulticastServices(LMS) is a setof servicesprovidedby routersto greatlysimplify the
solutionsto basicmulticasttransportproblems.WeemphasizethateventhoughLMS wasmotivatedby the
problemof scalablemulticasterrorcontrol,LMS itself is not tied to aspecificproblem.WeregardLMS as
asetof generalservicesthatfacilitateefficientsolutionsto difficult multicastproblems.LMS enhancesthe
existing IP multicastmodelwith new forwarding functionality. By restrictingits scopeto forwarding,LMS
avoidsexamininghigherlayersandthusdoesnot violatetheend-to-endprinciple.In this sectionwe focus
on the application of LMS to reliable multicast; later we propose other applications of LMS.

We begin by motivatingtheneedto enhancetheforwardingfunctionalityof thecurrentmulticastser-
vicemodel.To dosowepresentanidealizederrorrecoveryscheme,shown Figure1. Assumethatasubset
of receivershave just experiencedlosswhena packet on link L (markedwith “X”) wasdropped.Assume
thatthesourceis locatedat a distancefrom L; thereexists,however, anadjacentreceiver (shadedin dark)
thathasreceivedthedatacorrectlyandwewould like to recover lostdatafrom thereratherthangoingback
to thesource.Let uscall this receiver the replier. Let usalsocall thereceiver who sendsa requestfor the
losstherequestor. Wewouldliketherequestorto betheclosestreceiverdownstreamthelossandthereplier
to betheclosestreceiverupstreamtheloss,becausetheirproximity to thelossminimizesrecoverylatency.
Recovery is initiatedby the requestorby sendinga NACK upstream(perhapsafterdetectinga gap in the
sequencenumber)while all otherdownstreamreceiversremainsilent,thuseliminatingNACK implosion.
The NACK is forwardedto the replier only, remaininginvisible to otherreceiversupstream.Finally, the
repliersendsaretransmissionvia constrainedmulticast,suchthatbeginsat link L andtravelsdownstream;
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the retransmissionrides the existing multicastsubtreeand is deliveredto all receiversdownstreamof L
(which happen to be the ones that missed the original packet).

We claim that this recovery scheme exhibits a near-optimal behavior:

• Only oneNACK is generatedby thereceiver closestto theloss.A singleNACK perlost packet is
both necessary and sufficient to initiate recovery (assuming no NACK loss).

• Only oneretransmissionis generatedby thereceiver immediatelyabove theloss.Again,assuming
no furtherlossof retransmissions,asingleretransmissionis bothnecessaryandsufficient to repair
the loss.

• Only affectedreceiversreceive theretransmission,whicheliminatesexposure.Utilizing theunder-
lying multicasttreeresultsin goodefficiency (in termsof latency andbandwidth)in deliveringthe

retransmission1.
• By initiating NACKs andretransmissionsimmediately(no back-off timers)andrecovering from

the receiver closest to loss, recovery latency is kept at a minimum.

Unfortunately, however desirableit might be,theabove schemecannotberealizedwithin thecurrent
multicastmodel.Requestscannotbetargetedto specificreceiversdueto anonymity, thelocationof lossis
unknown, and constrained multicast is not possible.

2.1. The LMS Concept

The idealizedschemeabove could be easilyimplementedif routersperformedtransportlayer opera-
tions.However, this is impracticalbecauseof theheavy processingon theroutersandtheviolation of the
end-to-endprinciple.Yet,arouter-basedsolutionis conceptuallysimpleandquiteelegantif it canautomat-
ically build an optimal hierarchy for requestsuppression,andinitiate fine-grainmulticastof retransmis-
sions.However, hidden in the above statementis the following key observation: it is not the router’s
processingpower that theschemeexploits, but therouter’s location. In otherwords,thekey advantageof
enlistingroutersto assistin errorrecovery, is not to utilize their processingcycles,but their tight coupling
to topology. Recallthatour majorobjectionswith therouter-basedschemesemanatefrom having routers
do transportlevel processing(asdoesPGM);but aswe justobserved,processingis not themainadvantage
of this scheme.Would it thenbepossibleto move theprocessingaway from therouters,but maintainthe
location advantage? Or to restate the question:

 Figure 1: An imaginary, efficient recovery scenario

1. In some topologies, however, the unicast path from the replier to receivers may be shorter.
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In the heavy-weight router based model, efficiency is not achieved due to harnessing the routers’ pro-
cessing power, but due to their location. Would it then be possible to move the processing away from
the routers while retaining the location advantage and thus preserving the elegance and efficiency of
the model?

Theabovequestionliesattheheartof LMS; it alsodefineswhatLMS is:asetof serviceswhosepurpose
is to allow the migrationof transport-level processingaway from the routerswhile retainingthe location
information.LMS achievesthisby allowing theprocessingto bemovedfrom each1 routerto anotherentity,
calleda surrogate. Thesurrogatethusbecomesresponsiblefor performingtransport-level taskson behalf
of therouter. Theconceptualtransformationfrom therouterhierarchy to thesurrogatemodelis depictedin
Figure 2.

Whoshouldthesurrogatebethen?Webelieve thatthesurrogatesshouldbeselectedamongthereceiv-
ers. While expectinga receiver to do somework towardsrecovery is not unreasonable,selectingreceivers
assurrogateshassignificantadvantages:(a) it pushesthe loadof recovery at theendsratherthanconcen-
tratingit at therouters,(b) hasgreatflexibility becauseany futurechangescanbedoneat theendswithout
affecting thenetwork, and(c) all recovery operationsremainwithin the transportlayer, which avoids the
layerviolationof theearliermodel.However, thecostis increasedlatency to steerinformationto asurrogate
instead of processing it directly at the router. Also, surrogates may be slower than routers.

2.2. LMS Core Ideas

In ordertomigratetheprocessingfromrouterstosurrogatesweneedtoaddressthefollowingquestions:

• how does a router select a surrogate?
• how does a router redirect messages to its surrogate while preserving location information?
• how does the router relay messages from the surrogate?

We addresseachof thesequestionsnext, but first a word aboutour terminology:in thefollowing sec-
tionstheterms“surrogate,” “requestor”and“replier”, areusedinterchangeably. Bothrequestorsandrepliers
aresurrogates.Requestorsaredistinguishedfrom repliersbasedon context, i.e.,whetherthey aresending
a request or a retransmission.

1. Here we are referring to routers that would have participated in recovery in the router hierarchy model.

 Figure 2: The LMS Concept
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2.2.1. Selecting a Replier (surrogate)

A router selects a replier for each source in a multicast group. Each router selects a replier as follows:

• if the router has two or more downstream links it selects one as the replier link1;
• if the router has only one downstream link that becomes the replier link by default;
• if the source is directly attached to the router the source becomes the replier.

Figure3 showsapossiblerouter-replierallocation.Thelinks leadingto areplierarein bold.It is impor-

tantto notethatsimilar to dataforwarding,a routeronly needsto know therepliernext hop, not theactual
replier. For example,routerR2 selectsR4 asthenext hopknowing that it leadsto somereplier. This has
some important advantages:

• If thereplierchanges,thechangeremainsmostlylocal.For example,if R4decidesto switchto E4
asits replier (becauseE5 eitherleft the groupor crashed)R2 doesnot needto changeits replier
state.

• Receiversdo not have to benotified that they have beenselectedasrepliers.A receiver knows it
hasbeenselectedif it receivesa request.Thereis, however, no guaranteethat the receiver will
remain a replier for the next request.

• The replier state at the router is small. It is simply an identifier for the replier link.

In our discussionthusfar, we did not specifywhich link therouterselectsasa replier link whenthere
aretwo or morecandidates.While thesimplestsolutionwouldbeto chooseoneat random,therearemany
reasonswhy wewouldpreferthereceiversto controlthereplierselection.For example,somereceiversmay
bebettersuitedto actassurrogatesbecausethey arelocatedonfastmachines,or machineswith largermem-
ory. Therefore, next we introduce a replier selection mechanism.

 Replier Selection Mechanism

Receiversexpresstheir desireto becomerepliersby piggybackinginformationon thejoin request.We
expectthatall receiverswill bewilling to becomerepliers(datarecoverycanbeachievedevenif this is not
true,but at reducedefficiency). Along with thejoin request,receiverscommunicateacostof theirappropri-
atenessasrepliers,androuterspick repliersbasedontheadvertisedcost.Receiversrepeattheircurrentcost

1. We will address the issue ofwhich downstream link shortly.

 Figure 3: A possible replier allocation in LMS
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with every IGMP membershiprefresh.Thisprocessallowscoordinationamongreceiversto controlreplier
allocation at the routers.

 Replier Selection Space

LMS providesonly adeliverymechanismfor repliercost,meaningthatthecostsemanticsaretranspar-
ent to LMS. Routersmake decisionsbasedon simplecomparisons.For example,groupswishingto mini-
mize latency may useRTT asthe advertisedcost;othersmay uselossrate,or a combinationof several
metricsbasedon performanceand/orpolicy. LMS leavesthe selectionof appropriatecostmetricsto the
application.

2.3. Steering Messages to Repliers

Eachrequestis multicast,which keepsreceiver actionssimple1. Requests,however, arehandledhop-
by-hopby therouters.Initially, a requesttravelson thereversepathtowardsthesourceuntil anappropriate
surrogatepathis foundandthentowardsareplierusingthereplierforwardingstate.Routerscaneasilysteer
requeststowardsthesource(andblock themfrom goingdownstream)by usingtheexisting <S,G> state,
whereSis theoriginalsource.Thehop-by-hopforwardingrequiresroutersto examineeachrequest,which
is done via the IP Router Alert option [17], included in every request.

2.3.1. Request Handling at the Routers

LMS avoidsrequestimplosionbecauseeachrouterallowsonly onerequestto escapeupstream- theone
comingfrom thereplier link. All otherrequestsarefunneledinto thereplier link. This is accomplishedby
routers steering requests to repliers as depicted in Figure 4.

A request may arrive at a router from three possible directions:

1. From a non-replier link: notethat this implies that therouterhasat leasttwo downstreamlinks. We
call this routertheTurning Point of the request.At the turningpoint the routerturnsrequestsaround
(recall that the requestwastraveling upstreamuntil this point) andforwardsthemto the replier link.

Beforeforwardingeachrequestand if the turning point field is empty2, the routeraddsturning point
informationto the packet, consistingof (a) an identifier for the link the requestarrived on (the non-

1. PGM for example requires requests to be unicast to routers.

 Figure 4: Request handling at a router

2. See later discussion on proxy directed multicast in section A.7 as an example of where a router may find
the turning point field non-empty.

To Src

To Replier
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replier link) and(b) the addressof the replier interface.Note that the turning point informationglo-
bally identifiestherootof thesubtreethatsenttherequest.Wewill seeshortlywheretheturningpoint
information is used.

2. From the replier link: when a requestarrives from the replier link the router forwards it to the
upstream link without touching the packet.

3. From the upstream link: when a requestarrives from the upstreamlink the router forwardsit to
replier link unchanged.

Themaximumnumberof requestsdivertedto thereplieris boundedby thenumberof downstreamlinks
at theturningpoint.Assumingthatroutersdo not have a largefanout, replierswill not experienceimplo-
sion.For routerswith a largefanoutweproposeasolutionin sectionA.6 A finebut importantpoint is that
thereplierthatactuallyhasthedata(andwill servetherequest)receivesatmostonerequestfor aparticular
packet loss.

2.3.2. Directed Multicast (DMCAST)

If a replierreceivesa requestbut doesnothave therequesteddata,thereplierignorestherequestsince
it musthave senta similar requestof its own1. Otherwise,thereplierretransmitsthedatausinga Directed
Multicast (DMCAST). This is thefinal serviceLMS addsto therouters;its purposeis to enablefine-grain
multicast to eliminate exposure.

Theoperationof aDMCAST is shown in Figure5. To performaDMCAST therepliercreatesamulti-

castpacketcontainingtherequesteddataandaddressesit to thegroup.An IP optionis addedcontainingthe
turningpoint link identifierobtainedfrom therequest.Thereplierthenencapsulatesthemulticastpacket in
aunicastpacketandsendsit to theturningpointrouter, whoseaddresswasagainobtainedfrom therequest.
Whentheturningpoint routerreceivestheunicastpacket, it decapsulatesthemulticastpacket,stripstheIP
optionandmulticastsit on thespecifiedlink. Fromtherethepacket is forwardedlike a regularmulticast
packet originating from the source.

DMCAST’s leverageoff the informationinsertedby routersat the turningpoint to achieve fine grain
multicastandeliminateexposure.The turningpoint identifiestheroot of the losssubtreeanda dmcastis
able to target this point precisely, thus sending retransmissions only to interested receivers in the group.

1. Seelaterdiscussiononwhathappenswhenreplierdoesnothave thedatabecauseits bufferswereflushed.

 Figure 5: A Directed Multicast (DMCAST)
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2.3.3. LMS Summary

In summary, LMS employs threeimportantconcepts:replierselection,steeringof requeststo repliers
andestablishingturningpoints,anddirectedmulticast.Theseconceptswork togetherto enablereceiversto
construct an efficient recovery mechanism which is depicted in Figure 6 and summarized below:

 Sending a request:

Replierlinks arein bold.Lossoccurson thelink betweenR1 andR2.EndpointsE1 throughE7 detect
the loss. Then, the following events take place:

• E7 sends a request, which R2 forwards to R1 because E7 lies on R2’s replier link.
• E1 sendsa requestwhich is forwardedby R3 to E2. Similarly, requestsfrom E3 andE5 arefor-

warded to E4 and E6 by R4 and R5, respectively.
• Therequestfrom E2 is forwardedto R2,becauseE2 is onR3’s replierlink. Similarly, therequests

from E4 and E6 are also forwarded to R2.
• R2 forwardsrequestsfrom E2,E4andE6, to E7,which ignorestherequestssinceit doesnothave

the data (but has requested it).
• The request from E7 reaches R1, which forwards it towards E8, which has the requested data.

 Sending a Reply

OnceE8receivestherequestanddeterminesthatit hastherequesteddata,it preparesareplyandsends
it as follows:

• E8createsamulticastmessagecontainingthereply. E8encapsulatesthemessagein aunicastmes-
sage and sends it to R1 (the request’s turning point).

• R1 decapsulates the multicast message and multicasts it on the link leading to R2.
• From that point on, all downstreamroutersand endpointstreat the reply as a regular multicast

message coming from the source.

NotethatLMS routersmaintainnostateotherthanthereplierlink identifierandcost,whichis indepen-
dentof thenumberof receivers.Routersneednot rememberanything aboutrequestsasthey passthrough.
Routersarenot evenawarethat theserecovery messages,they simply forwardmessagesaccordingto the
new forwardingrulesjustasthey forwarddatapacketsaccordingto thestandardmulticastrules.Thus,LMS
imposes no per-packet state at the routers.

 Figure 6: LMS Summary
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SincebothdataandLMS packetsareforwardedusingthesame<S,G>state,therouterforwardingstate
for single-sendergroupsis minimized.In contrast,a schemelike SRM canpotentiallycreate<S,G> state
for each receiver, a significant overhead when the number of sources is small.

2.4. Problem: Exposure

Sincethereisalwaysonereplier, noduplicaterepliesaregeneratedfor thesameloss.It ispossible,how-
ever, that an unaffectedreceiver may be exposedto repliesgeneratedasa resultof recovery initiated by
affectedreceivers.An exampleis shown in Figure7. In thisexample,arequestfrom replier1 reachesreplier

2. In responseto therequest,Replier2 sendsa directedmulticastto R2,which multicaststhereply on the
downstream link leading to R1, causing duplicates on the branch towards R3.

Eventhoughthis problemdoesnot inhibit recovery, it may leadto the“crying babyproblem,” where
excessive lossexperiencedin onebranchcausesduplicatesata largenumberof otherreceivers.With LMS
this problemcanbe mitigatedby usingthe costfield to selecta replier that advertisesthe leastloss.For
example,R1 will selecta replierfrom theright-hand-sidebranchif this branchexperienceslessloss,even
though the replier on the left-hand-side branch may be closer.

2.4.1. Eliminating Exposure

As we have seenearlier, lossat a replier link maycauseduplicatemessagesto reachsomereceivers.
Thereis, however, amethodto eliminatetheseduplicatemessages,at thecostof addinganextrahopto the
retransmission. This approach is shown in Figure 8. We donot use this enhancement in our simulations.

To eliminateexposure,eachrequestspecifiesthatthereplyshouldbeunicastto therequestorratherthan
theturningpoint.If therequestorreceivesany otherrequests,eitherwhile waitingfor thereplyor soonafter,
the requestorknows that this is a lossthataffectedmorereceiversthanjust itself. Therefore,it initiatesa
DMCAST to theremainingreceivers.Therequestormaychooseto respondto eachrequestwith aseparate
DMCAST or initiate a single DMACAST to all downstream links at the turning point.

3. Simulation Results

Weevaluatedtheperformanceof LMS usingsimulationandcomparedit with two otherreliablemulti-
castschemes,namelySRM[3] andPGM[20]. Thereasonfor includingSRMin thisgroupisnottocompare
it with LMS andPGM,becausesuchacomparisonwouldbeunfair. WeincludeSRMfor thesimplepurpose

 Figure 7: Exposure in LMS
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of demonstratingwhat is achievablewith andwithout network support.Thefinal decisionof whetherthe
benefitsjustify the deploymentof routerassistancein the Internetis beyond the scopeof this paper. We
merely hope to illuminate some of the trade-offs before making such a decision.

The chosensimulatoris the UCB/LBNL/VINT Network Simulator- ns[21]. Most of the topologies
weregeneratedvia GT-ITM[22]. Althoughnotvery large(about200nodes),thetopologiesgeneratedwere
thelargestpossiblegiventhememoryin themachinesatourdisposal(64MB). Weareconfident,however,
that our conclusions will be valid for larger topologies.

In orderto avoid dealingwith congestion1, we usedartificial packet drops.Similar to previousevalua-
tions[3] we measuredtheoverheadof recovery at eachschemeafter a lossoccurred.For thesamereason
wemodeleddropsof originalpacketsonly, not retransmissions.Werannumeroussimulationswith a wide
rangeof topologiesandscenarios,usingidenticalscenariosfor all threeschemes.Weonly simulatedasin-
gle source sending data to many receivers. We do not expect our results to change with multiple sources.

3.1. Evaluation Metrics

While somestudieshave beencarriedout to attemptto characterizelossin theInternet[13, 23], their
resultshavenotbeenconclusive.Moreover, it is notclearthatlossmeasurementsdoneontheMBONE will
bevalid whenmulticastmigratesto ISPs.Thus,to avoid makingourown (mostlikely flawed)assumptions
aboutfuturemulticastnetworks,welimit ourstudyto just two performancemetrics:latency andduplicates.
A similarsetof metricswasusedto evaluateSRM.Wedid notevaluateproposalsfor addinglocal recovery
to SRM[43].Thefollowing metricswereused:(a)normalizedrecoverylatency(for all schemes), (b) expo-
sure (for LMS), (c) requests/repairs per drop (for SRM), and(d) repeatedretransmissionsper drop (for
PGM).Exposureandrepeatedretransmissionsarenew metrics.Thedefinitionsof thesemetricsappearin
Figure 9.

Normalizedrecoverylatency is definedasthelatency areceiverexperiencesfrom themomentit detects
a lossuntil thelossis recovered,dividedby thatreceiver’s round-triptime to thesender. Exposureapplies
to LMS andis definedastheaveragenumberof duplicatemessagesreceivedby areceiverasaresultof loss
at somepartof themulticasttree(which mayor maynot have affectedthereceiver).Exposureattemptsto
capturethedegreeof successof local recovery in LMS. It doesnot applyto PGM becausePGM hasvery
preciselocal recovery. For SRM we usedthe samemetricsemployed by the SRM designers.Repeated
Retransmissionsis a metric that appliesto PGM. In PGM NACKs setup stateasthey travel towardsthe

 Figure 8: Two-step recovery eliminates exposure (not used in our simulations)
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sourceandretransmissionserasethestateasthey travel towardsthereceivers.In sometopologiesit is pos-
siblethatretransmissionstateis wipedout too fast,beforeall links aregraftedinto theretransmissiontree.
In these cases, the sender must send multiple retransmissions to repair the loss at all receivers.

Weusedthreetypesof topologiesin oursimulations:binarytrees,random,andtransit-stub(TS) topol-
ogies.RandomandTS topologiesweregeneratedwith theGeorgia TechInternetTopologyModels(GT-
ITM). Thebinarytreetopology, while anunrealistictopology(i.e.,unlikely to beencounteredfrequentlyor
atalargescalein theInternet),waschosenbecauseit representsaregular, easyto visualizetopology. Binary
treesarea difficult casefor bothrandomizedandhierarchicalprotocols:randomizedprotocolshave diffi-
culty selectingappropriatetimer back-off valueswhen the distanceof all receivers from the sourceis
approximatelythe same;hierarchicalprotocolshave difficulties selectingappropriatehelperswhen all
receiversareequallygood(or bad)candidates.Thus,binarytreesprovideadegreeof stresstestingfor both
types of protocol, yet they are a topology that is easy to visualize.

3.2. Simulation Parameters

For binarytreeswe simulatedtreesof heightrangingfrom 3 to 7 (8 to 128receivers).For randomand
transit-stubsimulationsweusedtopologiescontainingupto 200nodes(100internalnodesand100receiv-
ers).Wegenerated10randomand10transit-stubtopologieseachcontaining100nodes.Werunsimulations
with 5,20and100receivers,randomlydistributedovertheinternalnodes.For eachtopologyweran10sim-
ulationseachtime with a differentreceiver allocation(generatedby feedinga randomseedto therandom
numbergenerator).Thus,eachplot is theresultof 100simulationruns.For randomtopologiesthereceiver
placementwasrandomon all internalnodes;for transit-stubtopologiesreceiver placementwasalsoran-
dom, but only on stub nodes.

As discussedearlier, thelosscharacteristicsof futuremulticastnetworksareunknown.Thus,wedid not
attemptto makeany assumptionsaboutthelosscharacteristics(e.g.,lossdurationandlocation);instead,we
limited our scenariosto a singlepacket loss; for loss location,(which hassignificantimpacton perfor-
mance), we chose to investigate the following three cases:

• Loss at the source: a packetis lost nearthe sourcesuchthat noneof the receiversgetsit. This
case tests the scheme’s ability to control NACK implosion.

• Loss at eachreceiver: a packetis lost suchthat it affectsonly a singlereceiver.This casetests
the scheme’s ability to control exposure.

 Figure 9: Evaluation metrics
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• Lossat eachlink: in this scenario,lossis movedfrom link to link duringa singlesimulationrun,
until all links arecovered.This is roughly equivalentto randomlosswhereall links haveequal
loss probability, and is meant to test cases between the other two.

While we certainlydo not claim that thesecasesrepresentreal losscharacteristicsof futuremulticast
networks,we believe thatthey provide enoughinformationto attaina basicunderstandingof thebehavior
of theseerrorcontrolschemes.As welearnmoreaboutthelosscharacteristicsof futuremulticastnetworks,
updated loss models can be plugged into our simulations to obtain more precise results.

3.3. LMS Experiments: Static v.s. Dynamic Repliers

Unlessotherwisestated,the repliers in theLMSexperimentswere static, selectedat thebeginningof
thesimulation.Despitethepotentiallysevereperformancelimitationsthisentails,wekepttherepliersstatic
for two reasons:(a)withoutknowledgeof thelosscharacteristicsof thenetwork, it is hardto deviseaneffi-
cientreplieradaptationscheme,and(b) wewantedto exploretheperformanceof LMS with simplereplier
allocation.With staticrepliers,theresultspresentedfor LMS arecertainlynot thebestLMS canachieve.
This is especiallytruefor exposure,wherethereplierselectionis themostimportantfactorgoverningper-
formance. As our experiments will show, LMS performs very well even with static repliers.

3.3.1. Binary Trees

In thefirst experimentweusedbinarytreeswith heightrangingfrom 3 (8 receivers)to 7 (128receivers)
andlossat thesource.Theresultsareshown in Figure10. We plot theaverage,minimumandmaximum

recovery latency. We do not useerrorbarsin thesegraphsbecausetheresultswith binary treesaredeter-
ministic.Thex-axislists thefive differenttopologiesusedin theexperimentandthey-axisthenormalized

 Figure 10: LMS with binary tr ees
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recovery latency. Weobserve thatsinceall receivershave thesameRTT to thesource,therecovery latency
is closeto 1. Theminor deviationsarecausedby slight queueingtime dueto synchronizedrequests.Note
that the recovery latency does not change much as the tree height is increased.

In the next experimentwe simulatelossat the receivers.Herewe observe that the averagerecovery
latency decreasesasthetreeheightincreases,sofor largertreesrecoverygetsfaster. Themaximumlatency
increasesbecauselossat somereceiverscausesaNACK to propagatetowardsthesourceonly to beturned
aroundanddeliveredto anotherreceiverinstead.Thiscausesalossto berecoveredfrom areceiverthathap-
pensto befurtherawayfrom therequestingreceiver thanthesource,thusincreasingtherecovery latency to
beyond1. Note,however, thatin binarytreesthenormalizedrecovery latency canneverexceed2. Therea-
sonis asfollows: the maximumdistance(in numberof hops)betweenany two receiversis given by the
expression: . As the tree height increases, the maximum normalized latency becomes:

In thethird recovery latency experiment,the lossis movedaroundfrom link to link until all links are
visited.As the treeheightincreaseswe observe that theaveragerecovery latency remainsunaffectedand
closeto 1.Themaximumlatency increasesasdescribedearlier. Theminimumlatency decreasesbecauseas
the tree gets taller the ratio of the distance to a neighbor to the distance to the source decreases.

In the last experimentwith binary topologieswe measurethe exposureas the treeheight increases.
Recallthat in theseexperimentsrepliersarekeptstatic.We measuredexposurefor all losscases,namely
source,receiversandlinks. Note that theexposurewhenlossis at thesourceis zerobecauseall receivers
needthe retransmission.For the remainingcasesexposurestartsout low (lessthan15%) anddecreases
quickly as the height of the tree increases.

In summary, eventhoughbinarytreesarea difficult topologyfor LMS dueto lack of internalhelpers,
LMS still performs well. It recovers losses in about one RTT, and keeps exposure very low.

3.3.2. Random Topologies

As mentionedearlier, the randomtopologieswe usedweregeneratedwith GT-ITM. The edgeswere
assignedfrom auniformdistributionwith probability0.1.Wegeneratedtopologiesconsistingof 100nodes
andrandomlyassigned100receiversandasourceto thesenodes,bringingthetotalnumberof nodesto 201.
Eachtopologywasusedfor 10 runs,with receiversre-assignedbeforeeachrun. With 10 topologieseach
experiment required 100 simulation runs.

As with binarytrees,wefirst measuredrecoverylatency. Thefirst graphin Figure11showsresultswith
lossat thesource.ThetermR100-100means“randomgraphwith 100nodesand100receivers.” Fromthe
figurewe seethaton theaveragerecovery takesabout30-40%of theunicastRTT, which is significantly
betterthanwith binarytrees.Thereasonis thatin randomtopologiestherearemany helpersin theinternal
nodes. The maximum latency is again around 1, experienced by receivers that are close to the source.

In thenext setof resultswe measurerecovery latency with lossat thereceivers.Herewe observe that
the averagelatency increasesslightly to about50%.The reasoncanbe deducedby looking at maximum
latency, whichhasincreasedto about1.25.Theincreaseis dueto LMS selectingrepliersthatarelocatedat
larger distancethat the source,asit happenedwith binary trees.With lossat all links, the resultsdo not
changesignificantly. The averagelatency again increasesslightly to about60% andminimum andmaxi-
mum latencies are essentially unchanged.

d 2 h 1–( )⋅=

2 h 1–( )⋅
h

------------------------
h ∞→
lim 2=
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Theresultsfor exposureshow thatexposureis very low, under2%in mostcases,andwell below 3%in
all cases.For lossat thesourcethereis no exposure.Thehighestexposureoccurs,asexpected,whenloss
is at the receiversbecausea lossat a receiver actingasa replier may causeduplicatesat otherreceivers.
Whenlossis equallydistributedbetweenall links exposureremainsvery low, under1%. As with latency
exposureis muchbetterwith randomgraphsthanwith binarytrees,confirmingour initial claimthatbinary
trees are a difficult topology for LMS.

 Varying the number of receivers

In thisexperimentwe testtheperformanceof LMS with smallsparsegroups.Weusedthesametopol-
ogiesasin thepreviousexperimentsalteringonly thenumberof receivers.Theresultsareshown in Figure
11.We plot simulationresultswith 5, 20 and100receivers,thelatterbeingtakenfrom thepreviousexper-
iments.Weusedlossatall links andplot only theaveragelatency. Fromtheresultswenoticethattherecov-
ery latency is inverselyproportionalto thenumberof receivers.By definition,recovery latency is 1 when
thereis only onereceiver, andgetsprogressively smallerasmorereceiversareadded.Thesameappliesto
exposure:larger receiver populationleadsto lessexposure.Note, however, that even with few receivers
exposure is still very low (less than 4%).

The fact that performanceimprovesas the groupgetslarger is goodnews. The reasonperformance
improvesis that morehelpersareavailableto initiate andsendretransmissions,which improveslatency;
morehelpersalsomeansthatthereis abetterchanceto find ahelperbetterlocatedto serveretransmissions
without causingexposure.Theobservationthatperformanceimproveswith largergroupsis aninteresting
resultwhichis actuallynotlimited toLMS, butalsoappliestoSRMandPGMin varyingdegrees.Forexam-
ple,while in SRMlatency improvesasthenumberof receiversincreases,in orderto reduceduplicatesfrom
thehigherreceiver populationthetimer back-off valuesmayhave to befurtherincreasedwhich canoffset
the latency gains. In PGM, the presenceof more receivers will initiate retransmissionsfaster, but may
worsenthe repeatedretransmissionsproblem.Recovery latency is the sum of the NACK propagation
latency to the sourceplus the propagation latency of the retransmissionto the receivers.The presenceof
morereceiversmayshortentheformer, but not thelatter. Also sincePGMrecoversfrom thesourcein most
cases, the latency reduction will not be as great as with LMS.

 Figure 11: LMS with random topologies
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3.3.3. Transit-Stub Topologies

In thissection,weexaminetheperformanceof LMS with transit-stubtopologies.While randomtopol-
ogiesarea goodapproximationof dense,richly connectedtopologies,transit-stubtopologiesarea better
approximation of the hierarchical structure of the Internet.

As with randomtopologies,we generated10 topologieswith 100 nodeseach.The parametersfed to
GT-ITM to generatethe topologiesareasfollows: 1 top-level domain(the transitdomain)with 4 transit
nodes;eachtransitnodehad3 transit-stubnodes;andeachtransit-stubnodehad8 stubnodes.This brings
thetotalnumberof nodesto nodes.As with randomtopologieswerandomly
assigned100receivers,but in thiscasethereceiverswereassignedto stubnodesonly. Unlikerandomtopol-
ogiesinsteadof simulatinglossat thesourceandreceivers,we optedto simulatelossat thedifferenttypes
of links. Thus,we studiedlossat transit-transit,transit-stub,andstub-stublinks. Themotivationwasthat
we wereinterestedin finding out how lossat eachtypeof link affectsperformance.However, aswith ran-
dom topologies we also produced results with loss at all links.

Theresultsareshown in Figure12.While latency remainsat about50%on theaveragewhenall links

arelossy, latency is a bit higherfor lossat thehigherlevels(transit-transitlinks) andlesssoat themiddle
level (transit-stublinks). However, thedifferenceis smallandin generaltheresultsareonparwith random
topologies.Thesituation,however, is differentwith exposure.While exposureremainslow with lossnear
thereceivers(on stub-stublinks), it increasessignificantlywith lossat thehigherlevels(transit-transitand
transit-stub),reachingpeaksof 15-20%.While this is notalarminglyhigh, it seemsto behighly dependent
on topologyandreceiver allocation(for exampletopologies0, 4, 7 and9 have very low exposurewhereas
topologies 5, 6, and 8 have somewhat higher exposure).

 Figure 12: LMS transit-stub topologies
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3.4. SRM Experiments

SRM employs two clever global mechanisms to limit the number of messages generated, namely
duplicatesuppressionandback-off timers.In SRM,recoverymessages(requestsandreplies)aremulticast
to the entire group; receivers listen for recovery messages from other receivers before sending their own,
and suppress their recovery messages if they would duplicate one already seen. The intended goal is to
allow themulticastof only onerecovery message.In orderto increasetheeffectivenessof thesuppression
mechanism, especially in densely packed groups, the round-trip-time between receivers is artificially
enlarged (for recovery messages only) with the addition of back-off delay. To improve performance, the
addeddelayconsistsof a fixedanda randomcomponent,calculatedseparatelyat eachreceiver. Thefixed
componentis basedon thedistanceof thereceiver to eachsender, andtherandomcomponentis basedon
thedensityof thereceiversin theneighborhood.However, thesecomponentshaveto bere-calculatedwhen
group membership, topology, or network conditions change, meaning that SRM needs time to adapt to
improve performance.

SRMhasalreadybeenextensively studiedvia simulationandresultshavebeenreportedelsewhere[3].
Ourgoalherewasnotto repeator extendalreadypublishedresults,but to compareSRMonthesametopol-
ogiesusedfor LMS. However, wewerenotcompletelysuccessfulin achieving thatgoal.While weusedthe
sametopologies,wecouldnotrunSRMsimulationswith morethan20receiversin the100-nodetopologies.
Attemptingto usemorereceiversresultedin extremelylong simulationrunsandvery high memorycon-
sumption.Webriefly gainedaccessto anUltraSparcwith dualprocessorsandover1GBof RAM for SRM
simulations,whichtookabout3 daysto finisheachsetof 100runs.ThereasonSRMsimulationsaresoslow
is thattheSRM implementationin ns is donemostly in Tcl in orderto maximizeflexibility; unfortunately
this cameat thepriceof speedandmemoryconsumption.We did not to attemptto improve thesimulation
running time (which would require re-writing the simulation in C++).

Theresultswereportareconsistentwith resultspresentedpreviously, andthuswedonotfeelwewould
havecontributedfurtherto theunderstandingof SRMhadwesimulatedlargertopologies.In thefollowing
sectionswe presentresultsfrom simulatingSRM in randomtopologiesonly. As mentionedbefore,further
studyof SRM is beyondthescopeof this work. Therandomtopologiesarethesameusedwith LMS, but
with only 20receivers.Wereportresultsfor normalizedlatency andthenumberor requestsandrepliesgen-
erated for each lost packet.

Figure13showstherecoverylatency for lossatthesource,receiversandlinks.Wenotethatontheaver-
age,SRMrecoversfrom alossin about2 RTTs,or twicetheunicastlatency, with themaximumvaluebeing
around4 andtheminimumaround1. We alsonotethat therecovery latency is relatively uniform over all
topologies.We believe thatthereasonis thattheback-off timersabsorbany differencesthatmayarisedue
to a particulartopology. In additionto beingrelatively insensitive to topologyvariations,SRM appearsto
alsobeinsensitive to losslocation.Thus,therearevery smalldifferencesbetweenresultsfrom lossat the
source, receivers or links.

We alsoshow thenumberof requestsandrepliesgeneratedon theaveragefor eachloss.For requests,
thelinearcomponentin theback-off timersworkswell andkeepsthenumberof requestslow (a little above
1 for lossonall links). Thenumberof requestsareabit higherwhenlossis at thesourcebecauseall receiv-
erscompetein sendingarequest.Theresults,however, aresignificantlyworsefor replieswhereSRMmay
generate4 -5 repliesfor eachloss.For repliesthelinearcomponentis lesseffectivesincetheinter-receiver
RTT is smaller in general than each receiver’s RTT to the source.
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3.5. PGM Experiments

PGM[20] is a reliable multicast protocol marketed by the router company Cisco. PGM is a network-
assisted scheme, that unlike the schemes we described earlier, examines the transport layer and requires
per-lost-packetstateat therouters.PGMusesNAKs to createstateat theroutersthatis usedto avoid send-
ing duplicate NAKs upstream and to guide retransmissions to receivers that requested them. In PGM, all
retransmissions originate from the source. Provision is made for suitable receivers to act as Designated
Local Retransmitters (DLRs). PGM in its current specification, faces the following problems:

• Dangling NAK state: if a NAK or RDATA is lost, previousNAK stateis not discardedat the
routersuntil theNAK stateexpires.Thus,whenreceiversthatfail to receiveRDATA timeoutand
senda NAK again,theseNAKs areblockedby therouters.Thereasonis thatPGM routersblock
duplicateNAKs from beingpropagatedupstreamwhile NAK stateis present.SinceNAK stateis
normally erasedby passingRDATA which did not arrive, the stateis still presentuntil it times
out. The NAK stateexpirationinterval, however,is just a soft-statesafeguardto eliminatestale
state,andthusis typically large(severalseconds).The solutionproposedby the PGM designers
is to maketheNAK statepermeableto oneNAK after1 second,thuslimiting theamountof time
a receiver’s NAKs can be blocked.

• Repeatedretransmissions: While PGM in its currentspecificationguaranteesthata retransmis-
sionwill not reacha receiverthathasnot requestedit, it doesnot guaranteethata singleretrans-
missionwill cover all receiversthat haverequesteda retransmission.In sometopologiesPGM
mayhaveto sendthesameretransmissionmultiple timesto coverall receivers.Thereasonis that
a receivercloseto the lossmaysenda NAK andtriggera retransmissionbeforeNAKs from dis-
tant receivershavea chanceto establishNAK statein downstreamrouters.SinceNAK stateis
wiped out by RDATA, a NAK arriving at a routerafter RDATA went throughwill re-establish
NAK state back to the source. We examine the impact of this problem in our simulations.

To thebestof ourknowledge,oursimulationwasthefirst simulationfor PGM.Resultsfrom oursimu-
lation werefirst presentedat the 4th ReliableMulticast ResearchGroupmeeting[24], whereoneof the

 Figure 13: SRM with random topologies
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PGM designersfrom Ciscowaspresent.There,we wereinformedthatPGM wasalreadyat anadvanced
stage of implementation.

The topologiesandparametersusedfor the PGM experimentsarethe sameaswith LMS andSRM,
exceptthatwe did not have thememorylimitationswe experiencedwith SRM (thePGM simulationwas
written mostly in C++) andthusour simulationsused100receivers,asin LMS. Our PGM simulationdid
not include all the featuresdescribedin the PGM specification.However, we believe our simulation
includedenoughof thePGMfunctionalityto capturethebasicoperationof PGM.Thus,webelievethatthe
results we present here are applicable to a full-fledged PGM implementation.

Figure14showsthePGMresults.With lossat thesource,averagerecoverytakesabout80%of theuni-

castlatency. Onemight wonderwhy this experimentdid not produceresultssimilar to LMS, sincein both
casesrecovery is donefrom thesource;thereasonis dueto PGMrepeatedretransmissions,which resultin
anincreaseof theaveragerecoverylatency. In addition,recallthatin PGMreceiversobservearandomback-
off beforesendingNACKs, which resultsin an increasein the overall recovery latency. We have useda
back-off valueof zeroin our experiments;with largerback-off values,recovery latency will increasebut
repeated retransmissions will diminish.

With lossat the receivers,the recovery latency is very closeto 1, asexpected.Note that with PGM
recovery latency doesnot increasemuchbeyond1 becausearetransmissionalwayscomesfrom thesource.
Thus,unlike LMS, PGM doesnot allow a receiver to senda retransmissionwhich mayresultin a longer
retransmissionpath.With lossatall links, recoverylatency in PGMincreasesslightly (atrendalsoseenwith
LMS), to about90%of unicastlatency. This is about30%morethanwhatis seenwith LMS. In summary,
it appearsthaton average,allowing receiversto participatein recovery savesabout30 - 50%in recovery
latency.

WealsomeasuredthePGMrepeatedretransmissionswhenlossoccursnearthesource.Lossthatoccurs
nearthe sourcewill createthe maximumnumberof repeatedretransmissions.Our resultsshow that the

 Figure 14: PGM with random topologies
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numberof repeatedretransmissionscan be quite high, between9 and 13 retransmissionsfor eachlost
packet.Thisexperimentdidnotincludeany back-off atthesource,becauseit wasnotpartof theinitial PGM
specification.Sincethen,thePGMdesignershaveaddedaheuristicto reducethisproblem,wherethesource
delaysthe sendingof a retransmissionto allow NACKs to establishstateat the routers.The difficulty in
designingsucha heuristicis how to determinethe appropriateamountof back-off to minimize repeated
retransmissions while not unduly increasing recovery latency.

Wealsomeasuredrepeatedretransmissionswith lossdistributedatall links. It is clearthattheproblem
becomesmuchlesspronouncedin this experiment.It appearsthat thenumberof repeatedretransmissions
reducesby two ordersof magnitude.Thusis hardto estimatethereal-lifeeffectof repeatedretransmissions
in PGMuntil wehaveareasonablygoodlossmodel.Whatthisexperimentclearlydemonstratesagainis the
sensitivity of multicastprotocolsto topologyandlosslocation.By definition,no repeatedretransmissions
occur with loss at the receivers.

3.6. Discussion

In general,it appearsthatnetwork supportenablesLMS andPGM to performmuchbetterthanSRM.
Improvementscanbeseenin bothrecovery latency, exposureandduplicates.We believe thattheseperfor-
manceadvantagesare importantenoughto warrantseriousconsiderationfor deployment; for example,
lower latency maymake multicasterrorcontrol feasiblefor interactive real-timeapplications;theabsence
of exposure,is importantfor scalability. PGM andLMS have theadditionaladvantageof freeingreceivers
from maintainingany topology-relatedstateandperformingany topologyrelatedoperations.This signifi-
cantly reduces application complexity, and may ease the development of multicast applications.

ComparingLMS andPGM,wenotethatwhile LMS is muchsimplerto implementandrequiressignif-
icantly lessoverheadthanPGM,its performanceis onparwith PGM.LMS hassignificantlylowerrecovery
latency, while tradingvery little in termsof exposure.PGMincursper-lost-packetstateat therouterswhich
maybesignificantfor largebackbonerouters.In contrast,LMS incursonly a smallfixedstatepenaltyper
multicast group at the routers.

Theperformanceresultsaresummarizedin Table1. With LMS a receiver typically recoversfrom loss

in about30-60%of its unicastlatency to thesource.PGM,whichalwaysrecoversfrom thesource,requires
about80-90%of theunicastlatency. Thusit seemsthat thepenaltyPGM paysin termsof latency by not
allowing local recovery is about30-50%.SRM, dueto its duplicatesuppressionmechanism,requiresthe
longest time to recover, which is at least twice the unicast latency.

In termsof duplicates,SRMgeneratesabout4-5duplicatepacketsperloss.Withoutsomeform of local
recovery, theseduplicateswill besenttoall receivers.LMS andPGMonlyallow oneretransmissionto reach
a particularreceiver. However, whereasPGM will never allow a retransmissionto reacha receiver thathas

Table 1:  Performance summary

SCHEME
Normalized Latency
(% of unicastlatency)

Exposure/duplicates Repeated retransmissions

LMS 30 - 60% 0.5% none

SRM >200% 4-6 duplicates per loss none

PGM 80 - 100% none up to 10 - 13 per loss
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notsentaNACK, LMS mayallow unwantedretransmissionsto reachreceiversthatdonotneedthem.Our
simulationsshow that theprobabilityof a receiver receiving unwantedpacketsis not very high,evenwith
staticrepliers:typically, under0.5%.PGM,while preventingunwantedpacketsat thereceivers,mayforce
thesourceto sendrepeatedretransmissionsin responseto asinglepacket loss.Thenumberof theseretrans-
missionscanbehighenough(about10- 13perloss)tobeof someconcern;however, withoutabetterunder-
standing of loss characteristicson the network, it is hard to quantify the overhead of repeated
retransmissions.What is clear though,is that PGM will have to incorporatesomedelaybeforesending
retransmissions, which will increase its recovery latency beyond what we have reported here.

4. Processing Overhead

Wehaveevaluatedtheprocessingoverheadof ourLMS implementationusingthetestbedshown in Fig-
ure 15. Even thoughour topology is very simple, it still allows the measurementof processingcycles
requiredfor all LMS forwardingoperations.We measuredtheforwardingoverheadat theLMS router;we
did notmeasuretheadditionalprocessingat thehostsbecauseourchangestherewereminor. WeusedPen-
tium II classmachines,connectedtogetherwith a 155MbpsATM network. Themulticastsenderwason
hostmarkedSRC;hostsH1 andH2 arethereceivers.HostH1 (shaded)wasthereplier. Themeasurements
weretakenusingtheprocessorcyclecounterregisterin thePentiumprocessor. Wemeasuredtheprocessing
attheentireIP layer, from themomentapacketwasreceivedatIP until thepacketwaspassedto thenetwork
interface.Themachineswe usedwereall 300MHzPentiumII classmachines.Thenumberof cycleswas
countedfrom whenapacketenteredtheIP layer(at thebeginningof functionipintr) until thepacketexited
the IP layer (right beforeip_output calls the first network layer function).

We first verified the correctoperationof LMS. After verifying that all LMS forwarding functions
worked correctly, we set up our experiments to measure processing overhead.

 Baseline Experiments

Werantwo baselineexperiments:in thefirst wesentabout6 million packetsfrom SRCwhile only H1
wasa memberof themulticastgroup;in thesecondexperimentwe sentthesamenumberof packetsfrom
SRC,but with bothH1 andH2 beingmembers.We measuredthenumberof cyclesspentat the routerto
forward packets in both experiments.Thesenumbersprovided us with a baselineestimateof how many
cycles it takes to forward a regular multicast packets. The results are shown in Table 2.

 LMS Experiments

We measuredtheprocessingoverheadof theforwardingoperationsat theLMS routerby runningtwo
experiments:oneto measuretheprocessingoverheadto forwardarequest,andanotherto measuretheover-
headfor a dmcast.In thefirst experiment,hostH2 sentabout6 million requeststo the replier, which the
routerreceivedandforwardedto H1. In thesecondexperiment,hostH1 sentabout6 million dmcastswhich
weremulticaston the interfaceleadingto H2. The resultsof theseexperimentsalongwith the baseline
experiments, are summarized in Table 2.

 Table 2: Forwarding cost: Normal v.s. LMS processing (300MHz Pentium II)

Normal IP mcast
forwarding to 1

receiver

Normal IP mcast
forwarding to 2 receivers

ForwardingaLMS
request

Forwarding a
LMS dmcast

3702 cycles 6686 cycles 3979 cycles 3734 cycles
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TheTableshows theaveragenumberof cyclesspentat theIP layerto processeachpacket in thefour
experimentswedescribed.TheTablealsoshowstheaveragenumberof microsecondstakento processeach
packet, which we obtainedsimply by dividing the numberof cycles with the processorspeed.A more
detailed breakdown of the results is shown in Figure 15.

As we canseefrom boththetableandtheplot, thecostof forwardingLMS packetsis approximately
thesameasthecostof forwardinga singlemulticastpacket. It appearsthat theforwardingcostof regular
multicastpackets increasesalmostlinearly as the routerhasmorememberinterfaces.The costof LMS
packets however, by design remains constant, regardless of how many member interfaces the router has.

Theimportantresultof this sectionis that thecostof forwardingLMS packetsis on parwith thecost
of forwardingaregularmulticastpacket;moreover, it remainsconstantregardlessof therouterfan-out.This
shows that LMS processing at the routers isnot a bottleneck.

5. Overview of Related Work

There has been a significant amount of research on reliable multicast protocols. The early work has
focused on distributed systems, providing primitives for constructing distributed applications, such as the
ISIS system[30] and the V-kernel[31]. Other early work has focused on local area networks or broadcast
links [32, 33,34,35]. A goodsurvey of theearlywork canbefoundin [27]. Herewe focusonrecentwork
on reliable multicast that aims to provide scalability to very large groups.

The vast majority of recent reliable multicast protocols use receiver-reliable recovery, shown by Pin-
gali, Towsley, and Kurose to be superior to sender-reliable recovery [11]. We divide reliable multicast
schemesinto non-assistedandassistedschemesbasedonwhetherthey requirerouterassistanceor not.We
begin with non-assisted schemes.

12.3µs 22.3µs 13.3µs 12.4µs

 Figure 15: Experimental testbed and LMS forwarding cost
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RMTP[10] is an example of a static hierarchical scheme. The source multicasts data to all receivers,
but only the Designated Receivers (DRs) return acknowledgments. Losses in RMTP are recovered from
DRs. Retransmissions are either unicast or multicast depending on how many requests were received.
Although not implemented, RMTP was the first protocol to propose the use of subcast1, a router service
that allows a router to multicast a packet to all downstream links.

The Log-Based Receiver-reliable Multicast (LBRM) [7] is another example of a static hierarchical
scheme, aimed at distributed interactive simulation (DIS) applications. LBRM uses a primary logging
server anda statichierarchy of secondaryloggingserverswhich log all transmitteddata.Datais multicast
from the source to all logging servers and all receivers; however, only the primary logging server returns
acknowledgments to the source. The receivers request lost data from the secondary logging servers; in
turn, the secondary logging servers request any lost data from the primary logging server. Similar to
RMTP, retransmissions in LBRM are either unicast or multicast, or multicast based on a threshold. Both
RMTP andLBRM arebasedon a statichierarchy andthusrequireexplicit set-upof DRsor loggingserv-
ers before new regions can be added to the group.

The Tree-based Multicast Transport Protocol (TMTP) [14] is an example of a scheme that uses a
dynamic hierarchy. In TMTP, every region has a Domain Manager (DM). When a DM joins a group, it
searchesfor aparentusinganexpandingring search.Duringthesearch,thenew DM repeatedlybroadcasts
a“SEARCH_FOR_PARENT” requestby increasingthetime-to-live(TTL) value.Whenoneor moreDMs
respond,thenew DM selectstheclosestDM asits parent.Thus,theDMs form adynamichierarchicalcon-
trol tree.Eachendpointmaintainsthehopdistanceto its DM, andeachDM maintainsthehopdistanceto
its farthestchild. Thesevaluesareusedto settheTTL field on requestsandrepliesto limit their scope.To
further limit requestimplosionat theDMs, TMTP usesrandomizedbackoff for requests,which,however,
increases latency.

LGMP[36] is a hierarchical, subgroup-based protocol, where receivers take the responsibil i ty to
dynamicallyorganizethemselvesinto subgroups.Subgroupsselecta GroupControllerto coordinatelocal
retransmissions and process feedback messages. LGMP subgroups are self-organizing and self-adaptive
according to the current network load and group membership. However, LGMP subgroup topology may
not alwaysbecongruentwith theunderlyingmulticasttree.LGMP hasbeenimplementedandsomeof its
testing was carried out on the MBONE.

TRAM[38] is anotherdynamictree-basedprotocoldesignedto supportbulk datatransfer. TRAM uses
TTL to form thereceiver tree.Thetreeformationandmaintenancealgorithmsborrow from otherschemes
like TMTP, but TRAM has a richer tree management framework, supporting member repair and monitor-
ing, pruning of unsuitable members, and aggregation and propagation of protocol related information.

MFTP[37] is designedfor reliabledistribution of files to a largenumberof receivers.Datais transmit-
tedin passes.After eachpass,receiversunicastNACKs backto thesenderusingrandomback-off delayto
avoid implosion. The sender collects all NACKs and transmits all missing packets in the next pass. The
process repeats until all receivers receive the data and no NACKs are sent. It is clear that MFTP trades
latency for reliability, a trade-off which is acceptable for file transfer, but may not be acceptable for other
applications.

Static hierarchical schemes like RMTP and LBRM do not adapt to rapid membership changes or
changes in topology. Dynamic hierarchical schemes like TMTP, LGMP, and TRAM rely on approximate
methods (e.g., expanding ring search) to discover parents and send replies. The use of expanding ring

1. Term coined by Adam Costello.
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searchfor parentselectioncanleadto otherproblems,dueto lackof congruency betweentherecovery tree
and the underlying topology. Other schemes like MFTP are mostly suited for bulk data transfer.

5.1. Schemes Using Forward Err or Corr ection (FEC)

FEC is attractive in a multicast environments with a high degree of uncorrelated loss, because such
lossescanberepairedefficiently. FECtypically increasesthebandwidthrequiredto transmitdata,depend-
ing on the encoding method used. Recently, techniques have been proposed that reduce this overhead and
increasetheeffectivenessof FEC[40,41,39]. We choseto investigateretransmissionin our work because
it offers very low cost in terms of bandwidth and does not require encoding/decoding of data at the ends.
Someof thetechniqueswehavedevisedin ourwork canbeusedwith FECsolutions,for examplein send-
ing scoped parity packets.

5.2. Router-Assisted Schemes

Recently, therehave beenseveralproposalsto usenetwork assistancefor reliablemulticast,which we
describe below. Most of these postdate our work.

In AddressableInternetMulticast(AIM)[8], theauthorsproposeto extendInternetroutingby defining
a rich setof services.Theseservicesrequireroutersto assignper-multicastgrouplabelsto all routerspar-
ticipating in that group. There are three types of labels: positional, distance, and stream labels. Positional
labels are used to route messages to individual members of the group. Distance labels are used to locate
near-by members. Stream labels are used to subscribe to traffic generated by a subset of sources. AIM
definesnew routingmechanismsbasedon thepresenceof theselabels.In theReliableMulticastArchitec-
ture(RMA), membersrequiringa retransmissionasktheir local routerto senda requestusinga positional
reachcasttowardsthesource.A reachcasteventuallyreachesmembersthathave therequesteddata,which
respond by sending a retransmission via positional routing. The proposed labeling scheme has less over-
headwhenusedin sharedtrees.If usedin source-basedtrees,eachsourcetreerequiresits own labels.The
overhead of distributing the labels after a membership change can be high if groups are highly dynamic:
whenever a new branch is added to the multicast tree, all the routers below the new branch may have to
change their labels.

Search Party[6] builds on our work in LMS by using randomness to enhance robustness. In Search
Party, requests are not routed deterministically, as in LMS, but randomly using a new mechanism called
“randomcast”.This mechanismis usedby routersto randomlyrouterequeststo eithertheparentor to one
of the children. Search Party trades efficiency (in terms of increased latency and duplicates) for better
robustness.

OTERS[42], uses a modified version of the mtrace[29] utility to construct a recovery tree that is con-
gruent with the underlying multicast tree. OTERS builds the tree by incrementally identifying subroots in
the multicast routing tree using back-tracing. For each subroot, OTERS selects a Designated Receiver
(DR) which acts as the parent. OTERS solves the problem of maintaining congruency (in other words,
ensuring that the recovery tree mirrors the underlying multicast tree), but receivers are still exposed to
topologyandhave to keeptrackof changesin thestructureof theunderlyingmulticastgroup.In addition,
the overhead of using mtrace probes may be high in highly dynamic groups.

Tracer[28]is similar to OTERSin that it alsousesthemtraceutility to allow eachreceiver to discover
its pathto thesource.Oncethepathis discovered,receiversadvertisetheirpathsto near-by receiversusing
expanding ring search. Once receivers discover nearby receivers, they use the data from tracing and their
lossrateto selectparents.Tracercanbeusedasafacility to createcongruenttreesfor othertree-basedpro-
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tocols, such as RMTP. As with OTERS, Tracer exposes receivers to the underlying topology of the group
and incurs overhead due to mtrace probes.

6. Conclusions

Multicastdeploymenthasbeenhamperedby many factors,includingthelackof multicastapplications
thattruly scaleto alargenumberof receivers.In thispaperwepresentedLMS (Light-weightMulticastSer-
vices),asetof forwardingservicesthatenhancethecurrentmulticastservicemodelwith functionalitythat
allows theimplementationof highly scalablemulticastapplications.Wehaveshown thatLMS is simpleto
implement,doesnot violatetheend-to-endprincipleandincursperformanceoverheadcomparableto nor-
malmulticast.Wehavecoveredin depththeimplementationof areliablemulticastschemeusingLMS. We
haveshown, however, how othermulticastapplicationscanleverageoff thevirtual hierarchy built by LMS.
Sucha hierarchy offers excellentscalingcharacteristics,but is very hard to build andmaintainwithout
routerassistance.Thehierarchiesbuilt by LMS arealsovery light-weightandflexible becausetheir con-
structionis receiver-driven.We have demonstratedthroughsimulationthatwith LMS theperformanceof
errorrecovery improvessignificantlyover non-assistedschemes:implosionis eliminated,exposureis kept
at negligible levels,andrecovery latency is nearlyoptimal. In additionto improving performance,LMS
greatly simplifies receivers by freeing them from the burden of topology discovery.

An importantcontribution of our work is the observation that forwardinganderror control are two
clearlyseparablecomponents,andgreatbenefitscanberealizedby decouplingandplacingeachonewhere
it is morebeneficial.Webelieve thattheforwardingcomponentbelongsto therouters(afterall this is what
routersdo best),andtheactualerrorcontrolcomponent(which is anend-to-endoperation)belongsto the
receivers.This separationis very clean,i.e., it doesnot violateany layeringprincipleslike theend-to-end
argument- the routersdo not seeany transportlayer informationandthe endpointsknow nothingabout
topology. Thisseparationhasprovideduswith avantagepoint to addressotherimportant,yetdifficult mul-
ticast problems like congestion control, ACK-based reliable multicast, and topology related grouping.
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A. APPENDIX: Pr otocol Details

In this sectionwe describesomeof the detailsof LMS. We first identify someproblemsanddiscuss
their solutions; then we proceed to possible enhancements.

A.1. Preventing Duplicate Retransmissions

Multicasterrorrecoveryprotocols(includingthoseusingLMS) thatallow receiversto sendretransmis-
sions,faceanambiguityproblemwhenrequestsarrive at receiversaskingfor datajust recoveredthrough
retransmission.We will call theserequestslate requests. Theambiguityproblemis depictedin Figure16.
Assumethat the links betweenR3-R2andR4-R2arelinks with long propagationdelay, asshown on the
left. Now supposea packet is lost betweenR1 and R2. A requestfrom E2 will reachE1 which will
DMCAST thedatato thesubtree.Now supposethattherequestsfrom R3 andR4 reachE2 afterthereply;
obviously E2 shouldignoretheserequests.However, if we look at theright sideof thefigure,laterequests
may be legitimate if the retransmission happened to be lost again on its way to R3.

To overcomethisproblem,weproposethatrepliersdonotservelaterequests,unlessthey receiveasec-
ondrequest.An optimizationis for receiversto marktheirfirst request,whichcanalwaysbesafelyignored
by repliers.Thisisaconservativeapproach,butonethateliminatesambiguity. If someduplicatesareaccept-
able,replierscanserve requestsimmediately(exceptthosemarkedasfirst). Anotherpossiblesolutionis to
introducean “ignore” period at repliers,whererepliersignore requestsfor sometime after receiving a
retransmission.We expect that differentapplicationswill employ differentmethodsof dealingwith late
requests.
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A.2. Dealing with source-based trees - Source Spoofing

Source-basedtreesroutingprotocols(e.g.,DVMRP andPIM-DM) createa separatemulticasttreefor
eachsender. With suchprotocols,themulticastreply resultingfrom adirectedmulticastmustbeforwarded
on theoriginal sender’s multicasttreenot thereplier’s tree.LMS accomplishesthis by allowing repliersto
usetheoriginalsource’saddressin themulticastheader(i.e.,perform“sourcespoofing”).If distinguishing
original from spoofedpackets is important,routersmay mark spoofedpacketsand include the replier’s
addressin end-to-endoption.Sourcespoofingis unnecessarywith routingprotocolsthatcreatesharedtrees.

A.3. Dealing with Shared Trees

While somemulticastnetworksstill useDVMRP, mostnetworksareexpectedto usePIM-SM asISPs
begin to deploy multicast.PIM-SM createsunidirectionalsharedtreesarounda rendezvouspoint. routers
in PIM-SM maintain<*, G>entriesandthusnoper-sourceinformation.However, becausePIM-SM creates
unidirectionaltreesthe lack of sourceinformationdoesnot posea problemfor LMS. PIM-SM is handled
as follows (see Figure 17):

We calculatesubtreerepliersasbeforefor the sharedtree.A requestis directedby the routersto the
repliersasbefore.Requestsfrom repliersaredirectedtowardsthecore.In orderto guaranteethatthesource
will eventuallyreceive the request,whenever the corereceivesa requestit unicastsit to the source.The
sourcein turn performsa directedmulticastto the turningpoint asbefore.Soratherthanhave thesource

 Figure 16: Late requests lead to ambiguity

 Figure 17: Dealing with unidirectional shared trees
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directly connectedto theroot asin source-basedschemes,thesourceis connectedby a unicastpathto the
root.

The above modificationworks well for unidirectionalsharedtreesbut not for bidirectionaltreeslike
CBT, becauseCBT routersdo not maintainstateaboutthedirectionof a source.Thus,LMS in its current
statedoesnotworkwith bidirectionalsharedtrees,unlesssomepersourceinformationis addedto therouter
state.Note,however, thatin applicationsthatrequiresourcefiltering this informationmaybeavailableeven
in bidirectional shared trees.

A.4. Replier Failur e

The failure of a replier may disrupt recovery until the failed replier is detected.Note, however, that
replierfailurebecomesaproblemonly if eithertherequestorandreplierclosestto thelossfail. Thus,recov-
erywill only beaffectedif thebreakin therepliercontinuitycoincideswith thelocationof loss.Failedrepli-
ersaretypically detectedby routersthroughsoft state.However, if detectionvia soft stateis too slow, we
propose the following failure recovery mechanism, depicted in Figure 18:

• Requestors set a timer and repeat requests if the timer expires up toN times.
• After N attemptstherequestordeclaresreplier failure.Therequestorthen,sendsa messageto the

router at the turning point, alerting the router of replier failure.
• The router switches repliers and forwards the request to the new replier.

While detectionof a failed replier is taking place, the replier closestto the loss usesheartbeat
DMCASTsto notify downstreamreceiversthatfailurerecoveryis in progress.A heartbeatDMCAST is spe-
cial in the sensethat it is forwardedon all downstreamlinks, including the replier link. In the figure,E1
takestheresponsibilityto performthenecessaryactionsto restoretherepliercontinuity. E1knowsthatit is
theclosestto thelossandshouldinitiate thereplierrecovery processbecauseit receivesno heartbeatmes-
sages,exceptits own. Receiverscloserto thelossstarttheir heartbeatearlier. All remainingreceiverswho
receiveaheartbeat,defertherepairto E1.Thesereceiverscanin turnmonitorE1 throughits heartbeat.E1
seizes its heartbeat after a retransmission is received.

A.5. Selecting Repliers in a LAN

For simplicity, theprevioussectionshadassumedthattherewasonly onereceiver at eachlink. This is
obviously not truewhenlinks terminatein LANs. In suchcases,receiverson a LAN usea simpleelection
mechanismto electa replierandthereforemake a LAN appearashaving a singlereceiver. Thedetailsof
how the election is done as well as other issues that arise with LANs are covered in [49].

 Figure 18: Detection of replier failur e
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A.6. Routers with a Large Fan-out

If a routerhasa large fan-outfor a specificgroup,the router’s repliermay receive a largenumberof
requestsfrom downstreamrepliers.To avoid this problem,the routermay partition its links into smaller
groupsandselecta replierfor everygroup,asshown in theexamplein Figure19.In thisexample,requests

from links in groupD go to replierd, but requestsfrom replierd go to replierc, requestsfrom replierc go
to replierb andsoon.Requestsfrom repliera areforwardedupstream.By partitioninglinks this way, the
maximum number of requests a replier can receive is significantly reduced.

A.7. Proxy Directed Multicast

In thepreviousexampleswe assumedthat thefirst replierabove thelosshasthedataandservicesthe
retransmission.This however, maynot alwaysbetrue.For example,sincewe employ a NACK-basedpro-
tocol,therequestmayarriveafterthebuffersatthereplierhavebeenpurged;orperhapsfor securityreasons,
theretransmissionsareonly allowedto comefrom theoriginal sourceor someothertrustedmember. Even
in thesecases,theDMCAST servicecanbeusedasbeforewith only a smalladdedoverhead.We call this
proxy directed multicast.

It is importantto notethat oncea requestpassesthe turning point it containsenoughinformationto
uniquelyidentify thesubtreethatrequirestheretransmission.Thus,if areplierreceivesarequestthatit can-
not service,therepliercanforward therequestto anothermember(possiblyusingLMS again). Oncethe
requestarrivesatanappropriatereplier, aDMCAST canbesentto theoriginal turningpoint, thusreaching
thecorrectsubtree.In orderto preserve theoriginal turningpoint, routersforwardinga requestto a replier
first check if the turning point field is empty. If it is not empty, the existing information is left untouched.

A.8. Pathological Topologies

Sometopologiesmaycreatepathologicalsituationsthatmayreducetheefficiency of LMS. In thissec-
tion,wedescribetwo suchcasesandproposepossiblesolutionsto overcometheproblem.It is notclearhow
likely thesetopologiesareto occurin real-life.Thetopologiesgeneratedfor oursimulationexperimentsdid
not exhibit any such pathologies.

A.8.1. Long and Skinny Branches

Thesetopologiesmay causeincreasedrecovery latency in LMS. An exampleis shown in Figure20.
Theseareessentiallytopologiescomposedentirelyof long,skinny brancheswith norepliersin themiddle.
Latency maybeincreasedin suchtopologiesbecauserouterR hasno choicebut to selectoneof the long
branchesasthereplierlink. Thus,requestsfrom anon-replierbranchtravel all thewayback(possiblynear
thesource)only to bediverteddown anotherlongbranchto thereplier. Thesameappliesto retransmissions:
they must follow the long path through the turning point.

 Figure 19: dealing with routers with large number of links
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A possiblesolutionto this problemis the following: receiversthat experiencelong recovery latency
(comparedto their RTT to thesource)dueto suchtopologies,advisetheturningpoint routerto releaseits
replierandpropagaterequestsfrom all downstreambranchesupstream,in thehopethatanotherrepliermay
belocatedcloserto theturningpoint.Theroutermayor maynot follow thisadvice:if thenumberof down-
streamlinks is smallthusnot risking implosionat theupstreamreplier, thenthis is aviablesolution.Other-
wise, receiverswill have to dealwith the increasedlatency. Note that if the routerfollows this advice,it
shouldcontinueto inserttheturningpoint informationto requestssothatdmcastswill beefficient.A dis-
advantageof this approachis that if losshappensupstreamof the turning point, thenoneDMCAST per
downstream link will be required at router R.

A.8.2. Topologies that cause Request Implosion

A pathologicaltopologythatmaycauserequestimplosionis shown in Figure20. Recallthata router
forwardsat mostonerequeston its upstreamlink. Thus,the maximumnumberof requestsa replier can
receiveis typically boundedby thenumberof downstreamlinks attheturningpoint.However, it is conceiv-
able that in suchpathologicalcaseswheremany routershave selectedthe samereplier, the replier may
receiveapotentiallylargenumberof requests.In thefigure,a largenumberof neighboringrouters(shaded)
haveselectedthesamereplier(alsoshaded),formingalongreplierpath.Everyrequestreachingarouteron
thereplierpathis now forwardedto thesamereplier, makingthenumberof requestsat thereplierpropor-
tional to the sum of the downstream links of all the routers on the replier path.

Theproblemcanbesolvedby modifying therepliercostto take into considerationthesumof thechil-
drenof all routersalongthereplierpath.At eachhop,a routermodifiesthecostto reflectthenumberof its
children(minusthereplier link). Thusasit movesupstream,thecostbecomeshigh andthenext upstream
router is forced to select a different replier link, thus shortening the replier path.

A.9. Security Issues

Currentmulticastsecurityschemesemploy encryptiontechniquesto ensuresecurityin multicastgroups
[19]. With encryptiontechniques,thereceiversaregivenkeys,whichthey useto decryptpacketssentby the
sender. Therearetwo possibleproblemsthatmayarisewith secureapplicationsin LMS. Thesearethefol-
lowing:

• Dataintegrity: how cantherequestorsensurethatretransmissionssentby replierscontainthesame
data originally sent by the source?

• Unresponsive repliers: how can requestors ensure that repliers will respond to their requests?

 Figure 20: Some pathological topologies

Src Src

set no-replier
R R

R
R

R

R
R

R

R

R

R

R

R

R

R

R

R

R

Src

R

R

R

R

R

R

loss occurs above the
replier path

Long, skinny branches may increase recovery latency

A pathological topology that causes implosion



33

Weaddressthefirst problemby requiringrepliersin secureapplicationsto buffer andretransmitpackets
in their encryptedstate,i.e., asthey werereceivedfrom thesender. In addition,LMS routersmayenforce
therulethatDMCASTscontaintheaddressof thereplierin anIP optionto alertreceivers.Thesecondprob-
lem can be addressed by treating unresponsiveness as failure, and switching repliers as described earlier.

A.10. Incremental Deployment

Incrementaldeploymentis animportantissuein thedeploymentof any new schemerequiringchanges
atrouters.TheInternethasbecomesobig, thataclearincrementaldeploymentplanis essential.Theeasiest
way to deploy LMS is to follow thesameplanasIPv6[25,16] deployment.IPv6 is currentlyrunningonan
experimentaloverlays(e.g.,6-Bone[26]). Anotheroption is to deploy LMS following a similar approach
astheoneproposedfor theincrementaldeploymentof PGM[20]. PGMusesSourcePathMessages(SPMs)
to createanoverlayof PGM awarerouters.PGM signallingthenoccursonly betweenPGM routers.The
SPM approach works for LMS, as depicted in Figure 21 and described below.

Periodically, thesourcemulticastsSPMsto thegroup.ThesealsocarrytheIP RouterAlert option,so
thatall routersexaminethem.Non-LMSrouterssimplyignoretheoptionandforwardpacketsin thenormal
fashion.WhenanLMS routerreceivesanSPM,it notestheaddressof thesender. If thesenderis not its
upstreamneighbor, thenit notestheaddressof theupstreamLMS element,overwritesits own addressin
theSPMandforwardsit. This processwill eventuallycreatepointersto LMS elementsalongthe reverse
path.Unlike PGM, LMS requiresanadditionalstep.LMS needsto sendmessagesto repliers,soa router
alsoneedsto know theforwardpathto thereplier. Theforwardpathis establishedby replierupdatestrav-
eling upstream using the same mechanism as SPMs.

Incrementaldeploymenthasaneffectonexposure.Forexample,aretransmissioninitiatedattheturning
pointwill reachreceiversin intermediatenon-LMSclouds.If lossoccurredupstreamtheclouds,theretrans-
missionwill beusefulto all receivers;however, if lossoccurreddownstream,receiversin thecloudswill
receive a duplicate.

A.11. Other LMS Applications

Oneof theimportantadvantagesof LMS is thatits mechanismsaregeneralenoughto beusedfor other
purposesbesideserrorrecovery. For example,theservicesusedfor implosioncontrolcanbeusedby many
otherapplicationswherereceiversneedto implementa scalablecollector votingservice.Sucha service
enablesalargenumberof receiverstoefficiently convey somevalueto thesenderwithoutriskingimplosion.
Thefine-grainmulticastcapabilityprovidedby theDMCASTservicecanbeusedfor targetingspecificparts

 Figure 21: LMS Incremental Deployment
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of themulticasttree,for exampleto announcethepresenceof a server in thatregion.We expandon these
applications next.

A.11.1. Simple ANYCAST

ANYCAST [18] is aserviceusedwhenaclientwishesto discoveroneserver(typically thenearestone)
outof agroupof serversproviding aservicetheclient is interestedin. Examplesarereplicatedfile systems,
or theDNS service.LMS canbeusedto implementa simpleANYCAST serviceby groupingserversin a
well-known multicastgroup.ServersuseLMS to notify routersthatthey wantto berepliers,choosingper-
hapsdistanceastherepliermetric.Clientssearchingfor serverssendrequeststo themulticastgroup,which
aredirectedto thenearestreplier(aswith retransmissionrequests)thusestablishingcontactwith theserver.
These steps are shown in Figure 22.

Onesmall changerequiredin the replier selectionmethodto implementANYCAST. Serverstell the
routersto advertisetheexistenceof areplier(server) in all links ratherthanjust theupstreamlink asbefore.
which ensures that routers find the nearest server in any direction.

A.11.2. Positive Acknowledgment-Based Reliable Multicast

Recallfrom theprevioussection,thatNACK-basedprotocolscannotguarantee100%reliability dueto
thelackof positiveACKs.To achievecompletereliability, oneshouldeitheremploy apositiveACK-based
protocol, or supplementNACKs with periodic synchronizationvia ACKs. The mechanismsfor both
approachesaresimilar; themaindifferenceis the frequency of synchronization,which happenson every
packet (or window) in anACK-basedprotocol,insteadof ata largerinterval with aNACK/ACK combina-
tion.

LMS canbeusedto implementeithera pureACK-basedprotocol,or NACK/ACK protocol.In either
case,replierstake the responsibilityto collect ACKs from downstreamreceivers,fusethem,andsenda
cumulative ACK upstream.Thusthesenderfinally receivesa singleACK containingthehighestconsecu-
tive sequence number from all receivers.

LMS canhelpsimplify theimplementationof suchprotocols.For example,additionalmechanismsthat
would be neededto assignchildrento parents(asdonein existing protocolsusingstatichierarchy [10]),
havebeeneliminated;treecongruency, anaggingproblemwith otherprotocols,is now automatic;a joining
receiversearchingfor aparentcaneasilyfind oneupstreamby sendingarequest;switchingto anew parent
after thecurrentleavesthegroupis again easy:it simply requiresthatdownstreamreceiverssenda probe
messagesearchingfor a new parent;finally, theDMCAST serviceis still availableto sendretransmissions
efficiently.

 Figure 22: LMS implements a simple ANYCAST service
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