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3.6 RC4

A long random (or pseudo-random) string used to encrypt a message with a simple @ operation is
known as a one-time pad. A stream cipher generates a one-time pad and applies it to a stream of
plaintext with .

RC4 is a stream cipher designed by Ron Rivest. RC4 was & trade secret, but was “outed” in
1994. As a result, it has been extensively analyzed and is considered secure as long as you discard
the first few (say 256) octets of the generated pad.

The algorithm is an extremely simple {and fast) generator of pseudo-random streams of
octets. The key can be from | to 256 octets. Even with a minimal key (a single null octet), the gen-
erated pseudo-random stream passes all the usual randomness tests (and so makes a fine pseudo-
random number generator—Iy’ve used it for that purpose on numerous occasions). RC4 keeps 258
octets of state information, 256 octets of which are a permutation of 0, 1,.. .255 that is initially com-
puted from the key and then altered as each pad octet is generated.

The box on page Y3 gives a complete C implementation of RC4 one-time pad generation.

3.7 HOMEWORK

—

Come up with as efficient an encoding as you can to specity a completely general one-to-one
mapping between €4-bit input values and 64-bit output values.

SN

Token cards display a number that changes periodically, perhaps every minute. Each such
device has a unique secret key. A human can prove possession of a particular such device by
entering the displayed number into a computer system. The computer system knows the
secret keys of each authorized device. How would you design such a device?

How many DES kens, on the average . encovnt 1 qarticubar glaietext block 10 a gacticular
ciphertext block?

Make an argument as to why the initial permutation of the bits of the DES key cannot ha
any security value.

Suppose the DES mangler function mapped every 32-bit value to zero, regardless of the vall
of its input. What function would DES then compute?

Are all the 56 bits of the DES key used an equal number of times in the X;? Specify, for ¢
of the K;. which bits are not used.
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With CBC done on the inside, any change to ciphertext block n completely and unpredictably
garbles all plaintext blocks from # to the end of the message. This makes CBC done on the inside
more secure, and perhaps would therefore have been a better choice. However, somelimes people
would prefer if garbling of a ciphertext block did not garble the entire rest of the message. They'd
prefer that the encryption scheme be self-synchronizing, which means that after some small num-
ber of garbled blocks, the plaintext will start decrypting properly again. There are also subtle secu-
rity flaws with CBC on the inside if the attacker can supply chosen plaintext and IV and examine
the output.

Another advantage of CBC on the inside is performance. With CBC on the inside it is possi-
ble to use three times as much hardware and pipeline the encryptions so that it is as fast as single
encryption. With CBC on the outside, this is not possible,

One reason that people choose CBC on the outside despite its disadvantages is that EDE
encryption can be considered a new secret key block encryption scheme that uses a | 12-hit key.
This can then be used with any of the chaining methods (OFB, ECB, CFB, CTR. as well as CBO).

4.5 HOMEWORK

L. What pseudo-random block stream is generated by 64-bit OFB with a weak DES key?

2. The pseudo-random stream of blocks generated by 64-bit OFB must eventually repeat (since
at most 2% different blocks can be generated). Will K{IV] necessarily be the first block to be
repeated?

3. Let’s assume you do DES double encryption by encrypting with K| and doing DES in decrypt
mode with K;. Does the same attack work as with double encryption with K} and K5 ? If not,
how could it be made to work?

[ 4\ Whatis a practical method for finding a triple of keys that maps a given plaintext to a given

'~ ciphertext using EDE? Hint: It is like the meet-in-the-middle attack of §4.4.1.2 Encrypting
Twice with Two Keys.

5. Let’s assume that someone does triple encryption by using EEE with CBC on the inside. Sup-

pose an attacker modifies bit x of ciphertext block n. How does this affect the decrypted
plaintext?

6. | Consider the following alternative method of encrypting a message. To enerypt a message,
* use the algorithm for doing a CBC decrypt. To decrypt a message, use the algorithm for doing

|
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2 CBC encrypt. Would this work? W.
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Figure 5-10. HMAC

then @s the padded key with a constant string of octets of value 364, concatenates it with the mes-
sage Lo be protected and computes a message digest. It @s the padded key with a different constant
string of octets of value 5S¢4, concatenates that with the result of the first digest, and computes a
second digest on the result,

5.8 HOMEWORK

[ Doing a signature with RSA alone on a long message would be too slow (presumably using
cipher block chaining). Suppose we could do division quickly. Would it be reasonable to
compute an RSA signature on a long message by first finding what the message equals, mod
n. and signing that?

[

Message digests are reasonably fast, but here’s a much faster function to compute. Take your
message, divide it into 128-bit chunks, and @ all the chunks together to get a 128-bit result.
Do the standard message digest on the result. Is this a good message digest function?
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ssume a good 128-bit message digest function. Assume there is a particular value, d, for the

message digest and you'd like to find a message that has a message digest of 4. Given that
there are many more 2000-bit messages that map to a particular 128-bit message digest than
1000-bit messages, would you theoretically have to test fewer 2000-bit messages to find one
that has a message digest of d than if you were to test 1000-bit messages?

. Why do we expect that a randomly chosen 100-bit number will have about the same number
of [ bits and 0 bits? (For you statistics fans, calculate the mean and standard deviation of the
number of 1 bits.)

. For purposes of this exercise, we will define random as having all elements equally likely to
be chosen. So a function that selects a 100-bit number will be random if every 100-bit num-
ber is equally likely to be chosen. Using this definition, if we look at the function “+” and we
have two inputs, x and y, then the output will be random if at least one of x and y are random.
For instance, y can always be 51, and yet the output will be random if x is random. For the
following functions, find sufficient conditions for x, y. and z under which the output will be
random:

~x

x&y

VY

XAY
[the selection function]
[the majority function]

(xAy)v(~xnz)
(xay)v(xaz)vivaz)
rByDz

y®(xv~z)

. Prove that the function (xAv)@(xaz)®(vaz) and the function (xAy)vixaz)vivaz) are
equivalent. (Sorry—this 1sn’t too relevant to cryptography, but we'd stumbled on two differ-
ent versions of this function in different documentation and we had to think about it for a bit
to realize they were the same. We figured you should have the same fun.)

. We mentioned in §5.2.2 Computing a MAC with a Hash that using MD4(K ;5 |m) as a MAC
is not secure. This is not a problem 1f MD?2 is used instead of MD4. Why is that the case?

. In §5.2.3.1 Generating a One-Time Pad, we generate a pseudo-random stream of MD-sized
blocks. This stream must eventually repeat (since only 2MP-51%€ different blocks can be gener-
ated). Will the first block necessarily be the first to be repeated? How does this compare to
OFB (see Chapter 4 Modes of Operation Homework Problem 2)7

. How do you decrypt the encryption specified in §5.2.3.2 Mixing In the Plaintext?
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19, Can you modity the encryption specified in §5.2.3.2 Mixing In the Plaintext so that instead of
b; = MD(Kpglei—1) we use b; = MD(K aplpie1)? How do you decrypt it? Why wouldn’t the
modified scheme be as secure? (Hint: what would happen if the plaintext consisted of all

zeroes?)
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