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1. ABSTRACT

The purpose of routing protocols in a
computer network is to maximize throughput.
Shortest-path routing protocols have the
disadvantage of causing bottlenecks due to
their single-path routing. That is, the shortest
path between a source and a destination may
become highly congested even when many
other paths have low utilization. In this paper,
we propose a routing scheme that randomly
balances traffic over the whole network,
therefore, it removes bottlenecks and increases
network throughput. For each data message to
be sent from a source sto a destination d, the
proposed routing protocol randomly chooses
an intermediate node e, and routes the data
message along the shortest path from s to e.
Then, it routes the data message via the
shortest path from e to d. This increases the
effective bandwidth between each pair of
nodes. In our simulation results, we show that
this proposed routing protocol distributes
traffic evenly over the whole network and
increases network throughput.
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2. INTRODUCTION

In a wide-area store-and-forward computer network,
such as Internet, routing protocols are essential. They are
responsible for finding an efficient path between any pair
of source and destination nodes in the network, and
routing data messages along this path. The path must be
chosen so that network throughput is maximized and
message delay, message loss and other undesirable events
are minimized.

There are mainly two types of routing protocols. source
routing and destination routing (next-hop routing). In
source routing, a source node determines the path that a
data message must take [4], [6]. In destination routing,
each node uses its routing table to store a next hop for each
destination. Thus, the routing table specifies only one hop
along the path from the current node to a destination. In
this paper, we deal with destination-based routing, due to
its prevalence in the Internet.

Dedtination routing protocols are classified into two
types of routing protocols: distance-vector routing, used in
the RIP Internet protocol [10], and link-state routing, used
in the OSPF Internet protocol [13].

In a distance-vector routing protocol, each node
maintains a routing table and a distance vector, which
contains, respectively, a preferred neighbor for the shortest
path to each destination in the network and the distance of
the path to the destination. Each node has incomplete
knowledge of the network topology, and knows only its
neighboring nodes. From these neighbors, the node
chooses a closest neighbor to each degtination. At a stable
state of the protocol, the path made by consecutive
preferred neighbors to a given destination is the shortest
path to the destination. Each node periodically sends its
distance vector to each of its neighbors to inform it of any
distance changes to any destinations. The node determines
which neighbor is the closest to each dedtination by
comparing the distance vectors of its neighbors [3], [7].

Link-state routing protocols require each node to
maintain complete network topology information. Each
node actively tests the status of the links between itself and



its neighbors. Then, it periodically broadcasts the local
link status information to all other nodes. Since each node
receives the local link status information from all other
nodes, it is able to build a graph of the whole network
topology and to compute the shortest path from itself to
every other node[3], [8].

Unfortunately, destination routing protocols suffer
performance degradation because all data messages are
routed via the same shortest path to the destination until
the routing tables have been updated. The problem with
these routing protocols is that there are no mechanisms to
alter the routing other than updating the routing tables.
Routing table updates occur too slowly to respond to
significant traffic fluctuations. Furthermore, increasing the
frequency of routing table updates leads to unstable
network behavior and an increase in network load due to
routing state messages [14].

Note that the shortest path may be highly congested,
even when many other paths to the destination are not
congested. This congestion may trigger the loss of
valuable messages [17]. Moreover, using the same path to
the destination limits the maximum possible throughput to
the destination to be at most the minimum capacity of the
links along the shortest path to the destination.

Maximizing network throughput is an important goal
in the design of routing algorithms and networks. An
analysis in network flow theory, known as the max-flow
min-cut theorem [5], shows that the distribution of the
traffic load over the available paths between a source and a
destination in the network, instead of using only one path
of the minimum cogt, increases the maximum possible
throughput up to the capacity of the minimum cut
separating these two nodes.

Figure 1: A Network Topology

For example, let's consider Figure 1. The number
beside each link represents its capacity. Suppose that node
a (source) wants to send the data messages to node f
(degtination). Suppose that we use the hop count in order
to calculate the cost of a path in the network. Then the
effective bandwidth (i.e. the capacity of the minimum cut)
between node a and node f is 30, while the effective
bandwidth of the shortest path (a-h-g-f) from node a to
nodef is>5.

So far, several techniques to increase the effective
bandwidth between each pair of nodes and to improve
performance have been proposed [2], [9], [14], [16]-[18].
These routing protocols improve performance by routing
data messages via multiple paths to the destination. They
maintain a stable routing table and meanwhile provide
aternate paths to distribute data traffic when it is
accumulating in some nodes of the network. When
congestion and network failures do occur, instead of
initiating route updating, the source temporarily forwards
the traffic along the alternate paths and passes around the
congested areas or failed areas. If the changes are
persistent, the routing tables will be updated eventually
when the next route updating time is due. Some techniques
are Shortest Path First with Emergency Exits [17] based
on link-state routing, multiple digoint paths [16] based on
distance-vector routing, and Dynamic Multi-path Routing
[2] based on source routing. But these techniques require
considerable processing overhead and non-negligible
storage space, or increase the complexity of the routing
algorithms.,

In this paper we propose a routing scheme based on
randomization that distributes traffic load over the whole
network, and therefore, it improves the network
throughput by distributing the traffic load over al
available paths to the destination.

Therest of this paper is organized as follows. Section 3
presents the overview of the proposed routing protocol.
Section 4 introduces the protocol notation to give a formal
version of our routing protocol, which is given in Section
5. In Section 6 and 7 we present the simulation model and
our results. In Section 8 and 9 we present future work and
the conclusions, respectively.

3. OVERVIEW OF RANDOMIZED
DISTANCE-VECTOR ROUTING
PROTOCOL (RDVRP)

In this section, we sketch how RDVRP routes data
messages to the destination. Each node creates data
messages and receives data messages from its neighbors.
The node should forward these data messages to its
neighbors so that the number of links traversed by each
data message is as small as possible, while at the same
time attempting to distribute these data messages evenly
throughout the network to avoid congestion and increase
network throughput. Our scheme is based on the distance-
vector routing algorithm.

3.2 Simple Randomized Distance-Vector
Routing Protocol
In this subsection, we present a simple version of

RDVRP. For each data message to be sent from a source
node s to a destination node d, the proposed routing



scheme randomly chooses an intermediate node e among
al the network nodes. It then routes the message via the
shortest path from s to e. Then, it routes the message via
the shortest path from eto d.

As an example, consider Figure 1 again. Suppose that
node a (source) wants to send the data messages to node f
(destination). For load balancing, node a should distribute
the data messages evenly over the possible paths to node f.
Node a may accomplish this by selecting randomly an
intermediate node (say node ¢) among all the nodes in the
network whenever node a sends a data message to node f,
routing it to the intermediate node c via the shortest path
between node a and node ¢ and then routing it to
destination f via the shortest path between node ¢ and node
f.

To accomplish this, each message must carry at least
three pieces of information: the destination d, the
intermediate node e, and a bit b. Bit b indicates whether
the message has not yet reached e (b = 0), or it has already
passed through node e (b = 1).

Therefore, the operation of the protocol is as follows.
Initially, the source node s sends the message with b = 0,
and routes it in the direction of node e. Aslong asb = 0,
the message keeps being routed along the network until it
reaches node e. At node e, b is updated to 1, and the
message is routed towards node e, Aslong as b = 1, the
message keeps being routed along the network until it
reaches node d, and is delivered.

3.2 Bounding thelnitial Routing Path

The protocol of the previous subsection, however, has a
shortcoming. It is possible that a data message is routed to
the destination via a very long path, much larger than the
shortest path between the source and the destination.

For example, in Figure 1, suppose that node a wants to
send a data message to node b, and it randomly chooses
node f as the intermediate node. Then, the proposed
algorithm routes the data message to node f via the
shortest path (a-h-g-f) and then routes it to node b via the
shortest path (f-e-c-b). Although thereis a path of length 1
between node a and node b, the proposed agorithm may
use the path of length 6.

Therefore, routing paths that are excessively long will
waste network resources and reduce network throughput.

To remedy this problem, we introduce a parameter k, in
order to exclude the nodes which are too far away from the
source from being candidates for an intermediate node.
The st of candidates is restricted to all those nodes whose
distance to the sourceis at most k.

The value chosen for k affects delay, the path length,
load balancing, and network throughput. If k is zero, the

length of traveled path is minimized because our routing
protocol becomes the conventional distance-vector routing
protocol, and thus the data message will be routed via a
shortest path to the destination. On the other hand, if k is
non-zero, a larger number of routing paths are available,
which alleviates congestion and increases the effective
bandwidth between these two nodes, but at the expense of
increasing the length of the traveled path.

Choosing the appropriate value for k is crucial for the
performance of the algorithm. Choosing a small value will
increase the likedihood of bottleneck. On the other hand,
choosing a large value will waste network resources by
routing packets via excessively long paths. To reach a
compromise between these two extremes, we choose k to
be the average of the distance to each node reachable from
the source.

4. PROTOCOL NOTATION

In this paper, we use a smple notation to define our
routing protocol. A protocol is defined by a set of
processes, p[0], p[1], . . ., p[n-1]. A process corresponds
to a node in a computer network. A pair of neighboring
processes is joined with a communications channdl.
Henceforth, we use the term process and node
interchangeably.

A process is defined by a set of constants, a set of
inputs, a set of variables and a set of actions. The actions
of aprocess are separated by the symbal |, as follows:

begin action.1] action.2] ...[ action.mend

An action has the following form: guard — statement.
A guard is a Boolean expression, which refersto constants,
inputs, and variables of the process. A statement is defined
recursively as one of the following: skip, assignment
statement, conditional (if ... fi), bounded loop (for ... rof)
and a sequence of two statements separated by ";".

An action in a process is enabled if and only if the
action's guard is true at the current state of the network.
An execution step of a protocol consists of choosing any
enabled action from any process, and executing the
action’s statement. Executions are maximal, i.e., ether
they consist of an infinite number of execution steps, or
they terminate in a state in which no action is enabled.
Executions are assumed to be fair, i.e., each action that
remains continuously enabled is eventually executed.

The communication between processes is based on a
message-passing model. For every pair of neighboring
processes p[i] and p[j], there are a FIFO channel from p[i]
to p[j] and a FIFO channel from pJ[j] to p[i]. The statement
send data(var) to p[j] in process p[i] appends a message of
type data to the channel from p[i] to p[j], and the field in



the message is the current value of variable var in process
pli].

In addition to Boolean expressions, guards in each
process p[i] are alowed to be of the form rcv data(var)
from any p[j]. Thisguard is enabled iff there is a message
of type data at the head of an incoming channel of p[i]. If
an action with this receive guard is chosen for execution,
then, before its command is executed, the data message is
removed from the channel, and its field is copied into the
local variable var. Furthermore, variable j is set to the
identity of the neighbor from whom the message is
received.

Similar protocol notations are defined in [11] and [12].

5. SPECIFICATION OF RANDOMIZED
DISTANCE-VECTOR ROUTING
PROTOCOL

In this section, we present a formal version of the load-
balanced routing protocol. Each process has a constant n
with the number of the processes in the network and an
input set N with the identities of its neighbors.

Each process p[i] has several variables. Variable inter
stores candidates for intermediate nodes. That is, inter
stores the process id's of processes which are at most k
hops away from process p[i]. Variable rtb[j] stores the
preferred neighbor to reach destination p[j], and hoplj]
stores the distance to reach destination p[j].

The load-balanced routing protocol is defined as follows.
processp[i:0..n-1]

constants

n : integer {number of nodesin the network}
inputs

N . set of {j | plj] isaneighbor of p[i]}

variables

k :0..n-1, {maximum length of 1% routing path}

inter  :setof {O0..n-1}
nodes of routing paths}
rtb rarray[0..n-1] of 0..n,
hop rarray [0..n-1] of 0..n,

{hop count to each destination}
h rarray [0..n-1] of 0..n,

{ neighbor’s hop count to each destination}
e d :0..n-1,

{ message’ sintermediate node and destination}
b :0..1,

{ status bit: b=0 on 1% routing path, b=1 on 2™
routing path}

{possible intermediate

{routing table}

X :0..n-1,
j : element of N
begin

true -

k := average{hop[x] |0<x <n O 0< hop[x] <n};

inter :={x | hop[x] < k}
[l true -
{ create and route a new message to any destination}
b:=0;

d:=any;
e := random(inter);
RTMSG

[l rev data(b, e, d) from any p[j] - RTMSG
[l true - {'send hop count to neighbors}

for eachjin N do

send upd(hop) to pj]

r of
[ rev upd(h) from any p[j] -

UPDTBL
end

In the first action, process p[i] computes k as the
average hop count to each reachable destination in the
network. Then, the set of candidate nodes for intermediate
routing nodes is computed. In the second action, the
process creates a data message and chooses a destination
for the message. Also, an intermediate node is chosen at
random from the intermediate candidates set. Then, the
created data message is routed to a neighboring process
using statement RTM SG, defined below.

In the third action, the process receives a data message
and then routes the message to a neighbor using statement
RTMSG. In the fourth action, the process sends a copy of
its distance vector to each of its neighbors. In the last
action, the process receives a copy of the distance vector
from one of its neighbors, and updates its routing table and
local distance vector using statement UPDTBL, which is
defined bel ow.

Statement RTMSG is defined as follows.
ifd=i -
sKip
[dziOb=00hop[el =n -
{ unreachable intermediate node}

{arrived, deliver message}

sKip
Jdzi0b=00hoplel <nle#i -
{ reachabl e intermediate node}
send data(b, e, d) to rth[€]
Jdzi0b=00hoplel <nle=i -
{end of first routing path}
send data(l, e, d) to rtb[d]
JdziOb=210hop[d] =n - {unreachable destination}
sKip
Jdzi0b=10hop[d] <n -
send data(l, e, d) to rtb[d]

{ reachabl e destination}

fi

In this statement, the process checks fields b, e, and d,
of the message. If d = i, the message has reached its
destination and is delivered. Otherwise, if b = 0, then the
message isin itsfirst routing path, and it is routed towards



process p[€g]. If b = 1, the message isin its second routing
path, and it is routed towards process p[d].

Statement UPDTBL is defined as follows.

hop[i] :=0;
for each x, wherex # i, do
if rtb[x] =j ~ (h[x]+1) # hop[x] — {p[i] currently routes
to p[x] via p[j],and p[j]'s distance to p[x] has changed.}
hop[x] := min(h[x]+1, n)
frtb[x] #j ™ (h[x]+1) < hop[x] — {found a shorter path}
hop[x] := min(h[x]+1, n);
rtb[x] :=j
frtb[x] #j ™ (h[x]+1) = hop[X] — {keep the current path}
sKip
[rtb[x]ON -
hop[x] := min(h[x]+1, n);
rtb[x] :=j

{p[rtb[x]] is down}

fi;
r of
In the first case of this statement, if process p[i]
currently routes to a destination p[x] through the neighbor
plj], and p[j]'s distance to the destination changes, process
p[i] updates its distance to p[x] accordingly. In the second
case, if the neighbor p[j] uses a shorter path to reach a
destination p[x], then process p[i] chooses p[j] as the next
hop to destination p[x]. In thethird case, process p[j] does
not have a shorter path to p[x] than p[i]'s path, and thus,
p[i] does not updateits tables. In the last case, the next hop
neighbor to p[x] is no longer connected to p[i] due to a
failure, and thus p[i] chooses p[j] asits next hop to p[x].

6. SSIMULATION MODEL

Our simulation studies were done on the Maryland
Routing Simulator(MaRS) [1], which is a network
simulator developed at the University of Maryland. A

Figure 2. NSFNET Topology: 14 nodes, 21 bi-directional
links, average degree 3

network configuration consists of a physical network
(nodes and links), a routing algorithm and a workload.

6.1 Physical Network

In our simulation the physical network is the NSFNET
topology in Figure 2. All links have the bandwidth, 1.5
Mbits/sec. There are no link or node failures. Each node
has a buffer space of 50,000 bytes. The processing time of
a data message at each node equals 1 psec. In order to
calculate the cost of a path in the network, we use the hop
count. The cost of a link between any two neighborsis 1.
The propagation delay of each link is 1 msec.

6.2 Routing Algorithm

The Routing algorithms are SEGAL and RDVRP.
SEGAL is adistance-vector and loop-free routing protocol.
SEGAL uses a shortest-distance path for each pair of
source and destination nodes. To get a better
understanding of RDVRP, we compare the performance of
RDVRP against SEGAL.

6.3 Workload

The workload is file transfer protocol (FTP). All FTP
connections have the following parameters. the data
message length equals 512 bytes, the inter-message
generation time is 1 or 10 msec, and the window size is
500 messages. Connections start when the simulation
begins and they are never-ending.

6.4 Performance M easures

We consider measures of throughput, message loss and
link utilization. The measurement interval of each
simulation is 50,000 msec.

»  Throughput: Total number of data bytes acknowledged
during the measurement interval divided by the length
of the measurement interval.

* Message loss: Total number of the messages dropped
during the measurement interval.

e Link Utilization: The data service rate divided by the
link bandwidth.

7 SIMULATION RESULTS

In this section, we present the simulation results and some
observations about those results.
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Figure 3: Throughput vs. No of Connections

Figure 3 shows throughput versus the number of

values of parameter k. RDVRP has a much better
throughput than SEGAL does when k is more than 0.

Table 1 shows average link utilization for the
measurement interval when the number of connections is
7. We can see that RDVRP more evenly distributes the
data messages over the whole network than SEGAL does
by investigating the link utilization over the whole
network. And also, the total and the average of the link
utilizations over the whole network indicate that RDVRP
uses network resources more efficiently than SEGAL does.

connections. The throughput first increases sharply, then
levels off as network links reaches the saturation point.
The saturation points in RDVRP are around 1, 10 and 14.
The saturation points in SEGAL are around 1, 8 and 12.
RDVRP is much better with respect to throughput.
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Figure 4: Message Loss vs No. of Connections

Figure 4 shows message loss versus the number of
connections. The message loss in the two routing protocols
amost linearly increases as the number of connections
increases. RDVRP has less message loss at amost all
times during the measurement interval.

Figure 5 shows throughput versus time for several
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| ink RDVRP SFGAI
(1.2) 0) 0)
(2,1) 0.477867 0]
(1,3) 0] 0]
(3,1) 0.116053] 0
(2,3) 0.2048] 0.02048
(3,2) 0.232107| 0.116053]
(2,4) 0.580267| 0.955733]
(4,2) 0.24576]  0.0750933]
(1,8) 0.709973] 0]
(8,1) 0] 0]
(4,5) 0.116053] 0.423253]
(5,4) 0.395947| 0.273067
(3,7) 1 0]
(7.3) 0] 0]
(5,6) 0.116053] 0.361813]
(6,5) 0.28672]  0.0341333]
(5,7) 0.402773] 0.28672
(7,5) 0.0477867 0.361813]
(4,9) 1] 1]
(9,4) 0.129707] 0.0955733
(6,8) 0.116053] 0]
(8,6) 0.832853] 0
(7,14) 1 0.36864
(14,7) 0.0477867 0)
(7,11) 0.0341333]  0.0341333]
(11,7) 0] 0.36864
(10,11) 0] 0
(11,10) 0.587093] 0
(8,10) 0.232107| 0]
(10,8) 0.587093] 0
(9,12) 0.0136533] 0.232107|
(12,9) 0.0273067] 0.04096
(10,12) 0.34816 0
(12,10) 0] 0
(9,13) 0.587093] 0.464213]
(13,9) 1f 0.0273067
(12,14) 0.02048 0
(14,12) 0.12288 0.24576
(10,13) 0] 0]
(13,10) 0] 0
(13,14) 0.0273067] 0]
(14,13) 0.863787| 0
Total 12 5096524 5 7854919
JAverage 0.29784887| 0.13774981
ariance | 0.11324603] 0.05729708]

Table 1: Link Utilization: (Measurement interval: 50,000

msec, Number of Connections: 7)

8 FUTURE WORK

We have many possible directions for future work.

here is based on flat
network architectures. But in the Internet the participating

The routing protocol proposed



nodes are partitioned according to a hierarchical structure.
One direction for the future work isto apply our strategy to
the hierarchical structure.

In this paper we used the average of the distances to the
destinations in the routing table as the value of parameter
k in order to exclude the nodes that are too far away from
the source from being candidates for an intermediate node.
Another possible future work is to determine the best value
of parameter k for both balancing load and using a path of
a distance as short as the conventional routing protocols
do.

Our protocal uses an intermediate node even when the
shortest path between source and destination are not
congested. Using an intermediate node may increase the
delay when the traffic load on every link along the shortest
path is low. The third future work is to combine an
adaptive routing and our strategy.

9 CONCLUSION

In this paper, we presented a randomized distance
vector routing protocol to distribute the data traffic
randomly over all available paths to a destination in the
network for data load balancing. Our simulation results
show that the proposed routing protocol has an improved
performance with respect to throughput, message loss and
link utilization under both light and heavy loads.
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