A Dependently Typed
Assembly Language



A Hint of Edutainment

AT ONCE, JUSTUKE THEY SAID, T FELT A | TRULY, THIS WiS
GREAT ENUGHTENMENT, I SAW THE NHKE.D

[THE PATTERNS AND METAPATTERNS DANCED. — &= ] MEAN, OSTENSIBLY, YES.
SYNTAY FADED, AND I SWAM IN THE PURITY OF HONESTLY, WE HACKED MOsT
QUAVTIFIED CONCEFTION. OF IDEAS MANIFEST: 5 OF IT TOGETHER WITH PERL.

SUDDENLY, I WAS BATHED
IN A SUFFUSION OF BLUE. |
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Quick Review of TAL

——  "“The primary goal of the TAL type system is to provide a fully
automatic way to verify that programs will not violate the primitive

abstractions of the language.” [1]

——  This is the basic goal of any type system.



Quick Review of TAL

- TAL, however, does this af the assembly code level.

But assembly language is untyped, so we need to supply typing
annotations:

RN N2 int, r3:int, rd:codel(lMNh
Buocltlimoyvy 3, 0
jmp loop



Quick Review of TAL

——  "[1]n an untyped assembly language, there is only one abstracfion:
the machine word. In contrast, TAL provides a set of built-in
abstractions, such as (word-sized) infegers; pointers to tuples, and
code labels, for each of which only some operations are applicable.
For example, arithmetic is only permitted on integer values;
dereferencing is only permitted for pointer values; and control
transter is only permitted for code labels.” [1]



So What Can TAL Enforce?

—— Basic operation sanity. (aaa expedis infegers)

—— Jump target safety. (only ump to designated labels)

——  Pointer safety.



What Can't TAL Enforce?

——  Let's write some code:

mondiimatl drrayi(ant| all]l;||intllen)
{
eEianE el =0 'l < I lenj || |dtH)
aliii= 10l

}

—— _..and then call it:

HRENEoo 5] ;
init array(foo, 42);



What Can't TAL Enforce?

——  Since TAL is an AL, let's compile:

IMIRHEEndH D 28 dnt )| n3: ]|, xd:  codel(tHildn]
init: mov BHHY

IR EEdE D x28 dnt, r3: int, r4:l codel( D
loop: be neIn2, ldone

store rl(r3), O

add O HEE !

jmp loop

RO ORIt ), £2: int, r3:int, rd: code(l..:)]]
done: jump r4



What Can't TAL Enforce?

What goes here?

T s (P BE : X, rd: code(...)]

init: mov

Lt H N =3 (PNYE ynt', |r3j: int),  r4d:|codeldMilinl

loop: be done
store rl(xZ2), O
add 1
Jmp

RO ORI, £2: int, r3:int, rd: code(l..:)]
done: jump r4



What Can't TAL Enforce?

——  Two questions:

— What type can we insert for the array?

— And what typing annotation can we insert to prevent the illegal
memory access?



What Can't TAL Enforce?

———  Think hard...



What Can't TAL Enforce?

——  Think hard...ok, stop.



Why Can't TAL Enforce This?

—— We could have a static array type, but TAL wouldn’t have any
mechanism for understanding the length of the array.

——— And TAL has no understanding that a1 1 and 1en have anything to
fo with one another.

— But they do!
—  And we could use that information.

— Enter dependent types.



What Are Dependent Types?

 They allow for types that depend on a (typed) value.

- So we fake our original types:
T..==a |0 | top | unit | int



What Are Dependent Types?

 They allow for types that depend on a (typed) value.

- So we fake our original types:
T..==0 |0 | top | unit | int
A

/

type variable [ \

program state (L “don’t use”
uninitialized




What Are Dependent Types?

 They allow for types that depend on a (typed) value.

 So we take our original types, and add to them:
t::==uao|o|top | unit|int(x) | T array(x)



What Are Dependent Types?

 They allow for types that depend on a (typed) value.

 So we take our original types, and add to them:
t::==uao|o|top | unit|int(x) | T array(x)

———  Where:

JIES=G 1 | xty | x-y | x| Xy



Resultant Type Hierarchy

(Partial) fop

U
int(-c0) ... int(e) T array(1)

|

T array(2)



What Do We Gain?

——  Take our original function signature

void init array(int a[], int len)

In TAL we'd have needed a runtime check in the loop.

- In DTAL we can hoist this check out of the loop (and even out of the
function) and employ typing checks:

{m:nat, n:nat | m <= n}
void init array(int a[m], int(n) len)



What Do We Gain?

——  Take our original function signature

void init array(int a[], int len)

In TAL we'd have needed a runtime check in the loop.

- In DTAL we can hoist this check out of the loop (and even out of the
function) and employ typing checks:

{m:nat, n:nat | m <= n}
volid init array(int a[mTT\iQEii? len)

Now we just have to prove this.



Typing Annotations

——  We've introduced more complicated typing annotations.
— Increases expressive power. Now we can correlate variables.
— Adds burden to programmer (sometimes).

—— How fo express and solve:

—  System of linear equations.

— Run-time: NP complete.



Let’s Type Check Again

HTH I Ene Erray ) n2: o, | x3 e B, | rdkl lcodel( LN
init: mov mB O a3k ot o H T
armEvistilZel | B2 E L L il 102]s | |int () i1

il ant l array(m), r2: int(n), r3: inti(0)|, ndl|icodeiidtiini
{m:nat, n:nat | m <= n}
loop: be n8iiE2 ) ldone

store rl(r3), O

add e HEEHER!

jmp loop



Primary Applications

- Array bounds checking.

- Sum types:
— Recursive data structures.

—  [f we tag the data elements.



A More Complicated Type

——  Type of a function:

sprintf : [lf:Format. Data(f) — String

i Data(t):

Data([]) = Unit

Bagaisdicicics) = Nat * Data(cs)
Data(“%s”::cs) = String * Data(cs)
Data(c::cs) = Data(cs)



Where Does This Fit In?

producer consumer
annotated constraint
code | checker
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