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Abstract

We present a new acknowledgment strategy to improve the
performance of TCP sessions that originate or terminate in
noisy wireless networks for mobile computers. This ac-
knowledgment strategy allows the TCP source to distin-
guish between losses due to congestion and losses due to
corruption. With this distinction, the source can reduce its
sending rate when congestion occurs, and quickly retransmit
when corruption occurs. Without this distinction, TCP
throughput is shown to suffer significantly over a path with
a large bandwidth-delay product. The strategy is also appro-
priate for dealing with losses due to hand-offs of a mobile
computer from one wireless cell to another.

1. Introduction

Recent advances in hardware and communication tech-
nology have made possible the birth of mobile computing.
Advances in radio and infra-red technology, in combination
with powerful portable computers, will provide users with
access to a network at all times. This continuous connectiv-
ity will allow users to be quickly notified of changing
events, and provide them with the necessary resources to re-
spond to these events, even while in transit. In the near fu-
ture, it is expected that millions of users will carry a port-
able computer capable of accessing the worldwide Internet
[BIV92]. The possibility of mobile computing and its ex-
pected popularity has generated a great deal of research, due
to its ramifications in networking and distributed data man-
agement [IB94] [FZ94] [PB93].

The expected demand for mobile computing has already
prompted research on updating the Internet's network layer
protocol (IP) [Pos81] to incorporate mobility. These pro-
posals range from supporting mobility at the campus level
[IDM91] [CPR92], to allowing computers to move to any
network in the Internet [CEG94] [IP94] [Per93] [TKT91].
The goal of these schemes is to change the addressing and
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routing structure of IP so that mobile computers can effort-
lessly join the Internet at any remote location. With such
schemes, users can make full use of their Internet applica-
tions while away from their offices.

Although much research exists on the effects of mobil-
ity on the network layer, little work exists on its effects on
transport protocols, such as TCP [Com91]. Due to the ar-
rival of new user-friendly applications for information dis-
tribution over the Internet, TCP traffic has increased signif-
icantly, and it is reasonable to assume that most mobile
computer traffic will be TCP sessions. Thus, we investi-
gate the effects of wireless computing on TCP performance.

Wireless media have different properties from those
upon which the design of TCP is based. In particular, TCP
assumes that network links rarely corrupt messages [Jac88],
because the loss of a message is taken as a signal for con-
gestion in the network. Thus, upon a message loss, TCP
reduces its sending rate to alleviate congestion. This ap-
proach is effective if corruption losses are rare. However,
wireless media have higher bit error rates [GP95], causing
significant corruption losses. This will cause TCP to need-
lessly reduce its sending rate, yielding poor performance.

In this paper, we present an acknowledgment scheme
that allows the transport protocol to distinguish between
congestion and corruption losses. This is accomplished by
adding a small amount of functionality to the routers of the
wireless networks, while leaving all other routers un-
changed. We show how to incorporate this scheme into the
TCP protocol, and demonstrate its effectiveness through
simulation.

The paper is organized as follows. The assumptions on
the internetwork structure are presented in Section 2. In
Section 3, we overview the congestion control and avoid-
ance strategy of TCP and its vulnerability to corruption
losses. The new acknowledgment strategy is presented in
Section 4, along with how to incorporate it into the exist-
ing TCP protocol. The simulation model and results are
presented in Section 5. A summary and concluding remarks
are given in Section 6.
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Figure 1: Internetwork model

2. Network Model

The internetwork model we assume consists of multi-
ple networks joined together by computers attached to more
than one network, also known as routers. To deliver a mes-
sage from a computer in one network to a computer in a
another network, the message is forwarded from one inter-
mediate router to another until the final network is reached.

As shown in Figure 1, the internetwork contains a
group of wired networks, such as Ethernet and Token Ring,
that form the core of the internetwork. These networks are
assumed to be relatively corruption free, causing very few
messages to be corrupted. Thus, it is reasonable to assume
that if a message is lost in these networks it is due to buffer
overflows, i.e., congestion. The less reliable wireless net-
works are assumed to be at the edges of the internetwork,
and they forward messages to and from mobile computers.
Wireless networks are not allowed to serve as intermediate
hops in the routing path between two networks. Any pair
of computers in the internetwork can establish a TCP ses-
sion between them, regardless of whether they are mobile
(wireless) or stationary (wired). Computers involved in a
TCP session are also known as hosts.

The geographical region covered by a single wireless
network is called a cell. Multiple mobile hosts may be op-
erating on a single cell by sharing the medium with multi-
plexing techniques such as CSMA. Mobile hosts are free to
move from one cell to another. After a mobile host moves
to a different cell, it must notify its correspondent host of
its new location, and inform the router of the previous cell
to forward messages addressed to it to the new cell. This no-
tification process is called a hand-off. During a hand-off, the
communication between the mobile and its correspondent
host may be temporarily interrupted if the coverage of the
old cell and the new cell do not overlap sufficiently. We as-
sume that this rarely occurs, and concern ourselves mainly
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with losses due to corruption. We address the issue of
losses due to hand-offs in Section 6.

We assume that routers provide only datagram delivery,
i.e., they make an effort to deliver a message, but do not
guarantee its delivery. In particular, routers do not ensure
that a message is received by the next computer in the path
to the destination. Routers forward each message to the next
computer in the path, but this computer may drop the mes-
sage due to corruption or buffer overflow.

Routers attached to a wireless network are aware that
their network is prone to corruption and is located at the
edge of the internetwork. Routers in the wired network are
not aware of mobile hosts, and must not be affected by any
changes to support wireless communication. We assume
that enhancing the functionality of wireless routers to a
small degree is allowed. However, requiring wireless routers
to reliably deliver messages is disallowed, due to the over-
head of maintaining timers and performing retransmissions.

3. TCP Congestion Control

In this section, we give an overview of the flow con-
trol and congestion control mechanisms of TCP [Jac88],
and explain its sensitivity to corruption losses. In the next
section, we present our acknowledgment scheme as an ap-
proach to remedy this problem.

TCP is a reliable transport protocol for the delivery of
a sequence of messages over an unreliable datagram net-
work. It uses a sliding window form of flow control. That
is, the source assigns a sequence number to each sent mes-
sage, and expects an acknowledgment from the destination
for each of these messages. The source ensures that no more
than W messages are outstanding without being acknowl-
edged, where W is known as the window size. The destina-
tion uses cumulative acknowledgments, i.e., an acknowl-
edgment for message i implicitly acknowledges all mes-
sages from O up to i. Thus, if i is the last acknowledged



message, the source may send messages i + 1 through i +
Ww.

Receiving acknowledgments is used as a self-clocking
mechanism for the source. Assume the destination returns
an acknowledgment for every message received. When the
source receives an acknowledgment, it indicates that a mes-
sage has been removed from the network, implying that one
more message can be sent without causing congestion.

Changing the window size is used as a form of rate
control. Since the maximum number of outstanding mes-
sages is W, the maximum possible sending rate is W/D,
where D is the round-trip propagation delay to the destina-
tion. If W/D is smaller than the available network band-
width, the source is not maximizing its throughput, and if
it is larger, it will cause queuing at the intermediate routers,
leading to congestion.

At the start of a TCP session, the appropriate sending
rate is unknown, so an upper bound on the window size is
chosen arbitrarily. The window size is set to 1, and it grows
exponentially with each round-trip time until the limit is
reached. This exponential growth is accomplished by in-
creasing the size of the window by one with each acknowl-
edgment. This effectively duplicates the window with each
round-trip time. This is known as the slow-start phase, and
the upper bound on the window size is called the slow-start
threshold!. Once the window reaches this threshold, it be-
gins a congestion avoidance phase, in which the window
size is increased slowly, adding one every round-trip time.
That is, if the window size is W, then, after receiving W ac-
knowledgments, the window size is increased by one.

An estimate is maintained of the round-trip time of
messages, and a single timer is kept with the sending time
of the last message plus its expected round-trip time. If a
timeout occurs, it is assumed that the window is so large
that it has caused congestion in the network, leading to
message loss. Thus, the window is reduced as follows. The
slow-start threshold is set to half the current window size,
and the window is set to one. The window is increased us-
ing the slow-start scheme until it reaches the slow-start
threshold. Then, the congestion avoidance phase is resumed.

If consecutive timeouts occur, the timeout value is in-
creased exponentially with each timeout. Also, the mea-
sured round-trip time of a retransmitted message is not used
for the overall estimate of the round-trip time, since it is
unknown if the acknowledgment is for the first or second
copy of the message sent [KP91].

If a message is lost, the source will receive multiple
acknowledgments for the sequence number prior to the lost
message. This is because the destination returns an ac-
knowledgment for every message received, and since the ac-

1" Slow-start is a misnomer, due to quick exponential

growth of the window size.

knowledgments are cumulative, it continues to send the
same acknowledgment until the lost message is received.
Thus, when several duplicate acknowledgments are received,
it is assumed that a loss occurred, so the current window is
retransmitted. This is known as a fast-retransmit. In an ear-
lier version of TCP, TCP tahoe, the same window adjust-
ments that are done for a timeout are also performed for a
fast-retransmit. In this paper, we use a newer version, TCP
reno, in which the window size is reduced by a half, but no
slow-start is performed. Instead, a count is kept of the du-
plicate acknowledgments received. This gives the source an
indication of how many messages have been removed from
the network, and thus also indicates how many messages
remain in the network. When the latter reaches the new
window size, the source begins to retransmit the lost mes-
sages.

Notice that if a message is lost due to corruption, the
source will either timeout or fast-retransmit, decreasing the
window by half. Since the source's maximum rate is lim-
ited by the window size, a corruption loss will in effect re-
duce the sending rate by half. If corruption losses occur of-
ten, the window size will never reach its optimum size,
leading to significant throughput losses. This is particularly
true when the bandwidth-delay product of the path is large,
which requires a large window for optimum throughput.

4. Last Hop Acknowledgment

One way to eliminate corruption losses is for the mo-
bile host to establish a connection with its adjacent router
in the wireless network. The router could then ensure that
all messages it sends to the mobile are eventually received.
However, this requires the router to maintain a connection
table and the overhead associated with it, such as keep-alive
messages, maintaining timers, and retransmitting unac-
knowledged messages. Furthermore, when the mobile
moves to a new cell, there is the additional overhead of dis-
solving the connection with the old router and establishing
a new one with the new router. Finally, the wireless cell
may have more than one router, and messages for the same
TCP session may arrive over different routers?, requiring
the mobile to establish a connection with each of these
routers. Instead, we would like a scheme which increases
the throughput of TCP over wireless networks without
forcing a significant overhead on the wireless routers.

Consider the case when a stationary host is the source
and a mobile host is the destination. To determine that a
message traversed the wired network and arrived to the
router of the wireless cell, we suggest that this router return

2 Some routing algorithms, for load-balancing
purposes, distribute the messages equally over multiple
equi-distant paths to the destination.

264



a last hop acknowledgment (henceforth, lhack) to the source
for every message it receives. The lhack indicates to the
source that, if it does not receive an acknowledgment from
the destination (henceforth, dack) for this message, the mes-
sage must have been lost due to corruption. This is because
the message arrived to the final hop of the path to the desti-
nation, so its loss occurred in the wireless network. Thus,
no congestion occurred, and the source should not reduce its
window size. However, if neither a dack nor lhack is re-
ceived for a message, then the message was probably lost
due to congestion at an intermediate node. Hence, the source
must reduce its window size in this case.

Notice that dacks may also get corrupted by the wire-
less network. Since the router does not perform retransmis-
sions, dacks are not guaranteed to reach the source.
However, since dacks are cumulative, the loss of a single or
even a few consecutive dacks will affect the source only
slightly, since the next dack received will allow the window
to slide and new data messages to be sent.

Next, consider a mobile host sending data to a station-
ary host. A data message sent by the mobile can be cor-
rupted by the wireless network. Thus, the router should
send a first-hop acknowledgment (henceforth, thack) to the
mobile. If the mobile does not receive a fhack for the mes-
sage, it is retransmitted. Thus, eventually, the data message
is received by the router and sent through the internetwork.

The final case is a mobile to mobile connection. In
this case, the source receives both an fhack and lhack for
each data message. Note that it is possible that a data mes-
sage is corrupted at the destination network, and the lhack
for this message is corrupted at the source network. Since
an fhack is received, but not an lhack, the source incorrectly
assumes that congestion occurred and decreases its window
size. We argue, however, that this is unlikely. If we assume
that the probability of a loss at the source and destination
networks are independent, the probability that both a mes-
sage and its lhack are lost is small, most likely smaller
than the probability of a corruption in a wired network.
Thus, throughput should not be affected significantly. Also,
the two mobiles may choose a stationary computer, such as
the desk workstation of one of the users, as an intermediate
system to which both mobiles establish a connection. This
reduces the problem to the two cases above.

Sending an lhack for each data message has the side ef-
fect of doubling the amount of traffic from the destination
to the source, since two types of acknowledgments are sent
per message. However, acknowledgments are small (40
bytes) relative to data messages (500 bytes), so this increase
is modest. Furthermore, it can be reduced, for example, by
having the destination return an acknowledgment for every
three data messages. Since dacks are cumulative, this has
little, if any, effect on the throughput, and the acknowl-
edgment traffic overhead is reduced to one third.

We next describe how to incorporate our acknowledg-
ment scheme into TCP's congestion control. If no lhacks
are received, either because the destination is stationary or
the messages were lost due to congestion, the source should
behave as in the standard TCP protocol. If lhacks are re-
ceived, the source should maintain its current throughput
when retransmitting messages lost due to corruption.

The source maintains a bit array indicating, for each
sent message, if an lhack has been received. Upon a time-
out, the source checks if an lhack was received for the
timed-out message. If it was not, congestion is assumed, so
the standard TCP steps are taken. Otherwise, the sending
rate, i.e., the window size, should not be reduced. However,
since TCP only maintains a single timer, then after a time-
out, the network no longer has any messages from this
source. Thus, the self-clocking property of sending one
message for each received acknowledgment is lost, so a
slow-start must be performed and the window set to 1.
However, the slow-start threshold is set to the window size
prior to the timeout, allowing the window to grow expo-
nentially to its size prior to the timeout.

A similar decision is made for the case of a fast-re-
transmit. If an Thack was not received for the message, con-
gestion is assumed, and the standard TCP steps are taken.
Otherwise, the window size remains unchanged, because the
loss is by corruption, and the sending rate need not decrease.
Also, a similar technique to that of TCP reno is used to ex-
tend the window, except that the number of lhacks received
is used, rather than the number of duplicate dacks.

5. Simulation Results

We next simulate TCP reno with and without our ac-
knowledgment scheme, using the REAL simulator from
[Kes94]. The scenario is shown in Figure 2, and consists
of: a TCP source, TS, its destination, TD, four routers, R1
through R4, and cross traffic sources, C1 through C7.
Cross traffic sources have a poisson distribution.

All links have a bandwidth of 100 Kbytes/sec. Links
between routers have a propagation delay of 30 msec., and
links between a router and a neighboring source or destina-
tion have a propagation delay of 5 msec. This yields a
round-trip time of 200 msec., which is adequate if the desti-
nation is in another continent or if a satellite link is being
used. Furthermore, the complex coding and decoding in
wireless media adds about 100 msec. to the round-trip pro-
cessing pipeline of messages [GP95]. Thus, an overall de-
lay of 200 msec. is reasonable.

The length of data and acknowledgment messages are
500 bytes and 40 bytes, respectively. The bottleneck is link
(R2, R3), where cross traffic consumes half the bandwidth.
Thus, the maximum possible throughput for TS is 100 data
messages per sec., and its optimum window size is 20 data
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messages. The initial slow-start threshold is set to 20. Each
router can buffer 30 data messages per link.

Links (TS, R1) and (R4, TD) corrupt messages accord-
ing to some bit error probability (bep). For a wired link,
the bep is zero. For a wireless link, the bep is varied from
3-10-3 (one in every 75 data messages) down to 1-10°6 (one
in every 250 data messages).

Figure 3 shows the throughput of TCP both with and
without the use of lhacks for the case of a wired source and
a wireless destination. Because of cross traffic, the maxi-
mum throughput is limited to 100 msgs/sec. If lhacks are
provided, the throughput reaches 96% of this maximum.
Without lhacks, the throughput is reduced significantly.
Even with a relatively mild loss probability of 1/150 mes-
sages, the throughput is less than 60% of the maximum.

The reason behind the loss of throughput is shown in
Figure 4, where the source's window size is shown for the
specific case of a loss probability of 1/150 messages. As
the figure shows, the window is decreased often, once every
time a message is corrupted. Thus, the window size never
reaches its optimum value of 20, and thus the throughput is
significantly less than optimal.

For the case of lhacks, the window first begins an ex-
ponential increase until it reaches the slow-start threshold of
20. Afterwards, it begins its linear growth in the congestion
avoidance phase. To prevent a loss in throughput, whenever
a fast retransmit due to corruption occurs, the window is
not decreased. However, since the window continues to
grow linearly, it eventually reaches a value large enough to
overflow the buffer of the bottleneck router. This is a well-
known problem of TCP [Kes91}, but solving it is not the
topic of this paper. This causes a fast retransmit due to
congestion, and the window is reduced by half. Since the
router can buffer an entire bandwidth-delay product of the
source (20 messages), the window grows to twice its opti-
mum. Thus, it does not drop below the optimum when
halved and a high throughput is maintained.

The case of a mobile source sending to a stationary
destination showed similar results and are not presented
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Figure 2: Simulation scenario

here. For the case in which both the source and the destina-
tion are wireless, we did not encounter in our simulations a
case when both a message and its lhack were lost due to
corruption, so the results are similar to those above and are
not repeated either. Again, even if such double loss oc-
curred, it should not affect the overall throughput, since it
should be a rare occurrence.

Since a source can distinguish between congestion and
corruption losses, it must be able to handle a congestion
period, i.e., a decrease in available bandwidth, in the same
way as the standard TCP reno, even in the presence of cor-
ruption losses. We show this next. A new cross traffic
source is added to the bottleneck with a rate of 20,000
bytes/sec. The source is initially inactive, it becomes active
at time 10, and becomes inactive again at time 25. We
compare the case where both the source and destination are
stationary (no lhacks) against the case of a wireless destina-
tion with a corruption rate of 1/125 messages with lhacks.

Figure 5 shows the window size of the two cases. The
window size increases until it causes congestion at around
time 7, and is reduced by a half. It then resumes its linear
increase, but congestion occurs prematurely at time 10 be-
cause the new cross traffic source becomes active. Since the
bandwidth decreases, the maximum window size also de-
creases to about 20. When the new source becomes inac-
tive, normal operation is resumed and the window can in-
crease once more to its maximum of about 40. Notice that
the behavior of the source in both the stationary case and
the wireless case is similar, even though the wireless case
suffers in addition from corruption losses. Hence, the abil-
ity to distinguish between corruption and congestion losses
allows the source to correctly determine when to reduce its
window size to achieve maximum throughput.

6. Summary and Concluding Remarks

Recent advances in hardware and communication tech-
nology have made possible the birth of mobile computing.
However, the wireless media used in mobile computing
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have different properties from those upon which the design
of TCP was based. For example, wireless media are known
to have high bit error rates [GP95], leading to significant
corruption losses. TCP assumes that the network links are
relatively error free, since the loss of a message is treated as
a signal for congestion in the network. Thus, TCP reduces
its window size, and hence also its sending rate, upon a
message loss in order to alleviate network congestion. This
approach is effective when losses due to corruption are rare,
but not effective for the new and unreliable wireless media.
If losses due to corruption are significant, the window will
never reach its optimum value, and throughput will suffer.

In this paper, we presented an acknowledgment scheme
that allows the transport protocol to distinguish between
congestion and corruption losses. The router at the wireless
network returns a last-hop acknowledgment (lhack) to the
source for each message received. The source uses these
lhacks to determine if the loss of a packet was due to con-
gestion in the wired network or corruption in the wireless
network, and thus it adjusts the window size accordingly.
This scheme adds only a small amount of functionality to
the routers at the wireless networks, while leaving all other
routers unchanged. We showed how to incorporate this
scheme into the TCP protocol, and demonstrate its effec-
tiveness through simulation.

It is possible that mobility causes message loss due to
hand-offs from one wireless cell to another. In this case, the
source should not reduce its sending rate either, since the
cause of the loss is not congestion. Notice that our ac-
knowledgment scheme is also useful for this case. If the
destination changes cells and messages are lost during hand-
off, their lhacks will still arrive to the source, indicating
that the window need not be decreased. However, if the
source is mobile and changes location, then its is unknown
if the losses are due to congestion or hand-off, so a slow-
start must be performed to the current window size.

In [MGS94], a modification to TCP is suggested in
which a mobile destination notifies its source that it has
changed cells. If the source receives this notification and de-
tects a loss, then it will not reduce its window size unless
several timeouts occur, since it is assumed that the loss oc-
curred due to the hand-off. This scheme suffers from the dis-
advantage that if a congestion loss occurs while the destina-
tion moves, the source will again send at the same rate,
causing more congestion and loss for other connections
sharing the same path. Furthermore, the scheme is not able
to cope with corruption losses.

Finally, our acknowledgment strategy need no be lim-
ited to the TCP protocol. Many transport protocols use the
loss of a message as a signal of congestion, and thus lower
their throughput upon a message loss. Any protocol that
behaves in this manner will increase its throughput in a
wireless session if it incorporates our strategy.
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