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 ABSTRACT

     Testability and adaptability are often crucial to just about any embedded software systems in order to ensure that such systems can run free of errors and at the same time evolve itself according to the environmental changes. As such, these non-functional requirements (NFRs) should be properly taken into

consideration during software architectural design before committing to a detailed design or implementation.

     We propose a process framework for developing software architectures that enhance testability and adaptability, while taking into consideration the characteristics of embedded systems.  Using the framework, the software architect can take one of three different approaches to achieving the goal: develop a testable system first and then make it adaptable, develop an adaptable system first and then make it testable, and develop a both testable and adaptable system at the same time. For each of the three approaches, the architect iteratively refines the notions of testability and adaptability, deploys various techniques for enhancing testability and adaptability as part of the architectural alternatives, and carries out analysis of tradeoffs among the alternatives.

    These ideas have been effectively used in developing commercial embedded systems - the test and measuring instrument systems that are being used for testing mobile phones. In order to illustrate the ideas, and also as part of further validation, this chapter shows how to develop the architecture of a Remote Calculator embedded system.  For this development, this chapter takes the first approach (testable system first and then make it adaptable), and uses the changing command syntax as the environment change and proposes various adaptability techniques to adjust to this change.
1. INTRODUCTION

Embedded systems are widely prevalent in the modern world. In fact studies [1] have found that more number of microprocessors are used in embedded systems than in desktop or non-embedded systems. Examples of embedded systems include telephones, cell phones, handheld personal computers and the like. 

Embedded systems have special characteristics [1,2]:

1. small memory

2. limited computation resources

3. have fast response times to events

4. are also real-time systems (usually).

Testability and adaptability are often crucial to just about any embedded software system in order to ensure that such systems can run free of errors and at the same time evolve itself according to the environmental changes. As such, these non-functional requirements (NFRs) should be properly taken into

consideration during software architectural design before committing to a detailed design or implementation.

Testability is a very important attribute for embedded systems. An embedded system should be robust to any external event – both expected and unexpected. For unexpected events it should either report an error or simply ignore the event. Testability for a software system is equivalent to having test points on a printed circuit board. There are many ways to incorporate testability in a software system – instrument the software, have the software spew out results to a debug port and the like. In this chapter a novel approach that is especially useful for embedded systems is described – the out-in approach [3,4]. This approach permits automatic testing of embedded systems. This results in a very fast and effective testing of the embedded system. The out-in approach also permits logging the tests and the results to a file for later use and comparison.

Adaptability is another important attribute for embedded systems. Since the software for several embedded devices are never modified once they are commissioned, any changes in the environment (including user requirements) will necessitate a new software to be developed for these changes and loaded in the embedded device. In many cases a new embedded device with the new software will have to be purchased by the customer that can accommodate the environmental (or requirements) changes. It would be more preferable and cost effective (from the user’s point of view) if the original software could itself accommodate these changes in the environment (or requirements). Such an embedded system is an adaptable embedded system. There are several ways to enforce adaptability in embedded systems [11] and this chapter will discuss some of these methods.

It is widely accepted that the first step in the development of software is the development of software architecture [5,6]. In order that the embedded system is testable and adaptable, it will be required that testability and adaptability are incorporated in the system architecture itself. However, once the architectures have been developed there needs to be a way to compare and evaluate the architectures. We propose a process framework, the NFR Framework [12,14], for developing software architectures that enhance testability and adaptability, while taking into consideration the characteristics of embedded systems. Using the framework, the software architect can take one of three different approaches to achieving the goal: develop a testable system first and then make it adaptable, develop an adaptable system first and then make it testable, and develop a both testable and adaptable system at the same time. For each of the three approaches, the architect iteratively refines the notions of testability and adaptability, deploys various techniques for enhancing testability and adaptability as part of the architectural alternatives, and carries out analysis of tradeoffs among the alternatives. The NFR Framework is extended to apply to embedded systems’ architectures developed in this chapter. Application of this framework lets working professionals compare various architectures for embedded systems in a simple and elegant manner.

These ideas have been effectively used in developing commercial embedded systems - the test and measuring instrument systems that are used for testing mobile phones. In order to illustrate the ideas, and also as part of further validation, this chapter shows how to develop the architecture of a Remote Calculator embedded system.  For this development, this chapter takes the first approach (testable system first and then make it adaptable), and uses the changing command syntax as the environment change and proposes various adaptability techniques to adjust to this change. The various architectures developed are compared using the NFR Framework. The codes that result from the different architectures are then implemented and the results of the implementation are presented.
The intended audiences for this chapter are practicing professionals and the novice beginners in embedded system design and implementation. Some of the ideas mentioned in this chapter are in some ways unique and practical as the implementation of an example system in this chapter shows. The ideas mentioned in this chapter can easily be used to design and develop other embedded systems that are both testable and adaptable, at the same time.  The ideas mentioned in this chapter have been successfully used in practice and found to increase efficiency with very little overhead.

This chapter uses pragmatic definitions for testability and adaptability and applies these concepts to embedded systems. Furthermore, this chapter uses the NFR Framework to compare the different architectures developed and demonstrates the practicality of this framework for embedded systems. While there are several other methods to compare architectures such as the SAAM approach [6], the NFR Framework extends these other approaches by considering the NFRs as goals to be achieved during the process of software development.

Many of the software diagrams in this chapter use the notation borrowed from UML [7] although any other notation with similar modeling power can also be used. While mathematical notations have been sparingly used, they are intended only for serious readers and may be skipped without loss of continuity.

Section 2 describes the example embedded system, the remote calculator, that will be used in this chapter to illustrate the techniques developed; Section 3 develops the software architecture for the remote calculator embedded system; Section 4 develops the concepts of the testability and adaptability NFRs; Section 5 develops the testability techniques for the remote calculator embedded system; Section 6 develops the adaptability techniques for the remote calculator embedded system; Section 7 discusses the implementation of these techniques in the real remote calculator embedded system; Sections 8 and 9 describe our results – in Section 8 the results of the NFR Framework application are described and in Section 9 the results of the industrial application of these techniques are described; and Section 10 gives the conclusions of this chapter.

2. EMBEDDED SYSTEM DESCRIPTION

Although the strategies explained later in this chapter are general enough to be applied to any embedded system, their working is explained with reference to a specific embedded system described in this section. 

2.1. System Description

The embedded system is a calculator that functions remotely, called the remote calculator. It is connected to a PC by an interface cable (such as RS232C, Ethernet, IEEE488, etc.). The PC sends commands to the calculator over the interface as ASCII strings. The calculator takes the appropriate actions for these commands and sends the responses (if required) to the PC over the interface. There is no front panel for the calculator. 

2.2. Hardware Description

The calculator runs on Motorola 68K processor. It has an LCD display that displays the commands received over the remote interface and the results of the operations performed as a result of the commands. The remote interface used is IEEE488. This interface has a dedicated SRQ line that lets the PC (or the user) know when the calculator (the embedded system) has completed its operations. PC is connected to the other end of the IEEE488 cable. Figure 1 shows the hardware configuration for this system. It also has a monotone speaker that beeps upon receiving an error command (that the command is in error is also displayed on the LCD display).

2.3. Software Description

The calculator can perform basic 32-bit arithmetic operations including +, - , x, /, mod, AND, OR, NOT, log, trigonometric operations and power operations. Each operation has a corresponding command that the PC sends to the calculator to have the calculator perform the operation. Upon receipt of the command the calculator performs the operation. If the PC asks for the result of the operation, the calculator sends the results over the interface. In addition the calculator has time and date functions. The calculator can also log all the commands it receives in a file. All errors in the received commands are stored as error messages that

can be retrieved by the PC over the interface. 
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2.4. Commands

Table 1 gives the partial list of  the commands used for performing calculations.

	S.No.
	      Function
	Command
	Restrictions

	1
	 Add two numbers
	ADD m,n
	m,n are integers

	2
	Subtract two numbers
	SUBTRACT m,n
	m,n are integers

	3
	Multiply two numbers
	MULTIPLY m,n
	m,n are integers

	4
	Divide two numbers
	DIVIDE m,n
	m,n are integers

	5 
	Mod operation
	MOD m,n
	m,n are integers

	6
	Bitwise AND
	AND m,n
	m,n are integers

	7
	Bitwise OR
	OR m,n
	m,n are integers

	8
	Bitwise NOT
	NOT m
	m is integer

	9
	Read result
	RESULT?
	


       

3. SOFTWARE ARCHITECTURE

In order to develop the software architecture for this system, it must be noted that the LCD display and the speaker function as outputs only while the IEEE488 interface serves both as an input and an output. The speaker does not need a driver – by writing to a memory location the speaker will beep for a pre-defined (defined by hardware) time (usually half a second). The LCD display and IEEE488 interface need drivers. Also the commands received from the PC have to be interpreted (that is, parsed) and action taken as follows:

1. if the command is legal, display the command on the LCD, execute the command and display the result on the LCD; if the command requires the result of previous operation to be sent to the PC (if the command is “RESULT?”) then send the data over to the PC.

2. if the command is illegal, display the command on the LCD with a suffix ERROR, store an error message “ERROR” in the error message area and have the speaker beep.

 This suggests that the layered architecture of Figure 2 will suffice.

                           



The IEEE488 Driver can receive data from PC at any time. Hence the IEEE488 Driver will be called by the processor whenever the PC sends any data to the remote calculator. The IEEE488 Driver will then send the data it receives from the PC to the Syntax Analysis layer using message-passing technique. The Syntax Analysis layer will process the syntax of the received command and if correct will pass the code corresponding to the received command to the Semantic Analysis layer using RPC. If the received command’s syntax is not correct then the code corresponding to the illegal command, say 10 (from Table 1) will be sent to the Semantic Analysis layer. The Semantic Analysis layer takes action corresponding to the command received. In all cases the Semantic Analysis layer will write to the LCD using RPC to LCD Driver. In the case of  “RESULT?” command the Semantic Analysis layer sends the response to the IEEE488 Driver using message-passing. The Semantic Analysis layer also beeps the speaker in case of errors. The display on the LCD will be scrolling and this scrolling is also handled by the Semantic Analysis layer.

Before incorporating NFRs into the architecture, it will be useful to understand how the system works by considering the sequence diagram for the interactions between the layers of Figure 2. This sequence diagram is given in Figure 3.
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The architecture given in Figure 2 is rather high-level and not immediately suitable for design purposes. The Syntax Analysis layer will usually consist of a pre-parser and a parser. The pre-parser converts the input into a form suitable for the parser (for example, input commands in small case may be converted into upper case). The parser does the actual syntax checking. The Semantic Analysis layer will likewise consist of the command execution module and the LCD control module. Hence the final software architecture may look like that in Figure 4.




4. NFR CONSIDERATIONS

The particular NFRs of importance to the embedded system that shall be considered are testability and adaptability. The word testable here has the intuitive meaning of being easy to test the software (detailed definition is given below). In order to develop a testable system the out-in methodology will be used. Adaptability can be generally defined as the ability of a system to accommodate changes in its environment (detailed definition is given below). Since environment can change in several ways, this chapter will consider strategies that an embedded system can adopt with respect to one set of environment changes. It is our opinion that these strategies can be easily extended to adapt to other environmental changes. 

Both these NFRs will be incorporated in the software architecture itself. Incorporation at the architectural level assures that all subsequent software development phases will also include the NFRs as an integral part. Hence the final product will also satisfy the NFRs. 

4.1. Testability NFR

The out-in methodology [3,4] requires that special commands be developed and implemented using which the developer and/or tester can detect errors in the software. The out-in methodology is powerful enough to allow application of the well-known testing techniques such as functional or structural testing be applied to the software. The out-in methodology uses the external PC and the interface port to send these special commands to the embedded system and read the outputs from the system. These outputs are then checked with the expected outputs (as calculated by the PC or expected by the user) to confirm that the software in the embedded system is error-free. This lets the tests be fast and automatic. 

4.1.1. Definition 

In this chapter the testability of an embedded system is defined as follows. An embedded system is testable if it satisfies all the following conditions:

1. provides a facility to test the executing code

2. provides a facility to automatically test and interpret the test results.

Thus a testable embedded system provides a facility to apply test cases developed using well known techniques such as requirements-based testing or structural testing automatically to an executing code and interpret the results of the test cases also automatically.

A generic architecture is given in Figure 5. The Input/Output Device Controller block in this figure receives data from outside the embedded system and sends data out of the embedded system. The data received is interpreted and executed by the Command Interpretation and Execution block in the figure. Based on the above definition of testability, we claim that the architecture of an embedded system following the basic structure of Figure 5 is testable. This is because this architecture lets an external PC send commands to and receive data from the embedded system. The commands sent to the embedded system are interpreted and then executed. Thus the commands that the external PC sends to the embedded system provide a means to test the embedded system. The results of the test can be sent to the external PC by the embedded system. Moreover, this arrangement permits the code running on the embedded system be tested. Thus both the conditions in the definition of testability are satisfied and hence any architecture based on Figure 5 is testable. Hence both Figure 2 and Figure 4 are testable. 

The out-in methodology [3,4] also develops architectures with a fundamental structure resembling Figure 5.  Hence the architectures developed by the out-in methodology are also testable. In subsequent discussions regarding testability it will be assumed that the out-in methodology is being used.






4.1.2. Decomposition of Testability NFR Using the NFR Framework

Figure 6 gives the decomposition of testability NFR using the NFR Framework. The decomposition is also referred to as the softgoal interdependency graph. In such decomposition, each NFR (called the type or sort) is associated with a topic or parameter – thus, as can be seen in Figure 6, the type Testability is associated with the topic Automatic Testing. The topic is the object/concern to which the type applies (such as a functional component, data component or control component). The decomposition of the NFR testability can take place along its type, topic or both.  Thus one of the following general equations holds for AND decompositions – the case considered in this chapter:

         TYPE[TOPIC] ( TYPE1[TOPIC] AND TYPE2[TOPIC] AND … AND TYPEn[TOPIC]  or

         TYPE[TOPIC] ( TYPE[TOPIC1] AND TYPE[TOPIC2] AND … AND TYPE[TOPICn].

In Figure 6,The NFR testability is first decomposed on its topic – Testability[Automatic Testing] and Testability[during code execution], both of which follow from the definition of testability. The NFR Testability[Automatic Testing] is further decomposed by topic into Testability[using PC] and Testability[other means], as automatic testing can be done using a PC or by other means (as suggested in [18]). The NFR Testability[during code execution] is also further decomposed by topic into Testability[in real system] and Testability[emulation] as testing an executing code can be done in the real system or in the emulation mode. There could be many other ways of decomposing the NFR testability, however, the decomposition given in Figure 6 is apposite for the purposes of this chapter. The ‘!!’ mark near an NFR indicates the most critical NFRs (or the decomposition) of interest. The goal graph for this decomposition as per the NFR Framework will be constructed in section 8 to compare the different architectures developed later.







4.2. Adaptability NFR

4.2.1. Definition

Adaptation means change in the system to accommodate change in its environment. More specifically, adaptation of a software system (S) is caused by change ((E) from an old environment (E) to a new environment (E’), and results in a new system (S’) that ideally meets the needs of its new environment (E’). Formally, adaptation can be viewed as a function:

Adaptation:  E x E’ x S ( S’, where 

                     meet(S’, need(E’)).

A system is adaptable if an adaptation function exists.

Adaptability then refers to the ability of the system to make adaptation. 

Adaptation involves three tasks:

    1.  ability to recognize (E
    2.  ability to determine the change (S to be made to the system 

         S according to (E
    3.  ability to effect the change in order to generate the new 

         system S’.

These can be written as functions in the following way:

EnvChangeRecognition : E’ – E ( (E
SysChangeRecognition : (E x S  ( (S
                    SysChange :  (S x S ( S’, where 

                                         meet(S’, need(E’)).

The meet function above involves the two tasks of validation and verification, which confirm that the changed system (S’) indeed meets the needs of the changed environment (E’). The predicate meet is intended to take the notion of goal satisficing of the NFR Framework [12,14] that assumes that development decisions usually contribute only partially (or against) a particular goal, rarely  “accomplishing” or “satisfying” goals in a clear-cut sense. Consequently generated software is expected to satisfy NFRs within acceptable limits, rather than absolutely.

4.2.2. Decomposition of Adaptability NFR Using the NFR Framework

Figure 7 gives the decomposition of adaptability NFR using the NFR Framework. Adaptability is first decomposed on its topic into Adaptability[syntax] and Adaptability[semantic]. Adaptability[syntax] is further decomposed, based on topic, into three NFRs: Adaptability[automatic (E detection] which refers to adaptability wherein the environment change ((E) is detected automatically, Adaptability[automatic (S recognition] which refers to adaptability wherein the need for system change ((S) is recognized automatically, and Adaptability[automatic system change], where the decompositions follow from the definition of adaptability. Again, ‘!!’ mark near an NFR indicates high criticality, while ‘!’ mark indicates an NFR of lesser criticality.  The goal graph for adaptability as per the NFR Framework will be constructed in section 8.










4.3. Testable and Adaptable Software Architecture

A software architecture (SA) can be testable and adaptable in three ways and they are given by the DNF equation below:

Testable and Adaptable SA  = Testable (A) ( Adaptable (A) ( SA = A |

                                                 Testable (A) ( A ( A’ ( Testable (A’) ( Adaptable(A’) ( SA = A’ |

                                                 Adaptable(A) ( A ( A’ ( Adaptable (A’) ( Testable (A’) ( SA = A’ … (1).

In  (1) A and A’ are architectures that are related by:

                                                 A’   =  A + (A ,

where (A represents the omissions and changes made to architecture A.

Also, in (1),

                                              Adaptable(A’) ~ Adaptable(A) ( Adaptable ((A )

and 

                                              Testable(A’) ~ Testable(A) ( Testable ((A ).

In this chapter the development of testable and adaptable architecture follows clause 2 of  (1) and here,

                                                A’  = A, i.e., (A = 0.

Hence clause 2 reduces to clause 1 of (1).

5. TESTABILITY FOR THE REMOTE CALCULATOR

By definition, a testable architecture will permit various testing techniques such as functional testing, structural testing, integration and system testing be applied directly on the executing code. The tests on the executing code in the remote calculator are performed using special commands from the external PC to the remote calculator. This is the spirit of out-in methodology [3,4]. In the out-in methodology, the special commands for testing have to be parsed and executed correctly. The concepts of the out-in methodology will be explained with respect to the example remote calculator system. For purposes of illustration it will be assumed that functional testing is to be performed on the remote calculator system, though the techniques of out-in methodology can be used for any type of testing. 

The functions that have to be tested for the remote calculator are given in Table 2. However, as can be expected, these functions cannot be tested at the same time – they have to be tested in stages. The different stages of functional testing for the remote calculator are discussed below.

	S.No.
	                       Functions to be tested

	1
	           IEEE488 Driver works correctly

	2
	           LCD Driver works correctly

	3 
	           Pre-parser works correctly

	4
	           Parser works correctly

	5
	           Command execution module works correctly

	6
	           LCD controller works correctly

	7
	           + works correctly

	8
	           -  works correctly

	9
	           x works correctly (x = multiplication)

	10
	           /  works correctly

	11
	          mod works correctly

	12
	          AND works correctly

	13
	           OR  works correctly

	14
	         NOT works correctly


                      

5.1. Stages of Testing

As can be expected, all these functionalities cannot be tested at the same time. First the drivers are tested; then the internal modules are tested in stages and finally the actual calculator functionalities are tested. Since the hardware and software satisfy the basic requirements for the out-in methodology (viz., a remote interface, the interface driver and a parser), the architecture of Figure 4 requires no modification for the out-in methodology to be used. 

Testing the drivers is a slow process and is not discussed in this chapter.  Once the drivers have been tested the rest of the functions can be tested automatically. In order to test the rest of the functions the specifications of the corresponding layers will have to be considered.  However, it must be noted that Figure 4 is a more refined version of Figure 2 and hence may be the first stage of the software design process. In order to test the functions of software layers (or modules) their preliminary specifications will not suffice – what is required are their detailed design specifications. The next step in the design process will be the development of detailed design specifications and the associated software diagrams. For the example of the remote calculator Figure 8 gives the specifications for the different layers shown in Figure 4. 


IEEE488 Driver:  (handles physical layer functions of the IEEE488 interface)   AND

                               (sends data from interface to higher layers) AND

                               (sends data from higher layers out through the interface)

LCD Driver:         sends any data received to the LCD display. 

Pre-parser:           (converts lower-case letters in input data to upper-case letters) AND

                              (separates header from data in input command) AND

                              (stores each data item in separate buffers) AND

                              (sends header, received string and data items to layer above) 

Parser:                 (parses header using simple string comparison algorithm) AND

                              (sends received string, parsed code, and data items to layer above)

Command Execution: if (parsed code = illegal) THEN

                                            (appends the complete received string with “: ERROR:”) AND 

                                            (sends this complete string to the LCD controller)

                                      else if (parsed code = “RESULT?”) THEN

                                            (appends previous result after a  colon and a blank space to input string) AND

                                            (sends this complete string to LCD Controller) AND

                                            (sends the previous result to IEEE488 Driver)

                                      else 

                                            (take appropriate action on data items received from parser) AND

                                            (appends this result to received string after a colon and a blank space) AND

                                            (sends this complete string to LCD Controller)

LCD Controller:  (sends the strings received from layer below to LCD display using LCD driver) AND

                              (scrolls display on  LCD) 


5.1.1. Testing Stage 1

Based on these specifications the layers can be tested. In designing these tests the well-known concepts of equivalence-partition and boundary-value testing can be used. The boundary values for an input command oriented toward testing the pre-parser are all small-case letters and all upper-case letters. The equivalence-partitions are commands containing legal characters and commands containing illegal characters or illegal commands. In order to use the out-in methodology’s ideas, the values at the entry point and the exit point of the pre-parser layer will have to be considered – these points are shown in Figure 9. 

 



                                      



As explained earlier, the testing is done in stages. In the first stage the pre-parser is tested. In this stage the parser layer and the command execution layer are stubbed out to simply pass-through the data received. The parser layer sends the data it receives from the pre-parser layer directly to the command execution layer and the latter simply sends the data it receives from the parser layer to the LCD controller and to the IEEE488 Driver. Thus the output of the pre-parser can be seen on the LCD display and can also be read from the IEEE488 port. The PC can confirm that the data received is that expected from the pre-parser, i.e., if the PC sends an input string  “add 1,2” to the remote calculator and reads “ADD 1,2” then the pre-parser is doing its job. This way several strings can be sent to the pre-parser and its output read from the IEEE488 interface (its output can also be seen on the LCD display but doing it from the IEEE488 interface is faster as it can be automated). 

5.1.2. Testing Stage 2

In the second stage the parser will have to be tested. Let the parsed codes returned by the parser be the numbers in the serial number column of Table 1 (and let the parser return 10 for an illegal command). Then Figure 10 gives the entry and the exit points for the parser.






In this stage the parser layer is not stubbed out to pass-through the data it receives from the pre-parser layer – the actual parser is used. However, the command execution layer is still stubbed out to pass-through the data it receives from the parser layer; thus the command execution layer will still be sending the data it receives from the parser layer to the LCD control layer and to the IEEE488 driver. The PC can now test the functioning of the parser layer by sending the different commands (including illegal commands) of Table 1 and making sure that the data it reads from the IEEE488 port corresponds to the code for that command. This testing can be fully automated in the PC and can be very fast. Of course, the parser layer outputs the received commands and the data items also to the execution control layer and all of these can be read from the IEEE488 port thus ensuring that the parser functions correctly.

5.1.3. Testing Stage 3

In the third stage the command execution layer is tested. In this stage the actual command execution layer is used. That is the entry and exit points for the command execution layer will be as shown in Figure 11.




In the normal case the command execution layer does not send data to the IEEE488 driver all the time. In the special case of receiving code 9 from the Parser (in response to RESULT? command) the command execution layer sends the result of the previous operation to the IEEE488 driver layer. Figure 12 illustrates this case:







For testing the command execution layer the PC issues the commands in Table 1 one after the other. For each command the PC varies the input data. After each command is sent the PC sends the RESULT? command and reads the data out of the remote calculator. The data read is compared with PC’s own value for the data sent (for example, if the PC sends the command ADD 1,2, it expects the result to be 3 and if it reads 3 from the instrument after a subsequent RESULT? command then the remote controller’s addition functionality has been tested). This lets the functionality testing be done as fast as possible and automatically as well. 

5.1.4. Testing Stage 4

In the final stage the LCD controller layer is tested. This testing will require a slightly different technique to be used and a slight change of software architecture as well. Let us assume that 15 lines of data can be displayed on the LCD. Thus the LCD controller will send up to 15 strings to the LCD driver each time a new input command is received. Each call to the LCD driver will have the string and the location on the LCD where the string is to be displayed. The modification that will be made to the software architecture will be to send each of the strings sent to the LCD driver to the command execution layer as well. Thus the command execution layer will have 15 buffers for each of the 15 strings that the LCD controller can send to the LCD driver. Initially these 15 buffers are empty. Thus the modified software architecture for testing the LCD controller layer will be as shown in Figure 13. 







This change in the architecture will let both the following items to be tested:

1. that the LCD controller sends the correct data to the LCD driver

2. that the LCD controller performs proper scrolling.

The entry and exit points for the LCD controller are as shown in Figure 14. This figure assumes that the following commands were sent by the PC earlier and that the latest command is ADD 1,5:

1. ADD 1,2

2. ADD 1,3

3. ADD 1,4



                                

In Figure 14, the first number in the exit point value gives the line number at which the second data item (the string after the semi-colon) will be displayed on the LCD. In order to automate the testing of the LCD controller the command-set of the remote controller is augmented with the following command:

                              LCD_DATA? n   where n has value from 1 to 15.

The above command has the parsed code of 11 and upon receipt of this command the command execution layer will return the data in buffer n (this data is returned by the command execution layer to the IEEE488 driver only and is not sent to the LCD controller). If a buffer has no data (that is it is empty) then the string “NO DATA” is returned to the IEEE488 driver (and only to this module; the “NO DATA” string is not sent to the LCD controller). Using this command the PC can automate the testing of the LCD controller. After sending any command to the remote calculator the PC sends the command “LCD_DATA? n” with n having values from 1 to 15. For each value of n a response is received from the remote calculator and the PC checks that the response is correct. The command “LCD_DATA? n” is a special command and was created for automatic testing purposes only. This command has no value for the end user of the remote calculator system.

5.2. Summary of Testability

In this way all the modules of the remote calculator system can be tested (based on functional testing). This also ensures that all the functions in Table 2 have been tested. Table 3 summarizes the different stages of testing for the remote calculator and the modules affected. Of course this testing is done after the implementation stage. It should be noted that the above discussion concentrated on testing the components of the architecture and did not mention anything about testing the other important set of elements of any architecture, namely the connectors. The methodology outlined above can be used for testing the connector also although a few tricks will have to be used for this purpose. The testing of connectors is not discussed here as it can be done by following methods similar to that followed for testing the components. 

	Testing Stage
	Module Tested
	Modules Modified
	Modification Done
	Architecture changed?

	          1
	 Pre-Parser
	Parser, Command Execution
	 Pass-through data
	        No

	          2
	 Parser
	Command Execution
	 Pass-through data
	        No

	          3
	 Command Execution
	None
	 
	        No

	          4
	 LCD Controller
	Command Execution
	 Additional functionality
	        Yes


                           Table 3. Different Stages of Testing for the Remote Calculator.

6. ADAPTABILITY FOR THE REMOTE CALCULATOR

6.1. Axes of Software Adaptation

Software could be adaptable in different ways: static or dynamic, manual or automatic, proactive or retroactive. In dynamic adaptation the system only changes its run-time behavior while its implementation is fixed; in static adaptation the implementation (and the other phases of software development) varies with each version of the adaptable software developed. Manual adaptation occurs when the software adaptation is achieved manually, while in automatic adaptation software adapts itself. Proactive adaptation occurs if the software is able to adapt to an expected change in the environment; while retroactive adaptation occurs after the environment has changed. Thus any software system could be adaptable in one or more axes of adaptation as shown in Figure 15, i.e., adaptation could be dynamic/automatic/retroactive or static/manual/proactive and so on. 



6.2. Techniques for Adaptation in an Embedded System

While there is a wealth of strategies available for adaptation in non-embedded systems [8,9,10] there are only a few techniques for adaptation in embedded systems [11] and some of these are:

1. standard

2. conditional expressions

3. algorithm selection

4. run-time binary code modification

5. porting the component outside the system.

In the standard method the system is shut down, the new program loaded, and the system is restarted. Conditional expressions let a component change its behavior based on the value of an expression. Algorithm selection involves selecting a different algorithm to adapt to an environment change. Run-time binary code modification involves changing the binary executable to adapt to an environment change. The fifth method – porting outside the system – involves moving the component that has to be adapted outside of the embedded system to a more traditional environment. This lets the available adaptation strategies for non-embedded software be used to achieve the adaptation.

These techniques are explained using the example of the remote calculator system.

6.3. Environment Change ((E) for the Remote Calculator

In the case of the remote calculator the environment interacts with the system in only one way – through the remote interface, viz., the IEEE488 interface. Thus any change in the environment can only be expressed by means of change in the data received through the IEEE488 interface. Thus a change in the command set used will be a change in the environment for the remote calculator system. The reasons for using different command set may be several including:

1. new commands added for supporting new functionality

2. the commands may have followed a standard and a change in the standard may have required the     original commands to be changed.

Table 4 shows two ways in which the environment for the remote calculator can change. E represents the current environment. E’ represents a new environment where commands for new functionality of log to the base 10 and finding powers of 2 have been added. E’’ represents an environment in which the remote calculator can receive commands from two interface ports: IEEE488 and Ethernet. The commands have been prefixed with I488 if they are being sent to the IEEE488 port and by ETH if they are being sent to the Ethernet port.

	S.No.
	      Function
	Command (E)
	          E’
	          E’’

	1
	 Add two numbers
	ADD m,n
	ADD m,n
	I488:ADD m,n

ETH:ADD m,n

	2
	Subtract two numbers
	SUBTRACT m,n
	SUBTRACT m,n
	I488:SUBTRACT m,n

ETH:SUBTRACT m,n



	3
	Multiply two numbers
	MULTIPLY m,n
	MULTIPLY m,n
	I488:MULTIPLY m,n

ETH:MULTIPLY m,n

	4
	Divide two numbers
	DIVIDE m,n
	DIVIDE m,n
	I488:DIVIDE m,n

ETH:DIVIDE m,n

	5 
	Mod operation
	MOD m,n
	MOD m,n
	I488:MOD m,n

ETH:MOD m,n

	6
	Logical AND
	AND m,n
	AND m,n
	I488:AND m,n

ETH:AND m,n

	7
	Logical OR
	OR m,n
	OR m,n
	I488:OR m,n

ETH:OR m,n

	8
	Logical NOT
	NOT m
	NOT m
	I488:NOT m

ETH:NOT m

	9
	Read result
	RESULT?
	RESULT?
	I488:RESULT?

ETH:RESULT

	10
	Take log to base 10
	
	LOG m
	

	11
	Do 2 to the power of
	
	POWEROF2 m
	



Each of the techniques mentioned in Section 6.2 detect environment change, recognize need for system change and perform the system change differently.

6.4. The Standard Technique

In the standard technique, the (E  is detected manually. For any non-zero value of (E , (S is also non-zero. This means that the system has to be changed every time (E  is true. This change would be in the form of changing the modules necessary to accept the new commands. Usually the parser module and the command execution module would be affected. As can be observed the adaptation in this case is static, manual and proactive. That this is a static adaptation is obvious. This is a manual adaptation, as it requires the modules to be changed by human intervention. Also this adaptation is proactive since the system is changed before the environment changes. After the system is changed, the new object code is loaded into the embedded system (the remote calculator) and then the environment changes. Figure 16 shows the statechart diagrams for the remote calculator (RC) and the PC, using an example environment change.

The advantage of this method is that it is widely used and works for all cases. The disadvantage is the adaptation is very slow and totally manual. In some sense there is no adaptation at all.




6.5. Conditional Expressions Technique

This technique uses dynamic adaptation. In this technique for each of the possible command sets there is an associated parser and a command execution module that supports all the parsers. Before the PC sends a command, if the command is from a set different from the previous one sent by the PC, the PC lets the remote calculator know that the next command sent will be from a different column of Table 4. PC lets the remote calculator know about the change of the command set by sending special commands for this purpose, say NEXTCOMMAND E or NEXTCOMMAND E’ or NEXTCOMMAND E’’. The responsibility for parsing these special commands may be given to the pre-parser itself, in which case there is no need for any architectural change; else it may be given to the parser module (all the different parsers in the system will be able to parse these special commands) and the parser module in turn will inform the pre-parser which parser to use for the next command, in which case there will be a minor change of the architecture. The pre-parser will use the same parser for all subsequent commands until another NEXTCOMMAND is received (any one of these parsers may be the default parser when the system boots up). Thus the adaptation is based on the parameter sent with the NEXTCOMMAND, that is, it is based on a conditional expression. As can be seen this is a dynamic (no shutting down of the system), automatic (as the software adapts itself to a different command set) and proactive (the adaptation occurs before the environment changes, i.e., the new command set is used). 

Here the (E  is detected manually, (S recognition is automatic and  (S (the system change) is also automatic. 

There are many other ways of implementing this adaptation technique. The implementation suggested above is only one of the possible ways. The disadvantage with this method is that all possible command sets needed will have to be foreseen so that the parsers corresponding to those different command sets may be developed and incorporated in the initial firmware supplied. Another disadvantage is that this is a manual method – the user will have to send the NEXTCOMMAND first before using a different command set. On the positive side, the adaptation is dynamic and automatic, and hence fast. 

                                     



As an example, if parser_e( ) processes the commands under column E of Table 4, parser_e’( ) processes the commands under column E’ of Table 4, and parser_e’’( ) processes the commands under column E’’ of Table 4, then the statechart diagrams for the remote calculator (RC) and the PC are given in Figure 17. The default parser is parser_e( ).

6.6. Algorithm Selection Technique

In this technique each command set is assumed to have a basic structural difference that lets the remote calculator choose one of the many parsers it has for a particular command. For example, in Table 4, the commands in column E’’ have a colon whereas the commands in columns E and E’ do not. Thus if the PC switches from command set E to command set E’’ it is very easy for the remote calculator to switch to parser_e’’( ) (using the example given earlier). The responsibility for detecting this structural difference may be given to the pre-parser module itself, as that will require no change in architecture of Figure 4. The advantage of this technique over the previous conditional expressions technique is that this is a fully automatic environment change detection – no need to send a special command like NEXTCOMMAND before switching over to a new command set. Also the adaptation is dynamic, automatic and retroactive. 

The implementation suggested above is again one of the many possible implementations for this technique. The disadvantage with this technique is that parsers for all possible commands sets will have to be developed in advance.

Here the (E  is detected automatically, (S recognition is automatic and  (S (the system change) is also automatic.  

As an example, let there be only the two command sets E and E’’ in the remote calculator. Then the statechart diagrams for the pre-parser module and the parser module will be as given in Figure 18. 
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6.7. Run-time Executable Modification Technique

This is a powerful method for embedded systems to use for adaptation purposes. In this method the binary executable code or data is modified in the memory of the running embedded system. On a system developed with out-in methodology this technique lets high level of adaptation be achieved. In such systems memory contents can be changed with a special command, say “CHANGECONTENTS addr, m”

where addr is the memory address to be changed and m is the new value for that address. This command replaces the contents of address addr with m.  Thus in the parser using the simple string comparison algorithm, say the string “ADD” is stored at location 0x50000; to change this to “ETH:ADD” (from columns E to E’’ in Table 4), one would send the following commands to the embedded system:

                         CHANGECONTENTS 0x50000  0x45 (0x45 is the ASCII value for ‘E’)

                         CHANGECONTENTS 0x50001  0x54 (0x54 = ‘T’ in ASCII)

                         CHANGECONTENTS 0x50002  0x48 (0x48 = ‘H’ in ASCII)

                         CHANGECONTENTS 0x50003  0x3A (0x3A = ‘:’ in ASCII)

                         CHANGECONTENTS 0x50004  0x41  (0x41 = ‘A’ in ASCII)

                         CHANGECONTENTS 0x50005  0x44  (0x44 = ‘D’ in ASCII)

                         CHANGECONTENTS 0x50006  0x44  (0x44 = ‘D’ in ASCII)

                         CHANGECONTENTS 0x50007  0        (Null Termination)

After this set of commands have been sent, the string at memory location 0x50000 becomes “ETH:ADD”; thus if the PC now sends to the remote calculator the string from column E’’ of Table 4, the remote calculator will be able to parse this string correctly and take the appropriate action. This is the crux of runtime executable modification. As can be noted, this type of adaptation is dynamic, manual and proactive.

Here (E  is detected manually. For any non-zero value of (E , (S is also non-zero. This means that the system has to be changed every time (E  is true. The system is changed semi-automatically (as the above set of commands have to be changed manually while the effect of the commands takes place automatically).

While runtime executable modification is appealing, it has its drawbacks too: knowledge of the system’s data storage or code storage address is required; a mistake in overwriting memory could have unexpected and serious runtime system failures. This technique is especially useful if the strings being replaced (for the example of the remote calculator) have the same functionality – in this case minimum binary changes have to be made. 



 


Figure 19 shows the statechart diagrams for the PC and remote calculator (RC) for an example of this technique where initially commands from column E of Table 4 were used and later the commands from column E’’ of Table 4 were used.

6.8. Porting a Component Outside the Embedded System

In this technique some components required for adaptation are not included in the embedded system at all. They are outside the system on a PC connected to the system. Thus for the example of the remote calculator, the critical components for adaptation are the pre-parser, parser and the command execution modules. Assuming the command execution module is adaptable enough, it would be possible to port both the pre-parser and the parser module to the connected PC. Thus the problem of adaptation would now be considered external to the embedded system. This also lets powerful adaptation strategies available to desktop environments to be used for this problem. As can be expected using this strategy would also require a modification of the software architecture of the embedded system and the application running on the PC. If the pre-parser and the parser are both ported to the PC, the PC will no more send commands to the remote calculator; instead only the codes and the data for the commands are sent to the remote calculator. These can be easily parsed directly by the command execution module and corresponding action taken. This type of adaptation is dynamic, automatic (there is no change in the embedded system) and proactive.

Here (E  is detected manually. For any value of (E , (S is always zero. This means that the embedded system is never changed.

This technique is as adaptable as the components inside the embedded system are, i.e., for the above example, the adaptability of the total system (PC and the remote calculator together) is limited by the adaptability of the command execution module. In this technique the architecture for the embedded system is simpler.

Figure 20 shows the modified architecture for the PC and the remote calculator (RC) for this technique. 





6.9. Summary of Adaptability

The previous sections gave some of the possible techniques for adaptation in embedded systems. Different techniques are applicable in different situations. Table 5 summarizes the techniques and highlights their differences.

	S.No.
	Adaptation Technique
	Adaptation Type
	(E  detection
	(S recognition
	(S (system change)

	   1
	Standard
	Static, Manual,

Proactive
	   Manual
	  Manual
	Manual

	   2
	Conditional Expressions
	Dynamic, Automatic,

Proactive
	   Manual
	 Automatic
	Automatic

	   3 
	Algorithm

Selection
	Dynamic, Automatic, Retroactive
	Automatically
	Automatic
	Automatic

	   4
	Run-time Executable

Modification
	Dynamic, Manual,

Proactive
	   Manual
	  Manual
	Semi-automatic

	   5
	Porting Component

Outside of System
	Dynamic, Automatic,

Proactive
	   Manual
	   Not required
	  Not required



7. IMPLEMENTATION

Figure B8 gives the display on the LCD of the remote calculator after implementation (some of the entries in this figure will be explained later). In order to reach this level, various stages of development and testing will have to be gone through. The detailed software architecture of Figure 4 gives the software modules required for the remote calculator.

7.1. Testability Implementation

First the IEEE488 Driver and the LCD Driver modules were needed. For the example of the remote calculator, these drivers were simply reused from an earlier project, which avoided having to develop and test these modules afresh and also saved us time.

From the detailed specifications of Figure 8, the data flow diagram of the pre-parser module will be as given in Figure 21.






Based on the DFD of Figure 21, it is easy to see that the pre-parser has two functions to be tested. These functions can be tested one after the other or together. Since these functions are simple enough, they will be tested together. Both the parser module and the command execution module will be stubbed to pass through the data they receive. The command execution module will pass through the data received to the LCD controller module and to the IEEE488 driver. Since the driver receives the data, the external PC can read the data off the remote calculator. The pre-parser module will format the output it sends to the parser module in the format: “input string; header; data_item1; data_item2 (if data_item2 is available)”.  Thus the pseudo-codes for the modules will be as given in Figure 22, Figure 23 and Figure 24, respectively.


                    Pre-Parser Module

                    Input: input_string

                    temp_string = Convert_to_Upper_Case(input_string);

                    Separate_Data_From_Header(temp_string); //stores header in header variable, 

                                                                                            //data_item1 in data1 variable,

                                                                                            //and data_item2 in data2 variable

                    temp_string = Concatenate(temp_string, ‘;’, header, ‘;’, data1, ‘;’, data2);

                    Parser(temp_string);

                   End Pre-Parser Module



                                      Parser Module

                                      Input: temp_string

                                      Command_execution(temp_string);

                                      End Parser Module



                                      Command Execution Module

                                      Input: temp_string

                                     LCD_Controller(temp_string);

                                     Write_to_IEEE488(temp_string);

                                     End Command Execution Module


Thus when the command “add 1,2” is sent to the remote calculator, the response should be 

“add 1,2;ADD;1;2”.  In order to do this test an automated test was developed using Borland C++ IDE. The program is given in Figure A1. This program ran on the PC. This program prints the data it sends to the remote calculator (RC) and the data it receives from the remote calculator in a file called logdata.txt. After running this program the contents of logdata.txt file are given in Figure 25. The LCD display after running this program is given in Figure B1. As can be seen from Figure 25, the pre-parser module functions as expected, irrespective of the contents of the header or those of the parameter fields. In Figure B1, the string “: TEST” has been appended to the outputs for informative purposes.  

Whether the remote calculator’s pre-parser module is working correctly can actually be analyzed also automatically, by having the same algorithm as the pre-parser module’s added to Figure A1 just before the string is sent out to the remote calculator, storing this expected string and comparing this expected string with the string received from the remote calculator each time and checking to see if they match. This is the power of the out-in methodology.

Using the above approach the remaining stages of testing as given in Table 3 can be done. Figure 26, Figure 27, Figure 28 and Figure 29 give the pseudo-codes for the final implementations for pre-parser, parser, command execution and the LCD controller modules, respectively. 

After these pseudo-codes were implemented the LCD display of Figure B8 was obtained. Each line shows the recent input command received and the result of calculating the command. If the command was in error, the input command is appended with “: ERROR” and displayed. If the command was “RESULT?”, the value of the previous result is appended to “RESULT?” and displayed. The screen scrolls the display upward. The top line of the screen displays “RemoteCalc” (the name of the embedded system), the current date and time. Time is incremented in intervals of a second.


               Data To RC: add 1,2

               Data From RC: add 1,2;ADD;1;2

               Data To RC: subtract 5  , 6

               Data From RC: subtract 5  , 6;SUBTRACT;5  ; 6

               Data To RC: multiply ADD, SUBTRACT

               Data From RC: multiply ADD, SUBTRACT;MULTIPLY;ADD; SUBTRACT

               Data To RC: DIVIDE APPLES,ORANGES

               Data From RC: DIVIDE APPLES,ORANGES;DIVIDE;APPLES;ORANGES

               Data To RC: modddd 10,20000.2456

               Data From RC: modddd 10,20000.2456;MODDDD;10;20000.2456

               Data To RC: AND 0,1

               Data From RC: AND 0,1;AND;0;1

               Data To RC: or and,or

               Data From RC: or and,or;OR;and;or

               Data To RC: not13456

               Data From RC: not13456;NOT13456;

               Data To RC: RESULT????

               Data From RC: RESULT????;RESULT????;



                      Pre-Parser Module

                      Input: input_string

                      separate_header_from_parameter(input_string, header, data1, data2);

                      header_string = convert_to_upper_case(header);

                      Parser(input_string, header_string, data1, data2);

                      End Pre-Parser Module



                      Parser Module

                      Input: input_string, header_string, param1, param2

                      If (header_string = ADD) CommandExecution(1, input_string, param1, param2);

                      If (header_string = SUBTRACT) CommandExecution(2, input_string, param1, param2);

                      If (header_string = MULTIPLY) CommandExecution(3, input_string, param1, param2);

                      If (header_string = DIVIDE) CommandExecution(4, input_string, param1, param2);

                      If (header_string = MOD) CommandExecution(5, input_string, param1, param2);

                      If (header_string = AND) CommandExecution(6, input_string, param1, param2);

                      If (header_string = OR) CommandExecution(7, input_string, param1, param2);

                      If (header_string = NOT) CommandExecution(8, input_string, param1, param2);

                      If (header_string = RESULT?) CommandExecution(9, input_string, param1, param2);

                      If (header_string = illegal) CommandExecution(10, input_string, param1, param2);

                      End Parser Module 



         Command Execution Module

         Input: code, input_string, param1, param2

         If (code = 1) result = param1 + param2

         If (code = 2) result = param1 – param2

         If (code = 3) result = param1 * param2

         If (code = 4) result = param1/param2

         If (code = 5) result = param1 mod param2

         If (code = 6) result = param1 AND param2

         If (code = 7) result = param1 OR param2

         If (code = 8) result = NOT (param1)

         If (code = 9) send previous result to IEEE488 Driver

         If (code = 10) result = ERROR

         LCD_Controller(input_string: result);

         End Command Execution Module.




    LCD_Controller Module

                        Input: display_string

                        scroll_display( );

                        lcd_driver(display_string);  //displays display_string on lcd

                        End LCD_Controller Module.


7.2. Adaptability Implementation

So far the discussion has covered the implementation of testability; adaptability issues have not been discussed.  The implementation assumes that the environment changes from E to E’’ of Table 4. Two parsers are used to parse these commands: parser P parses commands under column E of Table 4 and parser P’’ parses commands under column E’’ of Table 4. In the implementations P and P’’ were two different implementations of the parser module of Figure 4. 

7.2.1. Implementation of the Standard Technique

Here the architecture of Figure 4 was used exactly as it is with the parser module initially implemented as P. The binary code using parser P was loaded in the remote calculator. The calculator parsed the commands under column E of Table 4 correctly. However, if the commands from column E’’ of Table 4 were used the remote calculator displayed error and beeped. Figure B2 gives the display on the LCD screen for some trial commands using this code. To parse commands under column E’’ of Table 4, the code was recompiled using P’’ instead of P for the parser module and loaded in the remote calculator. After this the calculator parsed the commands of E’’ correctly while displayed error messages (and beeped) for commands from E. Thus this is a very simple technique though it takes a lot of time to adapt.

7.2.2. Implementation of the Conditional Expressions Technique

Here both the parsers P and P’’ were implemented. The NEXTCOMMAND (discussed in Section 6.5) was implemented in both the parsers P and P’’, and both the parsers were present in the remote calculator at the same time. The system boots up using P as the default parser. P continues to be used for parsing input commands until the user sends the command NEXTCOMMAND E’’. After receipt of this command, the pre-parser sends all subsequent commands to P’’ until the command NEXTCOMMAND E is received (after which all subsequent commands are again sent to P). In each case the parser module informs the pre-parser module to which parser the next command should be sent. Thus the architecture in this case will be as shown in Figure 30.

As can be expected this type of adaptation is faster than the standard technique. The output on the LCD for this technique is given in Figure B3.

7.2.3. Implementation of the Algorithm Selection Technique

Here the change in environment is detected automatically – in order to do this the pre-parser is given the additional responsibility of deciding to which parser P or P’’ to send the received command to. If the input command has a colon then the pre-parser sends the input command to parser P’’, else the pre-parser sends the input command to parser P. Thus the architecture used for implementing this technique is very similar

to Figure 30 except that there is no feedback from the parser to the pre-parser module; the revised architecture is given in Figure 31. Subsequent processing takes place very similar to that of the conditional expressions technique except that there is no need to send  NEXTCOMMAND before switching over to a different command-set. Figure B4  gives the LCD display for this technique. Since the detection of environment change and the adaptation are both automatic, this is the fastest form of adaptation available.



7.2.4. Run-time Executable Modification Technique

In this technique the actual binary code of the running system is modified – modified to adapt to the environment change. For changing the code two special commands that write to and read from the memory are developed. For the remote calculator, the commands are “GETCONTENTS address” and “CHANGECONTENTS address, m” where address is the address of the memory whose contents are to be set or retrieved and m is the new value to store in the address (GETCONTENTS retrieves the value at an address, while CHANGECONTENTS replaces the values at an address with the new value m). There are many techniques that one can use to know the address – usually the map file that the compiler develops has the address where data is stored for a module; another way is to use a debugger that will let us know the contents of various memory locations. After changing the contents of the address in the memory, it may be useful to put the old data back. The architecture used here is same as Figure 4. The system changes automatically though the addresses that have to be changed and their new contents are decided by the user. Figure B5, Figure B6  and Figure B7 give three successive screen outputs on the LCD for this technique (that the screen scrolls upwards can be seen from these three figures). 


7.2.5. Porting a Component Outside the Embedded System

This was implemented similar to the architecture of Figure 20 and the implementation behaved as expected. 

7.3. Testability and Adaptability Implementation

So far we have considered the implementations of testability and adaptability separately. As pointed out in Section 4.3, both of these NFRs are independent of each other. Thus an implementation can either be testable alone, adaptable alone or both. A software system that is both testable and adaptable will be one of the following:

1. testable software that is also adaptable

2. adaptable software that is also testable

3. testable and adaptable both.

7.3.1. Testable Software that is also Adaptable

In this implementation, the software system is implemented using out-in methodology and hence is testable. However, some of the components are adaptable too. The adaptability could have been implemented using any one of the techniques mentioned earlier. 

7.3.2. Adaptable Software that is also Testable

Here adaptability was implemented first and testability added later. This may be a more difficult route to follow, as implementing testability requires additional hardware and software modules, the addition of which at a later stage may or may not be possible.

7.3.3. Testable and Adaptable at the same time

Here testability and adaptability features are developed at the same time. For application domains where testability and adaptability are not independent NFRs (unlike the case assumed in this chapter) this may be the only way to have both these attributes in a system. But for the problem domains considered in this chapter, simultaneous development and separately developing testability first and adaptability later will result in the same system: in such cases separate development may be easier to implement.

8. COMPARISON OF ARCHITECTURES

Several architectures have been developed in this chapter. It is natural to ask the question why these architectures were at all necessary. In what way is an architecture developed based on ideas different from testability and adaptability definitions given in this chapter different from the architectures developed in this chapter? In order to answer this question the goal graph based comparison [12,14] of architectures is developed in this section. 

8.1. Applying the NFR Framework

As per the NFR Framework, the following steps are required to complete the goal-graph and evaluate the architectures:

1. Develop the NFR goals and their decomposition

2. Develop architectural alternatives

3. Develop design tradeoffs and rationale

4. Develop goal criticalities

5. Evaluation and Selection

We will apply the NFR Framework first for testability alone, then for adaptability alone and finally for testability and adaptability considered together. In this section the notion of satisficing will be used 

(as mentioned in Section 4.2.1).

8.2. Applying the NFR Framework for Testability NFR

Section 4.1.2 gives the decomposition of this NFR. This completes step 1 of the NFR Framework.  Sections 4.1 and 5 discuss the key points that an architecture that is testable should satisfy.  This completes step 2 of the NFR Framework. For step 3 of the NFR Framework we develop the correlation table given in Table 6. The data for this correlation table were completed with the help of domain experts.

	Decomposed NFR
	Non-testable Architectures
	Testable Architectures

	Testability[in real system]
	--
	++

	Testability[emulation]
	-
	++

	Testability[using PC]
	-
	++

	Testability[other means]
	+
	+



Legend for Table 6: -- strong negative satisficing, - negative satisficing, + positive satisficing, ++ strong positive satisficing.     

This completes step 3 of the NFR Framework. Step 4 requires prioritization of goals or determination of goal criticalities. This step has already been done during the NFR decomposition process where there are nodes in Figure 6 marked ‘!!’ indicating highest level of criticality. Architectures that satisfice the most critical NFRs are most appropriate. For step 5 of the NFR Framework, the goal-graph based on the previous steps is developed. This is shown in Figure 33 (the legend for the various colors is given in Figure 36). As can be seen (and as can be expected), architectures that are not testable simply do not satisfice the decomposed NFRs for testability, whereas the testable architectures proposed in this chapter strongly positively satisfice the critical requirements and positively satisfice the other requirements for testability.

8.3. Applying the NFR Framework for Adaptability NFR

Section 4.2.2 gives the decomposition of this NFR. This completes step 1 of the NFR Framework. Section 6 develops various architectural alternatives for adaptability.  This completes step 2 of the NFR Framework. For step 3 of the NFR Framework we need to develop the correlation table. As can be expected, the speed of adaptation (Speed[Adaptation]) will also be an NFR of interest to users of these techniques. This NFR has always been a concern in the techniques developed and though this NFR was omitted from Figure 7, it will be explicitly represented in the goal graph to be developed. While other data for the correlation table were available from the domain experts, the speeds of adaptation had to be measured. Section 8.3.1 discusses the techniques used to measure the speed of adaptation. 

8.3.1.  Speed of Adaptation

In order to time the speed of adaptation, we used a PC-based tool called the Gpib Analyzer supplied by National Instruments that lets timing over IEEE488 bus be performed. In order to use this tool effectively, the SRQ line of the IEEE488 interface (this has been described in Section 2.2) was used. By noting the time taken to assert the SRQ on the Gpib Analyzer, the time taken to execute a command or perform another action can be measured with high precision. Based on the output of the Gpib Analyzer the times for adaptation recorded are given in Table 7 (the tool was not used for timing the standard technique and the component porting technique though – since the times for these adaptations does not need the accuracy of this tool and are large enough for manual measurement). The values in Table 7 are plotted in Figure 32. In Figure 32, the units on the Y axis is ms. The values for the Standard technique and Component porting technique have been arbitrarily set to 100ms so that the plot is nicely scaled.

	S.No.
	Technique
	Section No.
	Adaptation Time
	Remarks

	1
	Standard 
	7.2.1
	5 minutes
	Manually timed

	2
	Conditional Expressions
	7.2.2
	10ms 
	This is the time to process

NEXTCOMMAND

	3
	Algorithm Selection 
	7.2.3
	1ms 
	This is the time taken to decide which parser – P or P’’ to use

	4
	Run-time Executable Modification 
	7.2.4
	50ms 
	This is the time to enable the system accept I488:ADD instead of ADD

	5
	Porting Component Outside the system
	7.2.5
	1 minute
	Manually timed
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8.3.2. Correlation Table and Goal Graph for Adaptability NFR

The data for the correlation table were obtained from the domain experts and Table 7 (for speed of adaptation) – in using Table 7, the architectures with adaptation time in ms are considered to be strongly positively satisficing, while architectures with adaptation time in minutes are considered to be positively satisficing. The correlation table is given in Table 8.

	Decomposed NFR
	Non-adaptable architectures
	                          Adaptable Architectures

	
	
	Standard Technique

(Section

6.4)
	Conditional

Expressions

Technique

(Section 6.5)
	Algorithm Selection Technique

(Section 6.6)
	Run-time Executable

Modification

Technique

(Section 6.7)
	Porting Component 

Outside the System

(Section 6.8)

	Adaptability [semantic]
	--
	--
	--
	--
	--
	--

	Adaptability

[automatic (E
detection]
	--
	-
	-
	++
	-
	-

	Adaptability

[automatic (S
recognition]
	--
	-
	++
	++
	-
	+

	Adaptability

[automatic (S]
	--
	--
	++
	++
	+
	+

	Speed[Adaptation]
	--
	+
	++
	++
	++
	+



Legend for Table 8: -- strong negative satisficing, - negative satisficing, + positive satisficing, ++ strong positive satisficing.     

Figure 34 gives the goal graph for adaptability considered separately (the legend for the various colors is given in Figure 36). The goal graph was developed for the decomposition given in Figure 7. Here again it can be seen that architectures developed in this chapter score over architectures developed differently. And again it can be observed that different architectures satisfice the various NFRs in different degrees. 

8.4. Applying the NFR Framework to Testability and Adaptability NFRs 

Figure 35 gives the goal graph for testability and adaptability considered together (the legend for the various colors is given in Figure 36). From this graph it can been seen that no architecture is absolutely good or optimal for  both types of NFRs – testability and adaptability. This shows how the two NFRs interact with each other synergistically or in a conflicting manner. However, the architectures produced by the techniques in this chapter satisfice more NFRs  than architectures produced differently, i.e., the techniques given in this chapter produce architectures of better quality. 

9. PRAGMATICS OF THE APPROACH

The techniques for testability suggested in this chapter have been used extensively in practice. At Anritsu Company, the testability techniques have been used extensively to detect bugs. In fact, the rate of detection of errors has more than doubled since this technique was used. Moreover, these techniques have detected transient errors that no other method could have found. For example, in one of the test and measuring instruments manufactured by Anritsu a strange hardware-software interaction was observed once every 100000 measurements. The only way this bug could have been determined is by using the automated testing technique mentioned in this chapter. Numerous bugs in software were detected using this method. The implementation did not take lot of investment on the part of Anritsu. The testing was done by one person and the training costs involved was negligible. The NFRs critical to the software developed were development time, cost, system quality, improved maintainability, faster evolution and time-to-market. The effect on these NFRs of the code produced using the testability and adaptability techniques given in this chapter is discussed below.

The development time has been reduced. One reason for this is the reduction in the time to test. Because of  reduced test time, errors in the code are detected earlier, which lets the development engineers fix their codes earlier also. Currently on the side of adaptation, the prototype techniques are just being implemented. The standard technique is currently being used and this has also become faster due to faster test times.

Cost has been reduced significantly. This has to be considered in the light of cost of failures. Due to fast and extensive testing much more bugs have been detected in a shorter time. As mentioned above, some of these bugs could not have been detected in any other way, as they were transient in nature. But their detection helped in delivering better quality software. Had they not been detected and fixed, the customer satisfaction would have been compromised which could have led to cancelled orders. And the overhead incurred was the addition of one test engineer whose training costs were negligible.

Quality of the releases has been increased considerably since these testing techniques have been used. Assuming constant bug rate for a development engineer, the number of bugs corrected in a given period has doubled using this technique. This has helped the releases be of a higher quality than earlier, a point which has been noticed by the customers as well.

Since the testing method allows extensive logs of test data be stored for future reference, any errors detected in an old code is immediately checked with the performance of that piece of software in earlier test logs. By this means it is very easy for the development engineer to detect what has been broken during maintenance and refix them. 

As has been mentioned earlier, of the adaptation techniques discussed here, the standard technique has been widely used. Any errors in adaptation are quickly detected by the testing techniques discussed in this chapter. This lets the adapted product be delivered lot earlier. This also permits faster evolution of the software.

The adaptation and testing techniques discussed in this chapter let us hit the market much earlier with a better quality of product. In general, where the features are the same between two releases, these techniques have let us hit the market almost twice as fast.

Another example of the applicability and effectiveness of the ideas in this chapter was the addition of the commands “TESTING_FOLLOWS” and “TESTING_ENDS” for testing purposes. These commands were added for testing the pre-parser module of Figure 4 and any commands sent to the remote calculator between these two commands were handled in the test mode, i.e., the outputs were the outputs of the pre-parser module and not that of the remote calculator. These commands were added to demonstrate the validity of these ideas at the Research Open House 2000 held at University of Texas in Dallas in November, 2000. The code that was used for the test is given in Figure A2 and the output from the system (as logged to a file) is given in Figure A3. The feedback that we got from the visitors to the Open House was encouraging (few of the adaptability techniques were also demonstrated).

The techniques for adaptability suggested in this chapter have been presented elsewhere before [11] and are practically appealing. While the adaptability of only one of the components has been discussed, it is the opinion of the authors that these techniques can be extended to adaptation of multiple components and adaptation for different environment changes. For example, in the case of the remote calculator, the remote interface component could be made adaptable too, in the sense that the physical interface could be IEEE488 or Ethernet or any other. 

10. CONCLUSION

Implementing simultaneously testable and adaptable embedded systems is a goal that is of much practical importance – embedded systems industry would very much like both these attributes be simultaneously present in their products. This chapter has presented novel ideas toward simultaneously achieving both these attributes in software. Implementation of testability follows the out-in methodology [3,4]. Application of this methodology results in a system that is easily testable and various well-known  testing techniques can be applied, and this chapter presents the application of functional testing based on 
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boundary-value testing and equivalence partition testing to the example remote calculator system. Several

different adaptability techniques (some of them have been discussed earlier in [11] for embedded systems have been developed in this chapter for embedded systems and they have been implemented on the

example remote calculator system. In order to develop and compare the different architectures that have been developed in this chapter the NFR Framework [12,14] has been extended to apply to embedded systems. This application of the NFR Framework gives a process for evaluating the different architectures against the NFRs of testability and adaptability. Again the application of the NFR Framework has been demonstrated on the example remote calculator system.

In our opinion the techniques for testability and adaptability and the architectural comparison based on the NFR Framework have extensive practical applications. This chapter presents the practical gains seen by a modest use of testability and adaptability in Anritsu Company where one of the authors works. The NFR Framework has a lot of potential for use in practice and is being explored further.

There is still lot of research in this field. This is especially true of adaptability. This chapter had assumed that semantics issues during adaptability did not change – further research on adaptability without this assumption is necessary. A more quantitative approach to dealing with these two types of  NFRs as applicable towards embedded systems needs to be developed. There are host of other issues to explore as well. However, this chapter presents a workable way to meet these NFRs on embedded systems using a  systematic development and comparisons of the architectures based on the NFR Framework.
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                                                                         APPENDIX A

                                                       SOFTWARE CODES

//---------------------------------------------------------------------------

#include <stdio.h>

#include <stdlib.h>

#include <windows.h>

#include "Decl-32.h"   //IEEE488 header

#include <string.h>

#pragma hdrstop

#pragma link "borlandC_gpib-32.obj" //IEEE488 header

//---------------------------------------------------------------------------

void ieee488_write_and_read(int dev_id, char *out, char *in);

#pragma argsused

int main(int argc, char* argv[])

{

        int dev;

        FILE *fp;

        char inpbuf[100],outbuf[100];

        fp = fopen("logdata.txt", "w");

        ibsic (0);           //IEEE488 initialization

        ibsre (0, 1);        //IEEE488 initialization

        dev = ibdev(0,1,97,13,1,10);   //IEEE488 initialization

        strcpy(outbuf, "add 1,2");

        fprintf(fp, "Data To RC: %s\n", outbuf);

        ieee488_write_and_read(dev, outbuf, inpbuf);

        fprintf(fp, "Data From RC: %s\n\n", inpbuf);

        strcpy(outbuf, "subtract 5  , 6");

        fprintf(fp, "Data To RC: %s\n", outbuf);

        ieee488_write_and_read(dev, outbuf, inpbuf);

        fprintf(fp, "Data From RC: %s\n\n", inpbuf);

        strcpy(outbuf, "multiply ADD, SUBTRACT");

        fprintf(fp, "Data To RC: %s\n", outbuf);

        ieee488_write_and_read(dev, outbuf, inpbuf);

        fprintf(fp, "Data From RC: %s\n\n", inpbuf);

        strcpy(outbuf, "DIVIDE APPLES,ORANGES");

        fprintf(fp, "Data To RC: %s\n", outbuf);

        ieee488_write_and_read(dev, outbuf, inpbuf);

        fprintf(fp, "Data From RC: %s\n\n", inpbuf);

        strcpy(outbuf, "modddd 10,20000.2456");

        fprintf(fp, "Data To RC: %s\n", outbuf);

        ieee488_write_and_read(dev, outbuf, inpbuf);

        fprintf(fp, "Data From RC: %s\n\n", inpbuf);

        strcpy(outbuf, "AND 0,1");

        fprintf(fp, "Data To RC: %s\n", outbuf);

        ieee488_write_and_read(dev, outbuf, inpbuf);

        fprintf(fp, "Data From RC: %s\n\n", inpbuf);

        strcpy(outbuf, "or and,or");

        fprintf(fp, "Data To RC: %s\n", outbuf);

        ieee488_write_and_read(dev, outbuf, inpbuf);

        fprintf(fp, "Data From RC: %s\n\n", inpbuf);

        strcpy(outbuf, "not13456");

        fprintf(fp, "Data To RC: %s\n", outbuf);

        ieee488_write_and_read(dev, outbuf, inpbuf);

        fprintf(fp, "Data From RC: %s\n\n", inpbuf);

        strcpy(outbuf, "RESULT????");

        fprintf(fp, "Data To RC: %s\n", outbuf);

        ieee488_write_and_read(dev, outbuf, inpbuf);

        fprintf(fp, "Data From RC: %s\n\n", inpbuf);

        return 0;

}

void ieee488_write_and_read(int dev_id, char *out, char *in)

{

   ibwrt(dev_id, out, strlen(out)); //IEEE488 write

   Sleep(500);

   ibrd(dev_id, in, 100);              //IEEE488 read

   in[ibcntl] = 0;                          //IEEE488 string null termination

}


//---------------------------------------------------------------------------

#include <stdio.h>

#include <stdlib.h>

#include <windows.h>

#include "Decl-32.h" //IEEE488 header 

#include <string.h>

#pragma hdrstop

#pragma link "borlandC_gpib-32.obj" //IEEE488 header

//---------------------------------------------------------------------------

void gpib_wrt(char * str); //function to write data to IEEE488 interface

void gpib_rd(char *out_str); //function to read data from IEEE488 interface

void file_wrt(char *str); //function to write data to a file

int dev;

FILE *fp;

char file_name[100];

#pragma argsused

int main(int argc, char* argv[])

{

        char inpbuf[100],outbuf[100];

        strcpy(file_name, “logdata.txt”);

        fp = fopen(file_name, "w");

        ibsic (0);           //IEEE488 initialization

        ibsre (0, 1);        //IEEE488 initialization

        dev = ibdev(0,1,97,13,1,10);   //IEEE488 initialization

       file_wrt("Using Parser P");

      strcpy(buf, "add 5,6");

      gpib_wrt(buf);

      strcpy(buf, "RESULT?");

      gpib_wrt(buf);

      gpib_rd(inpbuf);

      file_wrt("\n");

      strcpy(buf, "I488:ADD 5,6");

      gpib_wrt(buf);

      strcpy(buf, "RESULT?");

      gpib_wrt(buf);

      gpib_rd(inpbuf);

      file_wrt("Functional Testing Begins");

      strcpy(buf, "TESTING_FOLLOWS");

      gpib_wrt(buf);

      file_wrt("\n");

      strcpy(buf, "add 5,6");

      gpib_wrt(buf);

      gpib_rd(inpbuf);

      file_wrt("\n");

      strcpy(buf, "MULTIPLY APPLES,ORANGES");

      gpib_wrt(buf);

      gpib_rd(inpbuf);

      file_wrt("\n");

      strcpy(buf, "I488:ADD 5,6");

      gpib_wrt(buf);

      gpib_rd(inpbuf);

      file_wrt("Functional Testing Ends");

      strcpy(buf, "TESTING_ENDS");

      gpib_wrt(buf);

      file_wrt("\n");

      strcpy(buf, "add 5,6");

      gpib_wrt(buf);

      strcpy(buf, "RESULT?");

      gpib_wrt(buf);

      gpib_rd(inpbuf);

      file_wrt("\n");

      strcpy(buf, "I488:ADD 5,6");

      gpib_wrt(buf);

      strcpy(buf, "RESULT?");

      gpib_wrt(buf);

      gpib_rd(inpbuf);

}

void gpib_wrt(char *str)

{

   fp = fopen(file_name, "a");

   printf("Data Sent: %s\n", str);

   fprintf(fp, "Data Sent: %s\n", str);

   ibwrt(dev, str, strlen(str));

   fflush(fp);

   fclose(fp);

}

void gpib_rd(char *inp_str)

{

   fp = fopen(file_name, "a");

   ibrd(dev, inp_str, 300);

   inp_str[ibcntl] = 0;

   printf("Data Rcvd: %s\n", inp_str);

   fprintf(fp, "Data Rcvd: %s\n", inp_str);

   fflush(fp);

   fclose(fp);

}

void file_wrt(char *str)

{

   fp = fopen(file_name, "a");

   if (strcmp(str, "\n") != 0)

   {

      fprintf(fp,   

     "\n=====================================================================\n");

     printf(

     "\n=====================================================================\n");

   }

   fprintf(fp, "%s\n", str);

   printf("%s\n", str);

   if (strcmp(str, "\n") != 0)

   {

      fprintf(fp,     

    "=====================================================================\n\n");

      printf(

    "\n=====================================================================\n");

   }

   fflush(fp);

   fclose(fp);

}


=====================================================================

Using Parser P

=====================================================================

Data Sent: add 5,6

Data Sent: RESULT?

Data Rcvd: 11

Data Sent: I488:ADD 5,6

Data Sent: RESULT?

Data Rcvd: ERROR

=====================================================================

Functional Testing Begins

=====================================================================

Data Sent: TESTING_FOLLOWS

Data Sent: add 5,6

Data Rcvd: add 5,6:ADD;5;6

Data Sent: MULTIPLY APPLES,ORANGES

Data Rcvd: MULTIPLY APPLES,ORANGES:MULTIPLY;APPLES;ORANGES

Data Sent: I488:ADD 5,6

Data Rcvd: I488:ADD 5,6:I488:ADD;5;6

=====================================================================

Functional Testing Ends

=====================================================================

Data Sent: TESTING_ENDS

Data Sent: add 5,6

Data Sent: RESULT?

Data Rcvd: 11

Data Sent: I488:ADD 5,6

Data Sent: RESULT?

Data Rcvd: ERROR
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Figure 1. Hardware Configuration for Remote Calculator. 
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  Figure 2. Software Architecture for Remote Calculator.





  Figure 3. Sequence Diagram for Remote Calculator.
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  Figure 4.  Detailed Software Architecture for Remote Calculator.





Table 1. Commands used for Remote Calculator. 








Table 2. Functions to be tested for Remote Calculator 








  Figure 8.  Detailed Specifications  for the layers of Figure 4.
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  Figure 9.  Entry and Exit Points for the Pre-Parser Layer along with  example


                   values at these points.





  Figure 10.  Entry and Exit Points for the Parser Layer along with example


                     values at these points.





  Exit Point: value


                     1





  Entry Point: value


                      ADD 1,2





  To Command Execution





  From Pre-Parser





         


               Parser   


       





  Figure 11.  Entry and Exit Points for the Command Execution Layer along with     


                      example values at these points.
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  Figure 12.  Entry and Exit Points for the Command Execution Layer along with     


                     example values at these points (this is for RESULT? command).
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  Figure 13.  Modified  Software Architecture for testing the LCD Controller Layer.
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  Figure 14.  Entry and Exit Points for the LCD Controller Layer along with     


                     example values at these points.





  Exit Point: value


      1; ADD 1,2: 3


      2; ADD 1,3: 4


      3; ADD 1,4: 5


      4; ADD 1,5: 6               





  Entry Point: value


   ADD 1,5:  6





  To LCD Driver and


   Command Execution 





  From Command Execution





         


         LCD Controller   


       





Retroactive





Proactive





Manual





Automatic





Static





Dynamic





  Figure 15.  Axes for Software Adaptation.





  Table 4.  Environment Change for Remote Calculator.
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  Figure 16.  Statechart Diagrams for PC and Remote Calculator (RC) in the 


                      Standard Adaptation Technique.
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Uses  commands in column E’’ of Table 4.
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  Figure 17.  Statechart Diagrams for PC and Remote Calculator (RC) in the 


                      Conditional Expressions Technique.





  Figure 18.  Statechart Diagrams for the Pre-parser and Parser modules in the 


                     Algorithm Selection Technique.
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  Figure 19.  Statechart Diagrams for the PC and the Remote Calculator (RC) in the 


                     Run-Time Executable Modification Technique.
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  Figure A2. Program Used to Automatically Test Pre-Parser Module In the Final System (no stubs 


                      used).





  Table 5. Summary of Different Adaptation Techniques for an Embedded System.
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  Figure 21. DFD for Pre-Parser Module.





  Figure 22. Pseudo-code for Pre-Parser Module (for  Stage 1 testing).





  Figure 23. Pseudo-code for Parser Module (for Stage 1 testing).





  Figure 24. Pseudo-code for Command Execution Module (for    


                     Stage 1 testing).





  Figure B5. LCD Display upon Implementing the Run-time Executable Modification 


                    Technique (Screen 1).


                    





  Figure 25. Contents of File logdata.txt After Execution of Program in Figure A1.





  Figure 18: Remote Calculator Display after Implementation.





  Figure 26. Pseudo-code for Pre-Parser Module (final).


                    





  Figure 27. Pseudo-code for Parser Module (final).


                    





  Figure 28. Pseudo-code for Command Execution Module (final).


                    





  Figure 29. Pseudo-code for LCD Controller Module (final).


                    





  Figure B2. LCD Display upon Implementing the Standard Technique.
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  Figure 30. Architecture used to Implement the Conditional Expressions Technique.


                    





  Figure B3. LCD Display upon Implementing the Conditional Expressions Technique.


                    





  Figure 31. Architecture used to Implement the Algorithm Selection Technique.
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  Figure B4. LCD Display upon Implementing the Algorithm Selection Technique.


                    





  Figure B6. LCD Display upon Implementing the Run-time Executable Modification 


                    Technique (Screen 2).


                    





  Figure B7. LCD Display upon Implementing the Run-time Executable Modification 


                     Technique (Screen 3) – Screen 3 is same as Screen 2 except for the last three


                     Lines, which shows that the screen scrolls upward.


                    





  Figure B1. The LCD Display After Executing Program in Figure A1.





  Figure A1. Program Used to Automatically Test Pre-Parser Module.





  Figure B8. Remote Calculator Display after Implementation.












































  Figure A3. The Contents of File “logdata.txt” After Executing Program in A2.
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  Figure 20. Architectures for the PC and the Remote Calculator (RC) in the 


                     Porting Component Outside the Embedded System (ES) Technique.





Table 8. Correlation Table for Adaptability.





  Figure 32. Plot of Adaptation Time vs. Technique (Y-axis unit is ms) – the values for Standard 


                     technique and Component Porting technique have been arbitrarily set to 100ms for nice fit.


                    





  Table 7. Adaptation Times for the Different Techniques.


                    





Table 6. Correlation Table for Testability.





Figure 5. An Embedded System Architecture that is Testable.
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Figure 6. Decomposition of Testability NFR Using the NFR Framework (!! means very critical).
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Figure 7. Decomposition of Adaptability NFR Using the NFR 


                Framework (!! means very critical, ! means critical).
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Figure 33. Goal Graph for Testability Considered Separately 


                   (legend is given in Figure 36).





Figure 34. Goal Graph for Adaptability Considered Separately (legend is given in Figure 36).





Figure 35. Goal Graph for Testability and Adaptability Considered Simultaneously (legend is given in Figure 36).
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