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WHAT IS A DATA NETWORK?

• A data network is a set of logical communication channels between host
computers

� Used for interprocess communication

◦ Communication among processes running on different computers or on
the same computer

� A logical communication channel is an abstraction of the properties of a
set of one or more physical links, plus software and state

◦ Example: An Ethernet LAN

� All hosts on the LAN share a wireline link

� There is no logical communication channel between two hosts until
they learn one another’s identities (Ethernet addresses)

� Properties of physical links affect network architecture

� The “hosts” may be PCs, wireless phones, game stations, set-top boxes,
appliances, ...
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SWITCHED vs. UNSWITCHED COMMUNICATIONS

• Unswitched

� Hardwired

� Full interconnection is very expensive...

• Switched

� Message switching

� Circuit switching

� Packet switching
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TELECOM NETWORKS vs. DATA NETWORKS

• Telecom networks

� Have been around for more than a century

� Rich in service features for voice communications, but high in cost

� Switching is used to eliminate the need for direct connections between all
nodes in the network

� Basic unit is the 64-kb/s voice circuit

◦ 64-kb/s circuits are multiplexed into higher-bit-rate formats (SONET/SDH)

• Data networks

� Have evolved since the early 1960’s from time-sharing systems to the
Internet

� Bare-bones service at very low cost

� Basic unit is the packet or frame, not a fixed amount of bandwidth

� Routing is used to eliminate the need for direct connections between all
nodes in the network
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A SYSTEMS APPROACH TO NETWORKING

• Performance analysis

� Experimental studies of working systems

� Simulations

• Fundamental concepts

� Education vs. training

• Empirically validated principles of design and analysis

� Hierarchical layering

• Hardware/software interaction and codesign

• The big picture

� Evaluate design choices in terms of their effects on the whole system
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Host A Host B

Files, Records, Byte Streams, ...
Application

The Goal of Computer Networking:
A Transparent, Virtual Host-to-Host

Connection

• Neither host should see the details
of the connection

• The network should be treated as an
abstraction or black box (a lower layer 
in a hierarchy of complexity)

• All that the application has to know 
about the network is the API
(procedure calls and their arguments)
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NETWORKING MODES

• Connection-oriented

� An explicit connection (specifying at least the data format) is set up before
starting to transfer information

◦ Provisioned mode: Connection set up in advance

◦ Switched mode: Connection set up on demand

◦ Each protocol data unit is delivered once, only once, and in order

� Expensive

� Connection setup incurs extra delay and processing overhead

� Billing, QoS and traffic management are straightforward

• Connectionless

� No connection needs to be set up before starting to transfer information

� Delay limited to buffering, switching/routing and transmission

� Inexpensive

� Billing, QoS and traffic management are more difficult
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SWITCHING MODES

• Circuit-switched

� All signals that arrive on a given incoming interface are switched to an
outgoing interface that is provisioned or set up before data is transmitted

� Alternatively: Bits or frames in a certain time slot (or position) on an
incoming interface are switched to another time slot (or position) on an
outgoing interface that is provisioned or set up before data is transmitted

� Gives best bandwidth efficiency for smooth traffic (constant rate of gen-
eration)

• Packet-switched

� Packets arriving on a certain incoming interface are switched to a certain
outgoing interface, depending on:

◦ Information in the packet’s header

◦ The identity of the incoming interface

◦ The routing and forwarding tables

� Gives best bandwidth efficiency for bursty (self-similar) traffic
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NETWORKING TECHNIQUES

• Defined by the combination of networking mode and switching mode

� Note that connection-oriented �= circuit-switched and
connectionless �= packet-switched

� Some examples:

Networking mode
Switching mode Connection-oriented Connectionless

Packet switching ATM, MPLS IP
Circuit switching PSTN Lightpath in an optical network
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IMPLEMENTATIONS OF A LOGICAL CHANNEL (2)

• Packet-switched

� The data to be sent is broken up into data structures called packets

� Each packet makes its way to the destination independently of others

◦ Analogous to suitcases in transit on the airlines

� Packet headers

◦ Analogous to luggage tags

◦ Headers contain:

� Destination & (usually) source addresses (to identify hosts)

� Destination & (usually) source ports (to identify processes)

� Packet identifier

� Connectionless — no end-to-end connection established before data flows

� Virtual-circuit-switched — logical end-to-end connection identified by:

◦ ATM: VCI/VPI

◦ GMPLS: Header

◦ IPv6: Flow field
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PACKET-SUITCASE ANALOGY
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IMPLEMENTATIONS OF A LOGICAL CHANNEL (3)

• Message-switched

� Like packet switching, but the data-containing structures (messages) are
stored at intermediate nodes before being forwarded to the next hop when
bandwidth becomes available

� Example:

◦ Electronic mail

� May also be useful for poorly performing networks

◦ Long end-to-end latency

◦ Large bandwidth asymmetry

◦ High error probability

◦ Low stability of best path

◦ Example:

� Inter-satellite or interplanetary networks
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WHAT IS A PROTOCOL?

• A protocol consists of the rules for communication between peers

� The rules must define:

◦ The format of the protocol data unit (PDU), which consists of a
block of data to be transmitted, plus all applicable delimiters

◦ The format and sequence of control messages

• Must be universal

� Must work on different kinds of systems

• Must be stable

� Must support unforseen uses and new technology

• Must be realizable

� The list of what must be understood in order for the protocol to work
must be short
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WHAT MAKES A PROTOCOL USEFUL?

• Protocol creation is an easy academic exercise

• Creating a useful protocol is not easy. A useful protocol must:

� Include all interactions

� Interoperate on diverse hardware under real-world conditions

� Provide acceptable performance

� Detect and correct errors

� Be robust under deliberate attack

• Comments by a designer: draft-iab-perlman-folklore-00.txt

http://www.utdallas.edu/~cantrell/ee6345/draft-iab-perlman-folklore-00.txt
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WHY USE A PROTOCOL STACK?

• Hierarchical (top-down) design (as used in designing digital systems)

� Each layer provides an abstract model of the layer below

� Hides complexity

� Facilitates hardware independence

• Standard interfaces between layers

� Simplifies coding

◦ Can be implemented by:

� Launching a new process for each protocol layer, or

� Launching a single process for each message or stream
– Each protocol layer is entered by a procedure call
– Much faster than the “process-per-protocol” way

� Simplifies hardware design

� Facilitates debugging and troubleshooting

� Promotes open systems and interoperability
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WHY OSI FAILED

• OSI = “Open Systems Interconnection”

� Created by the International Standards Organization (ISO)

• Original purpose of OSI: An open standard with the same
functionality as IBM’s SNA

• OSI implementations were late, slow and expensive

� OSI approach: “Specify first, implement later”

◦ At first, no working code for experimentation

� Software interface (procedure calls or new processes) required
between all neighboring layers

� Excessive header overhead

• International and organizational politics

• TCP/IP came along

� Preferred by users for its speed, price and availability

• TCP/IP came along with Ethernet
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WHY TCP/IP SUCCEEDED

• Origin in the ARPAnet protocols

• TCP/IP implementations were fast, and became cheap

� IETF approach: “Rough consensus and running code”

◦ Specifications were refined as the implementation progressed

� Simplified protocol stack

� Ethernet LANs

◦ DEC VAX networking

� Government funding in the early years

� Supported in Berkeley UNIX (a free OS, widely installed on VAXes)

◦ The BBN/Berkeley implementation became a de facto standard



4.2 BSD (1983)
first widely available

release of TCP/IP

4.3 BSD (1986)
TCP performance

improvements

4.3 BSD Tahoe (1988)
slow start,

congestion avoidance,
fast retransmit

4.3 BSD Reno (1990)
fast recovery,

TCP header prediction,
SLIP header
compression

4.4 BSD (1993)
multicasting;

long fat pipe modifications

Net/1 (1989)
BSD networking

software release 1.0

Net/2 (1991)
BSD networking

software release 2.0

4.4BSD-Lite (1994)

Various BSD releases with important TCP/IP features

after W. Richard Stevens, TCP/IP Illustrated, Vol. 2

(Net/3)
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WHO STANDARDIZES TCP/IP?

• The Internet Society

� Has both organizational and individual members

� Gets technical advice from the Internet Architecture Board (IAB)

� The IAB standardizes the protocols used on the Internet

◦ Specification documents are called Requests for Comments (RFCs)

◦ IAB oversees the Internet Engineering Task Force (IETF)

� Goal: Standardization as a part of implementation

� Working documents are called Internet Drafts

� Divided into working groups focused on specific standards

• Overall responsibility for names and IP addresses: ICANN

• IP addresses: American Registry for Internet Numbers (ARIN)

• Domain names: Network Solutions, Inc. and many other registrars

• Numerical parameters: Internet Assigned Numbers Authority (IANA)

http://www.isoc.org/
http://www.iab.org/
http://www.ietf.org/
http://www.icann.org/
http://www.arin.net/
http://www.networksolutions.com/
http://www.iana.org/
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THE IETF vs. THE TELCOS

• IETF:

� Implements connectionless, unreliable IP over any viable datalink-layer
protocol

◦ Bandwidth is allocated dynamically, packet by packet

◦ Implements transport and application protocols in the IP suite

� Data, voice and video over IP

• Telcos:

� Implement mainly connection-oriented Layer 2 and 3 protocols

◦ Bandwidth is allocated statically, for the duration of a connection

◦ Focus is on low-bandwidth voice connections

• Data traffic ≈ voice traffic, but data revenues � voice revenues

� Areas of conflict:

◦ Internet telephony

◦ PBX market
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PACKET HEADERS

• The header of a packet is a small data structure that contains:

� Addressing and/or routing (path) information

◦ IP: Source and destination IP addresses

◦ TCP: Source and destination port numbers

◦ ATM: Virtual Path Identifier (VPI), Virtual Circuit Identifier (VCI)

� Information describing a particular packet, such as:

◦ Length

◦ Priority

◦ Sequence number

◦ The protocol to be used in the next higher layer

◦ Checksum over header or packet data

� Error-detection/correction information may also be placed in a packet
trailer
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INTERNETWORKING: WHEN ONE IS NOT ENOUGH

• Why not have a single physical network for the entire planet?

� Requires centralized coordination

� Difficult to integrate heterogeneous networks

� Growth by scaling difficult (impossible?)

• Alternative: Interconnected networks that look like a single network

� Interconnection can be implemented at layer 3 with a router or a backbone

Network 1 Network 2

Router

An internet=
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INTERNETWORKING USING BACKBONE NETWORKS

• A backbone is a network used to interconnect other networks

� Backbones range from single links to planetary-scale networks

Network 1 Network 2

An internet=Backbone

Network 3
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INTERNETWORKING MODES

• There are two basic modes of internetworking at a particular protocol layer:

� Protocol translation:

◦ The PDUs of network A are replaced with network B PDUs

◦ Example: A bridge (Layer 2 internetworking device) between an
Ethernet LAN and a token-ring LAN removes the Ethernet framing and
encapsulates the contents of each Ethernet frame in token-ring frames

◦ Problems arise when networks A and B offer dissimilar services

� Protocol encapsulation:

◦ At an edge node between two dissimilar networks, A and B, the network-
layer protocol data units (PDUs) of network A are encapsulated in
PDUs of network B

◦ Encapsulation nearly always works, so it’s the IETF’s usual approach
for implementing IP in a non-IP network

◦ Example: IP over ATM

◦ Disadvantage: Large overhead
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THE INTERNET PROTOCOL (IP)

• The vision: A virtual network

� As important as virtual memory and networked (i.e., virtual) file systems

◦ Modern memory and file systems present the same user interface,
regardless of:

� The physical location of the data

� The technology used to access the data

• Design goal for a virtual network:

Make hosts on other physical networks look and feel as if they were on the
same physical network as your computer

• The world’s most important data network protocol

� If your network speaks IP, you can talk to networks anywhere
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MAIN FEATURES OF IP AND TCP

• IP (the Internet Protocol):

� Layer 3 (network)

◦ End-to-end encapsulation ⇒ hardware details are hidden

◦ Datagrams do not have to be explicitly routed

◦ Routing is performed hop-by-hop for each datagram, not end-to-end
over a path set up in advance

� Transparent, connectionless, unreliable datagram transport

� No flow control

• TCP (the Transmission Control Protocol):

� Layer 4 (transport) ⇒ hides network details

� Transparent, connection-oriented, reliable stream transport

� Flow and congestion control

◦ Sequence numbers and sliding windows

� Insensitive to details of routing
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THE PURPOSE OF IP

• To allow higher protocol layers to see a single network

� For transparency, one can’t require the path to be visible

The Internet

The view from above the IP layer The real network
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THE MECHANISM OF IP

• Encapsulation of the transport-layer packet in an IP datagram for end-to-
end delivery

IP TH SH PH AH data

• Encapsulation of the IP datagram in native format for each hop

LTLH IP TH SH PH AH data

• Link-layer and IP-layer address resolution by hosts and routers
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ROUTING IS WHAT MAKES THE INTERNET POSSIBLE

• Routers are specialized computers that forward datagrams

� Each network connected to the router communicates through a
dedicated physical or logical network interface

� Many types exist:

◦ Store and forward (e.g., general-purpose computer)

◦ Routing switch (ASIC forwarding engines, switch fabric)

The Internet
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ROBUSTNESS AND SCALABILITY ARE
WHAT MAKE THE INTERNET SUCCESSFUL

• The Robustness Principle (quoted from RFC 1123):

� At every layer of the protocols, there is a general rule whose
application can lead to enormous benefits in robustness and
interoperability:

Be liberal in what you accept, and
conservative in what you send

• A system that is designed to support growth to an arbitrarily large size
without degradation of the services that it offers is called scalable

� For a network, “size” = number of hosts or users

� The Internet Protocol (v4) has allowed the construction of a global, het-
erogeneous network of moderately large size by distributing the control

� The challenge for future protocols, systems and applications is to provide
for scalability of the global Internet to a much larger size than it has at
present
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