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GATEWAY FUNCTIONAL UNITS I

e DSP(s)
> Voice compression
> Tone detection/generation

> Echo cancellation

> Silence suppression
e Microprocesor(s)

> Telephony protocols

> Network protocols

> Lookup (mapping called number to IP address)
> Jitter buffering

> Management

> Forwarding

> Billing

© C. D. Cantrell (03/1999)
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ANALOG VOICE TO DIGITAL PACKETS (1) I

e Analog voice signal is received by gateway

> The analog signal is converted to a pulse code modulation (PCM) digital
stream

> Echos are cancelled

> Signaling tones are detected and routed around the codec
o Most codecs garble signaling tones

> Silences are removed by a voice activity detector

> Remaining PCM samples are forwarded to a codec

e The codec encodes and compresses the digital PCM stream
> (G.729a compression = 8,000 bits/s

e Voice frames are created

> If G.729a compression is used, each frame contains 10 octets (10 ms) of
digitized speech

© C. D. Cantrell (03/1999)
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ANALOG VOICE TO DIGITAL PACKETS (2) I

e Voice frames from the codec are encapsulated into IP datagrams

> Several 10-octet frames may be encapsulated in one datagram
> A 12-octet RTP header is added to the frame(s)

o Provides a sequence number and time stamp
> An 8-octet UDP header is added to the RTP packet

o Source and destination port numbers are both 5004 (the RTP “well-
known” port number)

> The microprocessor performs lookup (maps called phone number to a
destination IP address)

> A 20-octet IPv4 header is added to the UDP datagram
> The IP datagram is encapsulated in a datalink-layer frame

o Frame header contains the hardware address of the router that connects
the local area network to the Internet

> The datalink-layer frame is forwarded to the router
© C. D. Cantrell (03/1999)



CODEC Characteristics

Compressed Complexity
Voice Digitizing (in DSP MIPS Digitizing
VolP CODECs Rate (Kbps) for full duplex) Quality Delay
G.711 PCM 64 N/A Very Good Negligible
G.726 ADPCM 40/32/24 Low (8 MIPS) Good (40K)to  Very Low
Poor (16K)
G.729 CS-ACELP 8 High (30 MIPS) Good Low
G.729A CA-ACELP 8 Moderate Fair Low
G.723 MP-MLQ 6.4/5.3 Moderate-High  Good (6.4K) High
(20 MIPS) Fair (5.3K)
G.723.1 MP-MLQ 6.4/5.3
G.728 LD-CELP 16 Very High Good Low

(40 MIPS)
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JITTER REDUCTION I

e Reduce burstiness by holding all voice packets for N ms in a
jitter buffer

> Allows late packets to arrrive
> Allows re-ordering of out-of-order arrivals
> Adds to total network and switching delay
e Jitter can be reduced by giving higher priority to voice packets
> Configure routers to give high priority to packets to/from the UDP port(s)
configured by the gateway’s manufacturer

o Negligible effect on data-traffic delays as long as voice traffic is a small
fraction of total traffic

o On slow WAN links, IP fragmentation may be required to prevent large
data packets from delaying voice packets

> Use RSVP

© C. D. Cantrell (03/1999)



THE UNIVERSITY OF TEXASAT DALLAS UtTpD Erik Jonsson School of Engineering
and Computer Science

PRESENT-GENERATION GATEWAYS I

e Have high cost compared to PBX

e Do not interoperate well with PSTN

e Do not interoperate with other vendors’ gateways
e Do not scale well

e Are less convenient to use than the PSTN

> Require multiple-stage dialing

> Single-stage dialing requires interoperation with SS7 (expected in shipping
products in 1999)

© C. D. Cantrell (03/1999)
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GATEKEEPER FUNCTIONS I

e A gatekeeper is defined in detail in the H.323 standard

e More generally, “gatekeeper” means the software where network
intelligence resides
> Authorization
> Lookup
> Address translation
> Call signaling
> Interoperation with SS7
> Routing
> Bandwidth management
> Billing

© C. D. Cantrell (03/1999)
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FACTORS DRIVING ADOPTION OF IP TELEPHONY I

e Tariff advantage

> Calling card replacement

> Enterprise trunk replacement
e Feature parity with respect to PSTN (2004-20067)
e New, enhanced or more cost-effective applications (2007-20107)

> Call center applications
> Message unification

> Multiple call waiting

> Audioconferencing

> Videoconferencing
e Cost parity (2001-200377)

> Is one network really cheaper than two?

© C. D. Cantrell (11/2004)
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BARRIERS TO ADOPTION OF IP TELEPHONY I

e Lack of interoperability

> between different vendors’ IP telephony networks
o Primarily a gateway compatibility issue

> between IP telephony networks and the PSTN
o Primarily a gatekeeper issue

> See next slides for interoperability initiatives

e QoS (and perceptions thereof)
e Cost of deploying IP telephony
e Lack of carrier-grade solutions in:

> network management
> operational support

> billing and settlement
> rate offerings

e Regulatory issues
© C. D. Cantrell (11/2004)
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PROTOCOLS FOR REAL-TIME APPLICATIONS OVER IP I

e The I'TU H.323 protocol stack for unreliable packet networks

> Standardizes codecs, call setup, call control

> Can run over UDP/IP
o [ETF protocols descended from Streams 2 (aka IPv5, RFC 1819):

> Transport layer:

o TCP timeout and retransmission conflict with real-time A/V
o UDP projects IP into the transport layer (useful for sockets API)

o Real-Time Protocol (RTP) and RTP Control Protocol (RTCP) (RFC
1889) run over UDP /IPv4 or directly over IPv6

¢ Function as real-time transport-layer protocols
> Application layer:

o ReSource reserVation Protocol (RSVP) (RFC 2205)
o Real-Time Streaming Protocol (RTSP) (RFC 2326)

© C. D. Cantrell (03/1999)
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The H.323 Protocol Stack

Conference Control

Data & Call Signalling Audio Video
H.261
T.Share T.126 T.127
G.722
G.728
H.245 G.723 H.263
Q.931 G.729
T.124 RAS
T.122 RTP Mandatory
T.125 RTCP Item
T.123
TCP UDP
IP
LAN

Source: Databeam Corporation, A Primer on the H.323 Standard



The ITU Umbrella Recommendations for Transmission of Non-Telephone Signals

H.320 H.321 H.322 H.323 H.324
V1i/Vv2
Approval Date 1990 1995 1995 1996 / 1998 1996
Networ k Narrowband Broadband Guaranteed Non-guaranteed | PSTN or POTS,
switched digital ISDN bandwidth bandwidth the analog
ISDN ATM packet switched | packet switched phone system
LAN networks networks,
(Ethernet)
Video H.261 H.261 H.261 H.261 H.261
H.263 H.263 H.263 H.263 H.263
Audio G.711 G.711 G.711 G.711 G.723
G.722 G.722 G.722 G.722
G.728 G.728 G.728 G.728
G.723
G.729
Multiplexing H.221 H.221 H.221 H.225.0 H.223
Control H.230 H.242 H.242 H.245 H.245
H.242 H.230
Multipoint H.231 H.231 H.231 H.323
H.243 H.243 H.243
Data T.120 T.120 T.120 T.120 T.120
Comm. 1.400 AAL 1.400 & TCP/IP V.34 modem
I nterface 1.363 TCP/IIP
AIM 1.361
PHY 1.400

Source: Databeam Corporation, A Primer on the H.323 Standard
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APPLICATIONS ENVISAGED FOR H.323 I

e Real-time audio:

> Internet telephony
> Support and help desk applications

> Business conference calling
e Real-time audio/video:

> Videoconferencing
> Distance learning
> Medical applications

> Interactive shopping
e Real-time data:

> Shared whiteboards and applications

> Control of experiments or industrial processes

© C. D. Cantrell (12/1998)



H.323 Terminal Equipment

Scope of Recommendation H.323

| Audio Codec
Microphone/ : G.711 |
Speaker : G.723
) G.729
RTP
| Video Codec
C;;n?;a/ ——  H.261 -
Py : H.263
Data :
I?ata —— Interface LAN
sauipment T.120 Interface
System Control
H.245 Control
System
Control :
User Q.931
Interface ; Call Setup
RAS Gatekeeper
Interface

Source: Databeam Corporation, A Primer on the H.323 Standard
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FUNCTIONS PROVIDED BY H.323 I

e Real-time audio and video

> Compression standards

o Audio codecs: G.711, G.723, G.729
o Video codecs: H.261, H.263

> Image formats
e Conference control and call signaling

> H.245 used to negotiate channel usage and capabilities
> (Q.931 call signaling
> Registration /Admission /Status (RAS)

e Real-time data

> T.120 data interface

© C. D. Cantrell (12/1998)
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H.323 GATEWAY FUNCTIONS I

e Translation between H.323 conferencing endpoints and other terminal types

> Translation between transmission formats
o H.225.0 to H.221

> Translation between transmission formats
o H.245 to H.242

e 'Translation between codecs
e Call setup and clearing on LAN and switched-circuit sides
e Not needed if the LAN is not connected to another network

> Don’t confuse with gatekeepers ...

© C. D. Cantrell (12/1998)
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H.323 GATEKEEPER FUNCTIONS I

e An H.323 gatekeeper is essentially a virtual switch

> Optional but useful
e Required features if a gatekeeper is implemented:

> Address translation
> Admissions control
> Bandwidth management

> Zone management
e Optional features include

> Call control signaling
> Call routing

> Call authorization

© C. D. Cantrell (12/1998)
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SESSION INITIATION PROTOCOL (SIP) |

e References: RFCs 3261, 3262, 3263. 3264, 3265, 3311, 3312, 3313, 3323,
3324. 3325, 3326, 3327, 3328, 3329, 3485, 3486, 3487, 3603, 3353

> Application-layer control protocol that can establish, modify and termi-
nate multimedia sessions or calls

> Modeled after HT'TP
e Supports:

> User location: determination of the end system to be used for
communication

> User capabilities: determination of the media and media parameters to
be used

> User availability: determination of the willingness of the called party to
engage 1n communications

> Call setup: “ringing”, establishment of call parameters at both called and
calling party

> Call handling: including transfer and termination of calls
© C. D. Cantrell (11/2004)
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WHAT, ME WORRY? |

“In a recent [1992] attack on the Texas A&M computer complex, which con-
sists of over 12,000 interconnected PCs, workstations, minicomputers, main-
frames, and servers, a well-organized team of hackers were able to take virtual
control of the complex. Having broken in by running password-cracking pro-
orams, the intruders then modified login software to enable them to capture
additional passwords of users logging on to systems. The team compiled files
containing hundreds of captured passwords, including some on major and sup-
posedly secure servers. One local machine was set up as a hacker bulletin
board, which the hackers used to contact each other, to discuss techniques and
progress, and to disseminate the captured passwords. The team gained access
to email servers, enabling them to capture and read mail traveling to and from
dial-in personal computers used by staft, taculty and students.”

William Stallings, “Network and Internetwork Security” (Prentice-Hall, 1995), back cover
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SECURITY RFCs (1) |

e 1421-1424: Privacy-enhanced electronic mail (PEM) (has not caught on)
e 1510: Kerberos

e 1579: Firewall-friendly FTP

e 1825: [Psec

e 1847: MIME security /multipart

e 1848: MIME object security services (MOSS) (has not caught on)

e 1928-9, 1961: SOCKS

e 1991: PGP message formats

e 2015: MIME security with PGP

e 2065: DNSsec

© C. D. Cantrell (12/1998)
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e 2104:
o 2137
e 2195:
e 2196:
® 2222:
o 2228:
® 2274:
o 2234:

SECURITY RFCs (2) |

Hashed message authentication codes (HMAC)
Secure DNS dynamic updates

IMAP/POP Authorize extension

Site security handbook

Simple authorization and security layer

F'TP security extensions
User-based security model for SNMPv3
PPP-EAP

e 2311-2312: S/MIMEwv2
e 2313-2315: PKCS

e 2310:

IAB Security Workshop 4/98

and Computer Science

© C. D. Cantrell (12/1998)
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SECURITY RFCs (3) |

e 2350: Expectations for security incident responses

e 2401: Security architecture for IP

e 24006: IP encapsulating security payload

e 2407-8: ISKAMP

e 2411: IP security document roadmap

e 2480: Gateways and MIME security multiparts
e 2504: Users’ security handbook

e 2521: ICMP security failure messages

e 2535, 2541: DNS

e 2574: SNMPv3
e 2577: F'TP security considerations

© C. D. Cantrell (06/1999)
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THREATS I

e Unauthorized write access to resources and/or information

> Deletion or alteration of data
o Web sites may be vandalized
o Valuable records (financial, etc.) may be changed

e Unauthorized read access to resources and/or information

> Espionage (industrial or international)
> Unwanted /unauthorized access to personal information

o Medical history
o Financial records, credit card numbers, ...

> Theft of services
e Denial of service

> Goal is to “tie up” the attacked host (and cut off its organization from
the Internet)

© C. D. Cantrell (12/1998)
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WHY THE INTERNET IS NOT
LIKE THE TELEPHONE SYSTEM

e The PSTN has a central authority

e Telephone usage is connection-based
> Billing records are available for each connection
e The telephone system is well understood by law enforcement agencies

> Legal access to conversations (under judicial control)

> Centralized provisions for wiretapping, tracing
e The Internet is a multinational collection of networks

> No real central authority

> No central knowledge or record of connections

> Billing is for bandwidth, not connections or packets

> [SPs are too busy and/or too clueless to help law enforcement
> Law enforcement is really clueless about the Internet

© C. D. Cantrell (12/1998)
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A NETWORK CAN BE COMPROMISED
BY ITS WEAKEST LINK

e One break-in compromises

> The host that’s broken into
> The host’s network

> Trusting hosts on the same network
> All non-encrypted communications on host’s link-layer network

> Hosts on other networks
e Vulnerabilities are common in networked computer systems
e Security is not a priority with PC market leaders
> The dominance of a single OS invites exploitation of its flaws

e Compromise of “non-vital” systems can lead to compromise of mission-
critical systems

© C. D. Cantrell (12/1998)
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WHY REMOTE ATTACKS ARE EASY I

e Anonymity can be had easily

> Proxy servers exist all over the world

> Attacks can be mounted from already-compromised accounts
e Users choose easily guessed or cracked passwords
e Users and departments install “back doors” for their own use

> Security is inconsistent with convenience

> Back doors include modems, .rhosts files, ...
e Low-level managers/users are easily bamboozled
e Traceback of an attack can be very hard
> Cooperation among law enforcement agencies of many countries

> International treaties or local law may stand in the way

> The Cuckoo’s FEqqg: First clue that the attacker was outside the U.S. was
the RTT

© C. D. Cantrell (12/1998)
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WHO ARE THE REMOTE ATTACKERS? I

e Young people with too much time and no social life

> Real loners often write viruses instead of breaking in
o Computer equivalent of the Unabomber
> “Crackers” like to publicize their exploits

o Exploit code is posted almost immediately

o For every really knowledgable attacker, there are 10,000 dumb, persis-
tent ones

> Attackers come in packs
e Competitors
e People working for foreign intelligence agencies

> Rarely professional agents

o Plausible denial is easy if a “spy” turns out to be a teen-ager

o The Cuckoo’s FEqqg: KGB paid German hobbyists to break in to U.S.

defense contractors’ computers
© C. D. Cantrell (12/1998)
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WHY INSIDER ATTACKS ARE EASY I

e Physical access to computer systems and the network

> Laptops
> Sniffers

e Trusting people and systems

> “Everyone inside the chain-link fence can be trusted”

> Weak, or no, security vis-a-vis other inside systems
e Users choose easily guessed or cracked passwords
e Users and departments install “back doors” for their own use
e Insider attacks are preferred by

> Competitors

> Foreign intelligence agencies

© C. D. Cantrell (12/1998)
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ATTACKERS’ GOALS (1) |

e Student

> Snoop email
> Modity grades

e Hacker, cracker or virus writer

> Test or disable a system

> Steal source code
e Industrial spy or disgruntled employee

> Steal process or cost data, customer lists, etc.
e Intelligence agent

> Steal military, intelligence, cryptographic or industrial secrets
> Disseminate disinformation

> Disrupt an enemy’s C°I

© C. D. Cantrell (12/1998)
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ATTACKERS’ GOALS (2) |

e Accountant or MIS programmer

> Embezzlement
e Disgruntled or ex-employee

> Revenge

> Take proprietary information to another employer
e Vendor

> Repudiate information sent via email

> Repudiate an electronic contract
e Terrorist

> Disable or subvert a target system

> Steal classified or proprietary information

© C. D. Cantrell (12/1998)
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DATA OR SYSTEM OWNERS’ GOALS I

e Privacy/confidentiality

> Protection of secret or private data

> Protection of communications against eavesdropping, traffic
analysis, ...

e Authentication

> Personal or corporate identity
> Email

> Computer or network system
e Nonrepudiation

> Secure transactions
e Integrity control

> Protection against undetected alterations

© C. D. Cantrell (12/1998)
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ENCRYPTION I

e One of the principal tools used to accomplish data owners’ goals

> Used for thousands of years to ensure security of diplomatic and military
communications

> Can be used by the “bad guys” too ...

> Strength of an encryption algorithm measured by how long it would take
to recover the key

e Cryptanalysis: The science of decoding encrypted messages

> Played a crucial role in World War 11

> Still important in war and law enforcement
e Encryption can be used in several layers of the protocol stack

e Notation: Ex[P| means “the ciphertext message obtained by
encrypting the plaintext message P with key K”

© C. D. Cantrell (12/1998)
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THE ENIGMA CIPHER MACHINE I

e The Enigma was a rotor-based cipher machine used in World War 11
by German forces, who thought the Enigma’s code was secure.

© C. D. Cantrell (08/2002)
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THE “PURPLE” CIPHER MACHINE I

e The “purple” cipher machine, which used telephone stepping switches
instead of rotors, was used in World War II by the Japanese diplomatic
corps. The machine shown was constructed by U.S. cryptanalysts
purely from analysis of coded messages.

© C. D. Cantrell (08/2002)
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COMMON ENCRYPTION METHODS I

e Substitution ciphers

>ROT13: A—N, B—O, ... (not used for security)
> Simple subsitution ciphers broken using letter frequencies

e Transposition ciphers: Ciphertext obtained by changing the order of letters
in the plaintext

e XOR (a toy, but widely used)
C=PaK, P=C@®K
e One-time pad: For 7z = 1 to Np = number of letters in plaintext,
C;,=P,+K; (mod 26)

e Computer methods:

> DES
> IDEA
> RSA

© C. D. Cantrell (12/1998)
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PRINCIPAL CRYPTANALYTIC ATTACKS I

e Ciphertext-only

> Given C; = Eg[P4], ... , C, = Eg|P,], deduce K, or Py, ... | P,, or an
algorithm to get P, from P;

e Known-plaintext

> Given Py, C; = Eg|Py], ... , P;, C; = Ek[P;], deduce K, or an algorithm
to get P;yq from P;

e Chosen-plaintext

> Given Py, C; = Ex[P4], ... , P;, C; = Ex[P;], where the cryptanalyst
chooses Py, ..., P;, deduce K, or an algorithm to get P, from P;

© C. D. Cantrell (12/1998)
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KERBEROS(DI

e Named for a fearsome 3-headed dog in Greek mythology
> A product of MIT’s Project Athena

> Intended for open distributed computing environments

> Distributed for free in hope of replacing the current standard,
“authentication by assertion”

e Threats that Kerberos protects against:

> User identity spoofing
> Network address spoofing
> Replay attacks

© C. D. Cantrell (12/1998)
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KERBEROS (2) I

e Original requirements for Kerberos:

> Security

o Network eavesdropping should not provide enough information to en-
able impersonating a legitimate user

> Reliability

o Distributed, rather than centralized, server architecture
> Transparency

o Invisibility to the user, apart from the need to provide a password
> Scalability

o The ability to support large, and constantly changing, numbers of
servers, clients and users

© C. D. Cantrell (12/1998)
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KERBEROS (3) I

e Commonly used versions:

> Version 4

o Requires DES encryption

o Requires IPv4 network addresses

o Maximum ticket lifetime ~ 21 hours

o Authentication forwarding is not allowed
> Version 9

o Permits any encryption method

o Supports all network protocols

o No maximum ticket lifetime

o Authentication forwarding is allowed

© C. D. Cantrell (12/1998)
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KERBEROS AUTHENTICATION (1) I

e Assume an authentication server (AS), a client (C) and a server (V)

e Data exchanged:
User ID (ID¢), server ID (IDy), user password (P¢), network address of C
(AD¢), secret key shared by AS and V (Ky),
Ticket = Ex [ID¢, AD¢, IDy]

e [irst cut at an authentication dialogue:
1.C — AS: ID¢, Pg, IDy
2. AS — C: Ticket
3. C — V: IDc, Ticket

e Problems...

> Requires a new dialogue for each time a service is used
> User password is transmitted “in the clear”

o Can be captured by an eavesdropper

© C. D. Cantrell (12/1998)
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KERBEROS AUTHENTICATION (2) I

e A more secure authentication dialogue uses a ticket-granting server (TGS),
and two tickets,

TiCketTGS — EKTGS [IDc, ADC, IDTgs, TS1, Lifetimel], and
Tickety = Ek, [IDc, AD¢, IDy, TSy, Lifetimes]

> Once per user logon session:

1.C — AS: ID¢, IDpas
2.AS — C: EKC [TiCketTgs]

> Once per type of service:

1.C — TGS: IDc, ID\/7 TiCk@tTGS
2. TGS — C: Tickety

> Once per service session:

1.C —V: IDc, TiCketv

e Problem: Sniffed tickets can be re-used for as long as they are valid after
the legitimate user has logged out

© C. D. Cantrell (12/1998)
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SECURE SHELL (ssh) |

e Source code and reference: http://www.ssh.fi/sshprotocols2 /index.html

e Purpose: Replace the remote shell commands (rsh, rep, etc.) with secure
Versions

> ssh is a protocol for secure remote login and other secure network services
over an insecure network

> Components of ssh:

o Transport layer protocol [SSH-TRANS]| provides server authentication,
confidentiality, and integrity, and optionally compression

o User authentication protocol [SSH-USERAUTH] authenticates the client-
side user to the server

o Connection protocol [SSH-CONN]| multiplexes the encrypted
tunnel into several logical channels

© C. D. Cantrell (12/1998)
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SSH PROTOCOL STACK I

SSH-CONN

SSH-USERAUTH

SSH-TRANS

TCP

| P
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“PING OF DEATH” DENIAL OF SERVICE ATTACK (1)

e IP packets can be up to 65,535 (2!® — 1) octets long, including the header
length [RFC 791]

> Header length is 20 octets if no IP options are specified

e Packets that are bigger than the MT'U are fragmented into smaller packets

> Fragments are reassembled upon arrival at the receiver
> For Ethernet, the MTU is typically 1500

e An ICMP ECHO request is carried inside an IP packet

> [CMP header is 8 octets [RFC 792]

> Maximum legal size of the ICMP data area is 65535 — 20 — 8 = 65507
octets

© C. D. Cantrell (12/1998)
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“PING OF DEATH” DENIAL OF SERVICE ATTACK (2)

e Fragmentation makes it possible to send an illegal echo packet with more
than 65507 octets of data

> An offset value in each fragment determines where the individual fragment
goes when the full packet is reassembled

> On the last fragment, a valid offset can be combined with a suitable
fragment size to make (offset + size) > 65535

e Most host computers don’t process a packet until they have all the fragments
and have tried to reassemble it

> 16 bit internal variables (or buffers dimensioned for legal packets) may
overflow if reassembled packet size > 65535

> Possible results: Crashes, freezes, reboots, ...
e Most OSs won't send an illegal packet

> Windows 95 and N'T' well allow illegal packets
o ping -1 65510 vulnerable.host.ip.address

© C. D. Cantrell (12/1998)
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“PING OF DEATH” DENIAL OF SERVICE ATTACK (3)

e All IP datagram types can be used for a denial of service
attack

e Defense against the “ping of death”:

> Stop all ICMP ECHO datagrams at a router

o Bad idea: Also blocks legal uses of ping
o Doesn’t block misuse of other types of datagrams

e A better solution: Patch the OS’s TCP/IP stack

> Test for and prevent overflow when reassembling fragments

> Block sending oversized datagrams

> Safe OSs include Solaris 2.3 and higher, SunOS 4.1.2, mainframe MVS
with TCP/IP stacks from Interlink or IBM; ...

e Some routers also are vulnerable

© C. D. Cantrell (12/1998)





